3GPP TSG-SA3 (Security)
S3-101372
SA3#61, 15-19 November; Sorrento, Italy
revision of S3-10xyzw
Source:
Qualcomm Incorporated
Title:
Key Hierarchy update for solution 2
Document for:
Approval
Agenda Item:
8.1
Work Item / Release:
UTRAN KH
Abstract of the contribution:This contribution provides more details for the key hierarchy clasue of solution 2. 
Discussion
This contribution provides additional details of the key hieracrchy and various key derivation that are used in solution 2. 

It is proposed that SA3 accept the below pCR implementing this change.   
Proposed PCR
*************** FIRST CHANGE **********************

4.4.2
Proposed solution 2

The UTRAN Key Hierarchy is showed in the figure 4.4.2-1 below. 
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Figure 4.4.2-1: UTRAN Key hierarchy
The key hierarchy in solution 2 adds two layers of keys between the CK and IK that result from an AKA run and the keys (either CKS and IKS or at fallback a legacy context when connecting to a legacy CN node CKL and IKL) that are passed to the RNC.
The first layer from CK and IK to KASMEU is to enable the creation of a root key for the enhanced security context and is included to simplify the description of the procedures, i..e. it is simpler to say that the KASMEU is passed between enhanced nodes in a new IE rather than CK and IK are passed which happens in the legacy case. The proposed derivation of KASMEU is just a concatenation of CK and IK.  
The derivation from KASMEU of the other keys enables fresh keys to be passed to the RNC at each idle to active connection , i.e. CKS and IKS with COUNT used to provide freshness (see subclause 5.2.2), or fresh keys when a fallback to a legacy security context at idle mobility is required, i.e. CKL and IKL (see subclause 5.2,2).
In addition to these key derivations, the following cases also require fresh key(s) to be derived

PS Handover from E-UTRAN/UTRAN to GERAN: A fresh pair of CKS and IKS are derived in GERAN SGSN+ and ME+ from KASMEU and the CKS and IKS passed to the GERAN SGSN (see subclause 5.2.2.4.2)
Handover from E-UTRAN to UTRAN/GERAN: KASMEU is calculated from KASME (see subclause 5.2.3.4.2)
Idle mobility from E-UTRAN to UTRAN/GERAN: KASMEU is calculated from KASME (see subclause 5.2.3.3.2)
Handover from UTRAN/GERAN to E-UTRAN: KASME is derived in the MME+ and ME+ from the KASMEU and CKS and IKS that are passed to the MME+ (see subclasue 5.2.3.4.3)
Idle mobility 
from UTRAN/GERAN to E-UTRAN: KASME is derived in the MME+  and ME+ from the KASMEU and that is passed to the MME+ and the exchanged nonces (see subclause 5.2.3.3.1)
*************** NEXT CHANGE ************************
5.2.2
Overview of the Solution

The solution defines an enhanced security context (see below) that will be used by the UE and SGSN whenever possible. Once the UE moves to an SGSN that does not support the enhanced security context, both the UE and legacy SGSN will fall back to a legacy security context as described in the following clauses. The calculation of Kc and Kc128 and the handling of START parameters are not changed by this solution. 

The enhanced security context contains the following parameters:

· KSI = 3-bit Key Set Identifier that is used exactly as in legacy UTRAN

· KASMEU = 256-bit root key for the enhanced security context that is calculated from CK and IK at  an AKA in UTRAN/GERAN or from  KASME wheninterworking with E-UTRAN (the exact KDF is FFS)

· COUNT = 16-bit counter that is used to ensure that fresh keys can be calculated at every Idle to Active transition

From these basic parameters, two different sets of CK and IK will be calculated

· CKS and IKS which are calculated as follows CKS  ||IKS = KDF(KASMEU, COUNT)

· CKL and IKL which are calculated as follows CKL || IKL = KDF (KASMEU, fixed values)

The first pair, CKS and IKS, are passed to the RNC at every idle to active transitions by an SGSN+ and are used to protect that session. These keys need to be stored in UE and SGSN during the session. These keys will become the key used in a legacy security context if the UE moves to an SGSN while in connected mode that does not support the enhanced security context. The second set, CKL and IKL, are passed from an SGSN+ at idle mobility and become the keys used in a legacy context if the new SGSN does not support the enhanced security context. 

�New functionality proposed in S3-101374
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