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Abstract

This contribution contains a pCR to clause 10.11 of the TR S3-101131 on relay node security that provides a profile of solution 11 with no need for an OCSP certificate status chec, but a pre-established one-to-one binding of RN and USIM-RN.
Start of Pseudo CR:
10.11.7.2
Solution profile 11B

10.11.7.2.1 General

The UICC inserted in the RN contains two USIMs: a USIM-RN which shall communicate with the RN only via a secure channel, and a USIM-INI communicating with the RN without secure channel and used for initial IP connectivity purposes prior to RN attachment.

USIM-INI and USIM-RN could be functionally identical to Rel-99 USIMs. But a restriction of the command set, compared to a Rel-99 USIM, may be appropriate. In addition there will be other requirement on the UICC to perform the TLS handshake (BIP-UICC server mode or UICC USB).
The basic idea of profile 11B is a pre-established one-to-one binding of RN and USIM-RN. In principle, such a one-to-one binding could also be realized by using symmetric keys. However, the use of certificates has the advantage that there is a standardized procedure for enrolling the private key corresponding to the certificate in the secure environment of the RN. By using this one-to-one binding, a part of the usual certificate handling is replaced by subscription handling, as explained in clause 10.11.7.2.6.

10.11.7.2.2
Security Procedures

The start-up of an RN proceeds in the following steps. If one of the steps fails in any of the involved entities the procedure is aborted by that entity.

Phase I: Procedures prior to the RN attach procedure

E1. The RN performs an autonomous validation of the RN platform.

E2. The RN attaches as a UE using USIM-INI.

E3. The RN optionally obtains an operator certificate through the enrolment procedure defined in TS 33.310 [7]. Details can be found in clause 10.11.7.2.4. The RN optionally establishes a secure connection to an OAM server. Details can be found in clause 10.11.7.2.5. The RN shall retrieve a CRL from a suitable server.

E4.
 The RN platform secure environment and the UICC establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [12] clause 7 “Secured APDU” with TLS handshake. This TLS handshake shall be initiated by the UICC and use certificates on both sides. The RN either uses a pre-established certificate or the certificate enrolled in step E3. The UICC verifies that this certificate is limited to use with relay nodes. The UICC is pre-provisioned with an operator root certificate to verify the RN certificate. The UICC certificate needs to be pre-installed in the UICC by the operator. The RN is provisioned with a root certificate to verify the UICC certificate.

The private key corresponding to the RN certificate and the root certificate used to verify the UICC certificate are stored in the secure environment of the RN platform validated in step E1, and the TLS connection terminates there. From the completion of this step onwards, all communication between the USIM-RN and the RN is protected by the Secure Channel. The USIM-RN shall not engage in any AKA-related communication prior to the establishment of the Secure Channel.

E5. A certificate validation client on the UICC shall verify the signatures in the RN certificate chain up to the root certificate. The check of revocation status and expiry time is omitted. A certificate validation client on the RN shall check the verification of the signatures in the RN certificate chain up to the root certificate as well as the revocation status and expiry time. Details can be found in clause 10.11.7.2.6.

E6. The RN detaches from the network.

Phase II: RN attach procedure

The RN performs the RN attach procedure for EPS as defined in TS 36.300 [4]. From a security point of view, this involves the following steps:

A1. If the USIM-RN is not already active the RN activates it and resumes or re-establishes the secure channel by a new TLS handshake. The RN invalidates any EPS security context on the USIM-RN. The RN uses the IMSI (or a related GUTI) pertaining to the USIM-RN in the RN attach procedure.

A2. The MME-RN runs EPS AKA with the RN and the USIM-RN and establishes NAS security. The RN shall use only keys in an RN attach procedure that were received from the USIM-RN over the Secure Channel.

A3. The MME-RN checks from the RN-specific subscription data received from the HSS that the USIM-RN is dedicated to the use in RN attach procedures. The MME-RN communicates the fact that the attachment is for relay nodes to the DeNB in an extended S1 INITIAL CONTEXT SETUP message. (It is ffs whether other S1 messages would have to be similarly extended.)

A4. Upon receipt of the extended S1 INITIAL CONTEXT SETUP message the DeNB sets up RN-specific AS security over Un, which differs from AS security over Uu in that integrity protection for PDCP frames carrying S1 /X2 messages is provided. The DeNB rejects any attach request by relay nodes for which no confirmation has been received from the MME-RN that the attachment is for relay nodes.

The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

10.11.7.2.3
USIM Binding Aspects

There shall be a one-to-one association between the USIM-RN and the RN (represented by the subject name in the certificate).

The UICC knows the identity of the RN authorized to set up a secure channel with the USIM-RN by configuration. The UICC verifies the RN identity through the TLS handshake as part of the secure channel set-up. The standard secure OTA mechanisms (TS 31.116 [ae]) can be used to update the configuration of UICC and renew the stored identities if required.

Whenever the operator intends to prevent the RN from attaching to the network the operator shall bar the subscription relating to the USIM-RN in the HSS. In particular, the operator shall bar the subscription relating to the USIM-RN instead of revoking the RN certificate.

10.11.7.2.4
Enrolment procedures for RNs

No change from 10.11.4.

10.11.7.2.5
Secure management procedures for RNs

No change from 10.11.5.

10.11.7.2.6
Certificate and subscription handling

As described in clause 10.11.7.2.2, step E.5, the certificate validation client on the UICC verifies the signatures in the RN certificate chain up to the root certificate, but omits the check of revocation status and expiry time. The certificate is revoked by barring the associated USIM-RN subscription in the HSS. A certificate validation client on the RN shall check the verification of the signatures in the RN certificate chain up to the root certificate as well as the revocation status and expiry time. The revocation status of the UICC certificate is checked by means of the CRL obtained by the RN in 10.11.7.2.2, step E.3. Consequently, no OCSP server is needed in profile 11B.

Further considerations on certificate and subscription handling for profile 11B:
The basic idea of profile 11B is a one-to-one binding of RN and USIM-RN. In principle, such a one-to-one binding could also be realized by using symmetric keys. However, the use of certificates has the advantage that there is a standardized procedure for enrolling the private key corresponding to the certificate in the secure environment of the RN. By using this one-to-one binding, a part of the usual certificate handling is replaced by subscription handling, as explained below:

Binding in network: The one-to-one binding of RN and USIM-RN is technically expressed by a one-to-one mapping of a suitable field, e.g. the subject name, in any certificate issued to the RN and the IMSI in the USIM-RN. The operator would maintain a table with this mapping.

Binding in UICC: The mapping has to be also present in the UICC, and the UICC shall check the subject name in the RN certificate against the corresponding value configured in the UICC during secure channel set-up.

Lifetime: The table would also contain a limit on the lifetime of the subscription. When the lifetime of the subscription is up the subscription is barred in the HSS. The lifetime does not have to coincide with the lifetime of the certificate. The latter is not checked in the UICC.

RN Certificate revocation: Whenever an RN certificate needs to be revoked the operator does not use CRLs or OCSP, but retrieves the IMSI associated with the subject name in the certificate and bars the subscription corresponding to the IMSI in the HSS. This implies that no new certificate shall be issued for the same subject name from that point onwards.

RN Certificate renewal: This process works as normal as long as the subject name in the RN certificate remains the same, or the associated information in the UICC is also updated. Certificate renewal may be useful even if the UICC does not check the expiry time of the certificate as, in this way, the use of the private key can be limited if desired.

RN Certificate expiry: As the UICC has no clock it cannot check the expiry time and, hence, the RN could also use an expired certificate in the secure channel set-up. As the certificate is only used by the UICC for RN platform authentication in the secure channel set-up this is not a problem as long as the corresponding private key has not left the secure environment of the RN. More generally, if there is a risk that it has been compromised the corresponding subscription should be barred in the HSS. The use of the certificate is limited by the lifetime of the subscription bound to the RN. However, a UICC can be re-used with a different RN after having been re-configured with a different RN name.
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