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7.7.3
Abstract of the contribution
During SA3#AdHoc in Riga the question was raised, how a client without real time clock could check certificate validity based on an OCSP response. Background of the question was that an OCSP server, according to RFC 2560, is only obliged to report the revocation status, but is not mandated to perform existence and expiry checks of certificates.
We show that by using the standardised OCSP request and response messages it is possible for the OCSP client to locally perform both existence and expiry checks for certificates handed to the client, e.g. during a TLS handshake, when used in conjunction with limits on the lifetime of a secure channel based on AKA re-authentications.
1. Description of the problem
Solutions 4 and 11 proposed for Relay Nodes (RN) deploy a secure channel between UICC and RN (see ETSI TS 102 484). For the secure channel the variant with TLS tunnel is proposed, with mutual authentication based on certificates. This requires the UICC to check the validity of the RN certificate, sent to the UICC during TLS handshake.
The solutions 4 and 11 assume that the UICC is provisioned with the root certificate for the RN certificate. Thus the validation of the certificate chain wrt the certificate signatures is possible locally within the UICC (and not handled here). The expiry check (current time is within the “not valid before” and “not valid after” time interval) has to be based on some external data, as the UICC is not equipped with a continuous clock, and thus after power up has no knowledge of the current time. The revocation status of the certificate must be checked against a fresh version of certificate revocation information, and thus has to be retrieved from an authoritative source anyhow in time.

This leaves the revocation and expiry check of the RN certificate in the UICC to be based on data received from some external source. To avoid the need for a separate provisioning of secure time to the UICC, with the implication of setting up another security association between time server and UICC for the secure time protocol, it is investigated how both checks can be based on the communication of the UICC with an OCSP responder.
The CertStatus within the OCSP response only provides information on the revocation status, cf. clause 2.2 of RFC 2560:
   “The "good" state indicates a positive response to the status inquiry.
   At a minimum, this positive response indicates that the certificate
   is not revoked, but does not necessarily mean that the certificate
   was ever issued or that the time at which the response was produced
   is within the certificate's validity interval. Response extensions
   may be used to convey additional information on assertions made by
   the responder regarding the status of the certificate such as
   positive statement about issuance, validity, etc.”

Thus the UICC as OCSP client receives an explicit result for the revocation status, but the CertStatus does not mandatorily cover certificates existence and expiry. The text cited above contains the possibility to add such information into the response using optional extension fields. But related extensions are not given in RFC 2560, and thus such extensions would be proprietary. This possibility of using such extensions was therefore not considered for the current proposal, as our aim was to allow deployment of OCSP responders without special add-ons for RN certificate responses.

Still one of the informations missing from the OCSP response is no problem, as the existence of the RN certificate can be checked locally by the UICC. This certificate must be sent to the UICC during TLS handshake anyhow, thus the UICC is assured of its existence, once the signature checks on the chain to the root certificate have succeeded.

The following shows how the issue of missing current time can be solved using the contents of the standardised OCSP messages.
2. Solution for UICC acting as OCSP client

This clause gives a solution for the problem stated in clause 1 under the assumption that the UICC directly acts as OCSP client. This could be e.g. included in the RN solution proposal, if the UICC tentatively accepted a RN certificate based on root certificate check only, and would then, after establishment of the secure channel, engage in communication with the OCSP server directly, using the RN as router for this communication. (Note that this solution is not part of the proposed profile “A” of solutions 4 and 11, but it provides the foundation for the proposed solution described in clause 3 below).
This solution utilises the fact, that the OCSP protocol contains means to ensure the freshness of a response, and to convey the time of response production to the client. According to RFC 2560, OCSP request and response optionally contain a nonce, which is set by the client in the request, and repeated by the responder in the response. Thus the OCSP client can check for the freshness of the response, and is assured that the response was generated at some point in time between the sending of the request and the reception of the response. In addition, the OCSP response mandatorily contains the “ProducedAt” field, which contains the time at which the response was generated. Both nonce and “ProducedAt” field are within the signed part of the response, and thus can be trusted by the OCSP client.
The solution for the provisioning of current time to the UICC is now, that the UICC takes the “ProducedAt” time as current time. The UICC is assured, that this point in time is after it sent the request with the nonce, thus freshness is ensured assuming that an attacker cannot significantly delay the response. How such a delay could be ruled out is explained in the section 4.
This also does not introduce any glitches in the validation, as, by using this time in the UICC, the expiry check of the certificate is set to the same point in time as the revocation status was checked in the OCSP responder. Thus it is not possible that the OCSP responder responded with “good” status not having a revocation entry for the certificate (because it was not yet valid or already expired at “ProducedAt” time), while the UICC accepts the certificate using another time which by chance lies within the validity period of the certificate.
3. Solution for UICC deploying TLS extensions for OCSP response retrieval

The proposals in solution 4 and 11 for RN security do not require a direct connection between UICC and OCSP responder. For connectivity reasons on the air interface the OCSP enquiry is interwoven with the TLS handshake. According to TLS extensions (RFC 4366), both (TLS) sides may add extensions to the TLS handshake messages for server certificate validation.
For OCSP requests, the UICC (TLS client) adds a CertificateStatusRequest to the (extended) ClientHello, containing a “id-pkix-ocsp-nonce" OCSP extension with a nonce generated by the UICC. The responder IDs to where the OCSP request shall be sent by the RN are either provisioned in the RN, or also added to the CertificateStatusRequest by the UICC.
The RN (TLS server) generates the OCSP request for its own server certificate including the nonce and possibly the responder ID received from the UICC and then sends it to the OCSP responder. On receipt of the OCSP response from the OCSP responder, the RN includes a status_request extension in the (extended) ServerHello to indicate the delivery of an OCSP response to the UICC, and also forwards the OCSP response to the UICC in a CertificateStatus message.
The UICC can process the OCSP response in the same way as in the solution given in clause 2 above, where the UICC was in direct contact with the OCSP responder. The UICC can validate the signature of the OCSP response, and thus has trusted indication of the CertStatus of the server certificate. In addition it also receives the (signed) “ProducedAt” time for expiry check of the certificate. For the UICC, the guaranteed time interval for the “ProducedAt” time is the interval between sending the ClientHello and receiving the CertificateStatus message.
4. Clarification on time interval for “ProducedAt” time
The solutions described in clauses 2 and 3 above still contain the uncertainty of the time interval between sending of the nonce and reception of the OCSP response. Taking as example the solution of clause 3, an attacker may let the UICC start the TLS handshake, let the RN perform the exchange with the OCSP responder, and then interrupt the sequence, e.g. giving him time to compromise the integrity of the RN. Naturally the UICC must be kept powered up during the interruption. Then the attacker lets the (compromised) RN continue the TLS handshake, and the UICC receives an OCSP response indicating “good” for the RN certificate. Arguments now could be that the UICC cannot recognise the long interruption, as it does not have a local time. But if the UICC would have had the exact current time after the interruption, it could recognise a certificate which may have been expired in the mean time, or it could start a new OCSP response. Two cases have to be distinguished here:
(1) If the compromise of the RN was not recognised by the operator in the mean time, then also a new OCSP response would result in “good” status, and the attack would be successful. This is an inherent property of PKI infrastructure, and cannot be countered by any revocation measure in any solution.

(2) If the RN certificate had expired in the mean time, or if the compromise of the RN was recognised and reflected in the revocation information in the mean time, then a new OCSP response and the delivery of the current time would help.
The case (2) above is cared for in the profiles “A” of solutions 4 and 11, which both apply OCSP check of certificate status. By requiring a second AKA authentication as final step of RN attach, and by limiting the usage of the secure channel to one AKA authentication only, the second authentication requires a new establishment of the secure channel including a second run of the certificate status check according to clause 3 above. The time interval for the “ProducedAt” time in this case starts after completion of the first AKA authentication, thus the UICC is ensured that the RN certificate was still valid and not revoked during execution of the RN attach procedure.

The requirement that the secure channel has to be re-established for each AKA (re-)authentication has the positive side effect that also during the whole attachment time of the RN the validity of the RN certificate is checked periodically. This is in contrast to e.g. certificate validation executed in the context of IKE, as there any IKE SA re-keying does not involve the certificates, and the RN certificate would be validated only on complete new establishment of the IKE SA.
4. Conclusion

The above solutions show that the certificate validation checks with respect to certificate existence and expiry time necessary in the UICC can be performed under the following assumptions:

(a) The UICC has no local clock.

(b) The UICC has no connection to a (secure) time server.

(c) The OCSP server only performs the basic check of the revocation status according to RFC 2560. The OCSP server does not check existence or expiry of a certificate.
Thus RN certificate validation in UICC necessary for solutions 4 and 11 only needs to use standardised OCSP responses and other data in possession of the UICC anyhow from other reasons.

