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1. Introduction
This contribution focuses on the problem of reliable identification of the originating user/domain, which has been identified as a prerequisite of successful technical SPIT/UC prevention. We do not imply that identification of the originating user/domain in itself would be sufficient for SPIT/UC prevention. It rather is the basis for other methods, e.g. supplementary services like black lists relying on source identities.  

Because of address forging technical SPIT/UC prevention measures like black-listing of SPIT/UC sources or the evaluation of a SPIT/UC score in the terminating domain may be significantly impaired. This problem has already been exhaustively discussed in TR 33.937. At meeting SA3#60 a slide set was presented in contribution S3-100839 to analyze whether already existing widespread identification mechanisms could be used to solve this problem.

The methods discussed were:

· Open Proxy Handshake
· P-Asserted Identity

· SIP Identity

· Trusted Interconnect with IPSec/TLS, potentially combined with P-Asserted Identity

· Combination of SPIT/UC score transmission (see draft-wing-sipping-spam-score-02) with identification of originating user/domain
None of these mechanisms provides by itself a satisfying solution of the problem that is to say ‘a reliable identification of the originating user/domain’ for IMS as well as for non-IMS networks. The reasons are that

· they are not ubiquitously available 

· they rely potentially on chained trust like ‘Trusted Interconnect with IPSec/TLS’, but trust is in general not transitive

· SIP signaling enhancements like RFC 4474 (SIP Identity) or the draft-wing-sipping-spam-score-02 suffer from the fact that the required signaling elements may either be changed or even blocked by Back-to-Back User Agents, thus preventing the requested functionality.
In summary, it can be stated that today and even in the mid-term no widespread solution exists that generally solves the ‘identification of the originating user/domain’ problem for the purposes of 3GPP SPIT/UC prevention. To get out of this deadlock, a two-step approach is proposed:
1. Use an agreed identity assertion mechanism, e.g. P-Asserted Identity, for a federation of trusted VoIP operators
2. As a long-term solution, define a new optional SIP signaling element allowing VoIP operators to reliably convey rich information related to UC.
Both steps will be discussed subsequently in more detail.
2. Federation of trusted VoIP operators
The federation of trusted VoIP operators is built by a number of operators that are associated by mutual contractual agreements and therefore have a certain degree of trust in each other. This is comparable to the ‘circles of trust’, discussed by Rosenberg and Jennings in RFC 5039. It is expected that IMS-based VoIP operators will usually be part of the federation of trusted VoIP operators but the federation is not restricted to IMS networks. Every VoIP operator supporting the agreed identity assertion mechanism, e.g. ‘P-Asserted Identity’, and willing to bind himself by contractual agreements is able to join this federation. Every network of the federation of trusted VoIP operators can as well be connected to other VoIP networks outside of the federation, but these networks are per default assumed to have a lower trust level. Therefore, with respect to PUCI mechanisms, the world of VoIP networks is split into two parts: either inside the club or outside the club.
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It should be studied further which identity assertion mechanism should be used by the proposed federation of VoIP operators. P-Asserted Identity is considered as a good candidate for the identity assertion mechanism to reliably evaluate the identity of users. We therefore explain its advantages here some more:

The P-Asserted Identity SIP header has already been standardized as a private extension to SIP (RFC 3325). It enables a network of trusted SIP servers to assert the identity of authenticated users. The trust in P-Asserted Identity is based on the fact that it is added by the network (trusted SIP servers) and not by a potentially malicious user.
Although originally proposed to the IETF by 3GPP, P-Asserted Identity seems to have spread beyond IMS networks, but is not ubiquitously available. Even if ubiquitously available, it would not generally solve the problem of reliable identification because P-Asserted Identity is not signed by the originating SIP server. Therefore it works only in the context of the trust model of the federation of trusted VoIP operators. Leaving P-Asserted Identity unsigned, requires additionally that the networks of the trusted VoIP operators are interconnected by means of a trusted interconnection network, e.g. based on IPSec. If a P-Asserted Identity header is received from a non-trusted domain, this header has to be cut and with that the level of trust in the originating identity is per default reduced. This implies that trusted VoIP networks within the federation may not be connected via untrusted intermediary networks.
Because of the advantages, such as

· already standardized and already fairly widely adopted

· identity asserted by trusted SIP servers

P-Asserted Identity is seen as the appropriate method in the context of a federation of trusted VoIP operators. An additional advantage of using P-Asserted identity in a first step is that it does not put too much burden on networks that are usually well controlled and that are not expected to be the primary source of SPIT/UC trouble.
Inside a federation of trusted VoIP operators, P-Asserted Identity enables an effective SPIT/UC prevention in the terminating network, in conjunction with Supplementary Services, because the originating user is reliably identified. Thus SPIT/UC prevention methods like black-listing or the evaluation of a SPIT/UC score according to the policy of the terminating operator will get effective without the need to exchange SPIT/UC scores between members of the federation of trusted VoIP operators.

The usage of P-Asserted Identity alone already allows a SPIT/UC related differentiation between trusted and other VoIP networks, although being of a very basic nature. All users of other VoIP networks are per default set to a reduced trust level. This allows reactions in the terminating network like blocking of calls, redirecting to a SPIT/UC voice mailbox in conditional call forwarding or indicating of reduced trust level.
3. Other VoIP Operators
Although the telephony landscape today is dominated by the trusted operator model and convincing arguments suggest keeping this model in the future, it is generally expected that we will deal with a mixture of trusted and other VoIP operators. The term ‘other VoIP operators’ is chosen with careful deliberation because the pure fact that they are not member of the trusted federation does not automatically mean that

· their networks are poorly controlled

· they are not interested in SPIT/UC prevention
· they leave their network capabilities for malicious users
As for other communication networks (e.g. email) it can be expected that there will be numerous other VoIP operators with a wide range of trust levels.
For connection to other VoIP operators a new optional SIP signaling element may be required that is more robust compared to P-Asserted Identity. This means that it allows to

· exchange SPIT/UC related information without trusted interconnection
· allow the communication of richer SPIT/UC related information

Compared to the federation of trusted VoIP operators, based on existing SIP elements such as e.g. P-Asserted Identity, this new SIP element may become effective at a larger scale only in the longer term. Of course this new optional SIP signaling element faces the same difficulties concerning standardization and adoption as the other approaches before. But the advantage is that it can be fully designed according to the needs of SPIT/UC prevention so that it doesn’t only solve a part of the problems like ‘identification of originating user/domain’ or ‘the transmission of SPIT/UC scores’ thus avoiding a bunch of different mechanisms to do the whole job. If available, the new SIP element can as well be used by the federation of trusted VoIP operators.
In a first step it is regarded essential to study the functionality and the contents of the new SIP element before defining a concrete syntax. The contents discussed here are:
· reliable identification of originating domain and/or user

· transfer of SPIT/UC related Contextual Information

· transmission of SPIT/UC scores

Subsequently some impacts of the envisaged information blocks are discussed in more detail.

Reliable identification of originating domain and/or user
This is the indispensible requirement to ensure that the other information blocks can be at least reliably allocated to a specific domain and in the best case to a specific domain and one of its users. It enables effective SPIT/UC prevention measures in the terminating domain and the ability to decrease the trust level in a specific originating domain or in a particular originating user in case of malicious behavior.
As the intermediate networks may not be trusted it is required that the new optional SIP element is signed by the originating SIP server. It should be discussed whether this part follows the principles of SIP identity but a lot more lightweight concerning the number of fields and with the difference that the terminating SIP server instead of the terminating user verifies the signature. All relevant data should be copied into the new optional SIP element to diminish the danger that changes in the SIP header by Back-to-Back User Agents ruin the planned functionality.
Transfer of SPIT/UC related Contextual Information

This block should contain additional information that is suited to either increase or decrease the trust into a specific originating domain or a particular originating user. The contents should be on such a generic level that they are not depending on operator specific business models or on national regulations. They should be globally applicable. Another important point is to limit the number of Contextual Information elements to a reasonable and meaningful quantity so as not to overload the new optional SIP element.

Transmission of SPIT/UC scores

The last information block serves the purpose to enable the transmission of SPIT/UC scores, evaluated by the originating network. Usually this score will range between 0 (explicitly no SPIT/UC) and 1 (explicitly SPIT/UC). But according to the design principles in section 5.1 the evaluation and the transmission of originating SPIT/UC scores faces some problems. The design principles state:

# The score and other PUCI related information will be defined at a generic level, with their
  specific meanings being left to operator policy
# Mapping of SCORE and other PUCI related information between carriers will be per
  interconnection agreements

These design principles make it probable that a universal definition and usage of SPIT/UC scores will not be possible according to different operator policies and according to different interconnection agreements. 
This raises the question whether the transmission of SPIT/UC scores, evaluated by the originating network, is useful at all or whether it would be more useful to standardize a set of contextual information elements, with their semantics, which would enable the terminating network to evaluate the SPIT/UC score according to its policies and would obviate the need for interconnection agreements. This question is left for further discussion.

4. Proposal

We ask SA3 to study the above approaches and to agree on the following two step approach: 

1. Usage of an agreed identity assertion mechanism, e.g. P-Asserted Identity for a federation of trusted VoIP operators, in conjunction with a suitable set of Supplementary Services.
2. Study of a new optional SIP signaling element allowing a comprehensive and reliable SPIT/UC information exchange between VoIP operators
The agreement should be recorded in the meeting minutes. [image: image2.png]
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