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1 Introduction

In the last meeting, a new type attack was identified as described as following:
For user UE traffic, this would be the content as well as the protocol headers of the communication. By changing GTP protocol headers of user traffic over Un, it could be possible to redirect traffic bound for one (victim) UE to another (attacker) UE. This attacker UE would receive the data encrypted with its own UPenc key. In uplink, this may allow IP address spoofing.

This contribution aims to 
1, give some related analysis for this attack in session 2, and
2, however, if SA3 decides integrity protection on Un user traffic is needed, give some analysis for the possible solution in session 3.
2  Analysis of the attack
2.1 Discussion 

During the email discussion, there was discussion about the feasibility of this attack. In our opinion, if an attacker wants to make the attack works, there are many difficulties it has to overcome:

1. If the attack wants to listen to the Un backhaul link, it should listen to the physical DL/UL control channel of the RN (i.e. R-PDCCH/R-PUCCH) at first. However, the configuration of R-PDCCH and R-PUCCH, including the time and frequency resource allocation, is transferred to RN via RRC dedicated message, which is confidentially protected. For the attacker, it has to detect the control channel, which is very complicate. 

2. The user plane data of all UEs is integrated and transferred confidentially over the Un. So the attacker can not recognize which are the victim IP packets. The attacker has to guess the IP packets, or it has to choose the IP packets randomly. So the attacker can not lock and attack a victim UE in a sustained and steady manner, unless it tries all data packets. 
3. Even if the attacker has intercepted a victim IP packet, it still has no idea how to modify the TEID in the packet. TEID is encrypted and integrity protected in Un CP, so the attacker does not even know what its own TEID is. 
4. Even if the attacker modifies a packet successfully, it still has to guess the next packet. Facing the next packet, the attacker still has no a priori experience to base on, because that the key stream vary with PDCP COUNT. 
5. Regardless of all of the above difficulties, the attacker will pretend to be the ordinary DeNB and transmits the modified packets to the RN. However, it is very difficulty for the attacker to access the radio link over the Un interface. The transmission of the packets must be adapted to the dynamic schedule of the DeNB, including the time frequency resources and the then corresponding transmission scheme, e.g. channel coding, modulation, multiplexing. In addition, as discussed in the email discussion, the attacker still has to prevent the RN from receiving the real transmission from the real DeNB, during the attacker send the modified data packets. Furthermore, it must guarantee that the modified data packets will not be discarded from PDCP reordering window. All of the mentioned procedure is not easy.

2.2 Proposal

In Summary, the attack is very difficulty to achieve. Maybe it is still possible, but the feasibility needs further evaluation. And since the research time of the R10 is pressing, we propose that this threat could be left to R11.
3  Analysis for the possible solutions
3.1 Discussion

However, if SA3 decides integrity protection on Un user traffic is needed, the following some analysis for the possible solution, despite that RAN2 maybe is the group to make choice for the solution.
Generally, there are two options for the integrity protection, AS security and IPsec. If AS security option is adopted, the following changes will be introduced:

· A new AS key (e.g. KUPint) needs to be introduced. Then, the entire EPS key hierarchy will be changed. 

· The AS signaling will be extended to carry the corresponding algorithm and related indication;

· The PDCP protocol of the Un interface will be changed to provide entity integrity protection for user plane data. 

If the integrity protection of the user plane data is provided by IPsec, there is no extra change to current standard.

3.2 Proposal

Hence, if the integrity protection of the user plane data is indeed necessary, it is suggested that the IPsec is more preferable option than the AS security option.

Furthermore, for IPSec there is still a concern about the low efficiency for integrity protection. In order to reduce the overhead and the computation complexity, a special integrity protection method for only the GTP-U head, with short message authentication code (e.g. 8bits), can be adopted. 

