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1 Introduction

This contribution considers the secure storage of sensitive data and proposes a further requirement on RN platform security.
2 Discussion

2.1 Analysis
The corresponding requirement in the TR is described as following:

 ” The requirements related to device security in clause 5.3.5 of TS 33.401[2] apply to Relay Nodes.”
There are no further requirements about the level of device security.
In the current solutions, there are several sensitive data used for RN platform authentication, e.g. RN platform certificates, pre-shared keys, device credentials and so on. All of the sensitive data are supposed to be stored securely in the RN platform, i.e. secure environment of the RN platform.
About whether the AKA credentials can be embedded directly in RN platform, there has been much argument. And it was said that the RN can’t provide same level of security than the UICC. Finally, it was decided that AKA credentials shall be stored in UICC.

However based on this disicion, the security level of RN platform will be lower than the level of security available in UICC. Hence, if the stored sensitive data in RN platform still have a risk of leakage and tampering, even though there is RN platform integrity check procedure or other measures, the current RN platform authentication will not completely ensure the RN platform is real. 
The sensitive data e.g. the vendor/operator certificatesare stored in a less secure environment (i.e. RN), it can be intercepted by the attacer.  
No matter using UICC authentication with the network or the secure channel between UICC and RN platform, a fake RN platform could use these certificates to complete the enrolment procedure or platform authentication. The RN platform authentication will be the “short board” of RN authentication.
So, the following requirement is proposed for the security level of the RN platform:

The security level of secure environment in the RN platform should not be lower than the security level available in UICC.
Nevertheless, that does not mean that we should go back to the storage of AKA credentials.
It is proposed that the above analysis of requirement on RN platform security shall be considered by SA3, and the corresponding pCR is given below.
2.2 pCR

***********Change Starts***********

9.1
Security requirements on Relay Nodes
Editor’s Note: RN sensitive data, such as IPsec certificates and pre-shared keys, need to be stored in a secure way.
The requirements related to device security in clause 5.3.5 of TS 33.401[2]  apply to Relay Nodes.
The security level of secure environment in the RN platform should not be lower than the security level available in UICC.

Editor’s note: If is FFS whether further requirements are needed. 
***********Change ends***********

