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1 Introduction

Based on the solution 8, the analysis is given in the following aspects:

1, How does solution 8 address the threats in clause 5.3

2, How does the solution 8 fulfil the requirements in clause 6.2
3, How does the solution 8 address the general Editor’s notes and the residual threats in clause 8.1.2.1.2
4, How does solution 8 address the general Editor’s notes and the residual threats in clause 8.1.2.2
5, Analysis of solution 8 not related to threats
2 PCR
**************Start of Change**************

10.8.5 Analysis of solution 8

10.8.5.1 How does solution 8 address the threats in clause 5.3?

Threat 1: Impersonation of a RN to attack user attached to RN

Response: threat 1 can be countered by device authentication. Solution 8 provides device authentication via enhanced AKA procedure. With this solution, only the real RN platform could send back the valid RES/RESrelay and complete the enhanced AKA procedure successfully. So this attack can be prevented.

Threat 2: MitM on the Un interface between RN and DeNB
Response: The solution 8 provides a key binding mechanism between the EPS key and a security key (e.g. Krelay /K_platform) which is related to RN platform. The RN platform related key is stored inside the RN secure environment, and the MitM node can not access it. So the solution 8 guarantees all security tunnels from the RN terminate in the real network instead of in a MitM node. 

Threat 3: Attacking the traffic on the Un interface between RN and DeNB
Response: The solution use either IPsec exactly as for eNBs as described in clause 11 of TS 33.401[2] or enhanced AS security to protect the S1-AP/X2-AP interface between the RN and DeNB. 
Other user traffic over Un can also be protected by AS security or high level security, e.g. IPsec.
Threat 4: Impersonation of a RN to attack the network
Response: The RN platform is authenticated by the network as it attaches to the network. The impersonation will be shown up by the authentication when it try to access the network.
Threat 5: Attacks on the interface between the RN and the UICC
Response: since the RN platform authentication and the UICC authentication are performed together, the attacks on the interface will be detected during the authentication procedure. Hence the security of solution 8 does not rely on the security of any traffic passed across this interface. 

Threat 6: Control of the RN platform
Response: This threat is prevented by autonomous validation and RN platform authentication.

Threat 7: DoS type attacks 
The description of this threat has two parts: 

a)
“When the attacker removes the USIM, RN without USIM can’t be authenticated by the network. So the legal RN can’t connect to network and provide services.” 
Response: An attacker removing a USIM could just as easily physically destroy the RN so this type of DoS cannot be prevented.
b)
“The attacker could also insert the USIM into another RN, then the topology of access network will be changed and cause interference problem to other eNB.” 
Response: If the other RN is a fake then the threat can be prevented just like the countermeasure to threat 1 and 3. If the other RN is real, solution 8 could bind a USIM with a RN in the MME and HSS  as the MME and HSS authenticates both these entities. Furthermore, the threat can also be detected by the OAM when it try to access the configuration.
Threat 8: RN stays as UE after initial attach 
Response: This solution can not solve the problem directly, but it can provide assistant authentication information when the network tries to differentiate the real RN and UE.

10.8.5.2 How does the solution 8 fulfil the requirements in clause 6.2?

We quote text from clause 6.2
“If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.”

Response: But e2e protection is not possible due to the chosen architecture alternative, as stated in the next paragraph, so this sentence should be removed. 

“Integrity protection for the S1 control plane traffic over the Un shall be mandatory.”

Response: Integrity protection is provided in this solution by the use of enhanced AS security or IPsec.

“The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture.” 

Response: This requirement seems compatible with all solutions described in clause 10. It is addressed as in clause 11 of TS 33.401 today.

“Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture.”

Response: same as for S1 traffic.

“Mutual authentication between RN and network shall be supported.” 

Response: Mutual authentication between RN(which includes RN platform and UICC) and MME-RN is provided by the enhanced EPS AKA performed according to solution 8. 

“Relay device authentication is mandatory.” 

Response: RN platform authentication is provided in this solution.

“The certificates used for the relay node device authentication shall be validated.”
Response: there is no certificate involved in this solution.

“The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.”

Response: RN platform authentication is provided as part of the RN attach procedure.

“Security of RN Management shall be guaranteed.”


Response: this requirement seems compatible with all solutions described in clause 10. Either a separate TLS connection is set up to the OAM server, or, after the successful completion of the RN attach procedure, the management traffic is secured end to end.Besides, If a separate TLS connection is established, it can make use of the relay node platform secret key, as described in the TLS-PSK standard. 
“The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.”

Response: In this solution, the identification is implicit. If the terminal is a UE, it will fail in enhanced AKA procedure because it has not the valid RN platform related key e.g. Krelay/K_platform 
“The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.”

Response: this is provided by AS security . 

“Both user plane and control plane must be considered as they may not require the same level of protection.”

Response: This solution satisfies the requirement by means of enhanced AS security or IPsec. 

“The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security). The integrity of the RN platform shall be validated as part of the RN start up procedure.” 

Response: RN platform autonomous integrity validation is performed before the RN attach procedure and RN platform authentication is performed in the procedure as well.

“RN specific device security features, e.g. security storage of sensitive data, device integrity check, USIM aspects, shall be considered.” 
Response: All of the features is considered as the precondition of this solution. 

10.8.5.3 How does the solution 8 address the general Editor’s notes and the residual threats in clause 8.1.2.1.2?

This clause is only appropriate if the version of solution 8 using IPsec to integrity protect the S1 and X2 signaling is chosen. We quote from clause 8.1.2.1.1. 
“Editor’s Note: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed. “
Response: The S1 and X2 signallling traffic could be protected by means of enhanced AS security or IPsec. It’s FFS that whether and how all user traffic over Un should be prevented from the threat 3 described in clause 5.3.
Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
Response: There is no credential involved in solution 8. 

We quote from clause 8.1.2.1.2:
“Residual Threat: threats of eavesdropping on and modification of traffic of DRBs is satisfactorily addressed by platform integrity and use of IPsec. As RRC traffic cannot be protected by IPsec it needs to be considered separately. The main threat to RRC seems to be that an attacker modifies bearers on Un. This seems to be possible when an attacker knows the RRC integrity key.
Editor’s Note: threats to AS security for RRC over Un need further study. In particular: how can an attacker obtain knowledge of the RRC integrity key? ”

Response: in solution 8 the attacker cannot obtain the RRC integrity key.

 “Residual Threat: neither RRC nor UP-UE traffic are protected by IPsec. (UP-UE  = user plane data sent by UE.) In addition to the remarks made on RRC in 8.1.2.1.2.1, the attacker could eavesdrop on UP-UE. An attacker could e.g. fraudulently establish an RN-DeNB radio connection via a MitM as described for threat 2 in clause 5. 

Depending on the way in which the attacker obtains knowledge of the keys it may not be enough to ascertain that the IPsec SAs and AS security have the same endpoints, i.e. that all security tunnels from the RN terminate in the real network instead of in a MitM node may not be sufficient. It may neither be sufficient to bind the USIM to the RN, e.g. by using EAP-AKA inside IKEv2 in the way done for HeNBs.”
Editor’s Note: threats to AS security for RRC and UP-UE over Un need further study.”
Response: in solution 8 the attacker cannot obtain the UP-UE encryption key.

10.8.5.4
How does solution 8 address the general Editor’s notes and the residual threats in clause 8.1.2.2?

This clause is only appropriate if the version of solution 8 using enhanced AS security to integrity protect the S1 and X2 signaling is chosen. We quote from clause 8.1.2.2.2. 

 “Residual Threat: as already noted in 8.1.1, integrity protection of S1-UE is required, but can be only guaranteed if the AS security mechanisms on Un are modified with respect to Uu as Uu does not provide integrity on DRBs. Furthermore, all threats that apply to RRC and UP-UE in case 8.1.2.2.2 now apply to all traffic over Un.

Editor’s Note: threats to AS security for all traffic over Un need further study. Integrity protection for S1-UE traffic needs further study.”
Response: in solution 8, the attacker cannot obtain the RRC integrity key or the UP-UE encryption key. 

10.8.5.5 Analysis of solution 8 not related to threats

In solution 8, it enhanced the existing EPS AKA procedure to provide the authentication for UICC and RN platform. The existing authentication vectors (e.g. RAND, AUTN, or RES) are enhanced and reused to perform the RN platform. A symmetric security key (i.e. Krelay/K_platfrom) which is RN platform related is used to provide the enhancement of the AKA. The solution has little influence on the AS/NAS signaling and the key hierarchy.
**************End of Change**************

3 Conclusion & Proposal

It is proposed to add the above analysis to the TR.
