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Introduction
The document aims at the complete security architecture of RN. The security connections between MME and DeNB need to be specified. 
Rationale
The connections between MME and DeNB are presented in the document to introduce the security requirements between MME and DeNB.

From 36.300, chapter 4.7, supporting for relaying from E-UTRAN has introduced that DeNB also provides S-GW/P-GW-like functionality for the RN. This includes creating a session for the RN and managing EPS bearers for the RN, as well as terminating the S11 interface towards the MME serving the RN. We can clearly find all the interfaces in the following figure 1: 

[image: image1.emf]eNB

MME / S-GW

MME / S-GW

DeNB

RN

S

1

S

1

S

1

S

1

X2

X

2

E-UTRAN

S

1

S

1

1

 

 

 

 

 

 

 

S

1

1

U

n


Figure 1: Overall E-UTRAN Architecture supporting RNs
Both S1 interface and S11 interface are existing in RN Architecture.

According to the description of TS36.300, S1 is the reference point for the control plane protocol between E-UTRAN and MME. The S1 control plane protocol stacks for supporting relaying are shown in figure 2. There is one S1 interface relation between the DeNB and each MME in the MME pool. The DeNB processes and forwards all S1 messages between the RN and the MMEs for all UE-dedicated procedures. The processing of S1-AP messages includes modifying S1-AP UE IDs and GTP TEIDs but leaves other parts of the message unchanged. All non-UE-dedicated procedures are handled locally between the RN and the DeNB, and between the DeNB and the MMEs.
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Figure 2: S1 control plane protocol stack for supporting RNs
According to the description of TS23.401 and TS29.274, S11 is the reference point between MME and Serving GW. The S11 control plane protocol stacks are shown in figure 3. GTP-C tunnels signalling messages between MME and S‑GW (S11). UDP transfers signalling messages. Messages sent on S11 interfaces are specified in TS29.271.
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Figure 3: Control Plane for S11 interface
Disscussion
From the description of the assumptions of the draft TR, everything from the DeNB upwards (towards the network) is secure and will use macro network security mechanisms.

There are different interfaces between RN and DeNB and all the data transferred between RN and DeNB are protected appropriately with suitable solutions. 
There are two interfaces for the data transfer between MME and DeNB. The secure connection between MME and DeNB should also be provided to realize the security of data transfer between MME and DeNB. Although S1 interface and S11 interface have different control plane stacks, the control plane data transferred between MME and DeNB should has the same security level no matter the data is transferred via S1 interface or S11 interface.
Conclusion
We propose to specify the security requirement of the different interfaces between MME and DeNB as pCR_Supplement of the security requirements between MME and DeNB.
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