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Abstract of the contribution:
This contribution gives some comparison and analysis among 3 solutions in TR 33.859.
1      Introduction

This contribution gives some comparisons and analysis among 3 solutions in TR 33.859.

2      Analysis
2.1     Desired Security Properties

The following 4 desired security properties are proposed in TR 33.859:
Property 1: It shall be possible separate the CN and RAN level key and in particular it should be possible to provide fresh RAN keys at every Idle to Active transition.
Property 2: It shall be possible to update keys at intra-UTRAN handovers (e.g. SRNC mobility).
Rationale: Improved "backward" security in UTRAN. 

Property 3: It shall be possible to make the key derivations depend on the algorithm identifiers.
Property 4: Any possible lapse in security in one access technology shall not compromise security of other accesses.
2.2     Analysis
The following table lists the comparison of the 3 proposed solutions in TR 33.859.
Table 1: Architecture Comparison
	
	Solution 1
	Solution 2
	Solution 3

	Property 1
	X
	X
	X

	Property 2
	X
	
	X

	Property 3
	X
	
	

	Property 4
	X
	X
	X

	Forward security
	X
UE involved：2-hop ；

UE not involved:1-hop
	
	

	Backward security
	X

UE involved：1-hop ；

UE not involved:2-hop
	
	X

1-hop

	Complexity
	high
	low
	middle


From the above table, property 2 (including forward security) and property 3 are the main important differences among the 3 solutions.

2.2.1     Algorithm ID Binding
For property 3, there is some benefit to bind key derivation with algorithm identifiers. But it is not the critical one.Only when IKU/CKU are derived by the target RNC, this property can be satisfied. But because legacy RNC must be taken into account, when source RNC transmits the keys to target RNC during SRNC relocation preparation phase, it may not know whether target RNC supports the enhanced security or not. If target RNC supports the enhanced security, the enhanced keys CKU/IKU should be derived by the target RNC. Because only in this way IKU/CKU derivation can be binded with algorithm ID. While if target RNC doesn’t support the enhanced security, it can only regard the received keys as legacy IK/CK. So if do like this, two set of keys must be sent to target RNC, the one is the enhanced keys which is used to derive IKU/CKU, the other is the legacy keys IK/CK. This operation obviously adds complexity.
Further more, during the SRNC relocation without UE involvement when UE receives the first DL message from target RNC, because there are two set of keys in the target RNC, UE can’t know which key the target RNC uses to protect this message. So some special operation is needed. For example, some intra-SRNC relocation must be performed. This operation also adds complexity.
If we don’t introduce the property 3, key update can be done by the source RNC. The source RNC only needs to send the updated keys to the taret RNC, no matter the target RNC supports UKH or not. If the target RNC supports UKH, it can regard the received keys as IKU/CKU. While if the target RNC doesn’t support UKH, it shall regard the received keys as legacy IK/CK. In either case, the operation is just the same to the target RNC. The complexity is greatly reduced. So we think we’d better not introduce this property 3 considering complexity.
2.2.2     Key Update and Forward Security
Present deployments of UTRAN with part of the RNC functionality, including user plane and signalling protection, moved to HSPA NodeBs present the same threat environment as encountered by E-UTRAN eNBs. In order to resist the security compromise resulting in one eNB controlled by an attacker, the solution of key update ensuring forward security (Solution 1) is proposed in E-UTRAN.
There have been a lot of analyses of why forward security should be introduced in E-UTRAN. In short, if an attacker has full control of the initial serving NodeB, all the NodeB keys are available to the attacker, as well as all the AS traffic passing through it is visible to the attacker. During SRNC relocation if the keys are directly derived by the source NodeB (source RNC), the attacker will know the keys used by the target NodeB (target RNC). Thus the attacker will always steal the keys from one handover to the next handover. There is no security guarantee if forward security is not used, which will lead to huge security threaten. All in all, forward security is necessary and ensential for UKH.
An idea that UE can go Idle mode and then return to Active mode in order to get forward security is proposed. But the Idle ( Active transition is not controlled by network. That is to mean, if UE has a long call or communicates with network during a handover, there is no opportunity to go to idle mode. The attacker would have the possibility to steal the keys used by UE. Anyway, it is uncontrolled by network for Idle ( Active transition, so it is not appropriate to ensure forward security. Furthermore, forward security should be realized during handover, not by the Idle ( Active transition.

Compared to the solution of key chaining, the solution ensuring forward security based on solution 1 in TR 33.859 is much more complicated. While complexity is an important factor for the implement of UKH, if there is a simpler way to realize forward security and not too much overhead is introduced, that could be a good selection.
2.3    Proposal
In this contribution, some comparison and analysis among 3 solutions in TR 33.859 are discussed. And forward security is a very important and necessary requirement. In order to reduce complexity, Algorithm ID binding can be deleted to ensure a simpler forward security solution.
It is proposed that clauses 2.1 and 2.2 of this document are included in the UKH TR 33.859.

