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1 Introduction

In TS 33.320, SA3 agreed on the requirement that if the link between the H(e)NB and the Security Gateway is secured by lower layers, then IPSec is optional to use (based on the operator’s policy). Concerns on this requirement are captured in the Editor’s note “The consistency of the above statement with the rest of the present document needs to be checked further carefully. According to IETF RFCs, IKEv2 and IPsec ESP must always be used jointly. However, there is a draft in IETF in the early stage on separating IKE and IPSec.” According to the editors note the requirement to use IKEv2 only for authentication need modifications to the IKEv2 protocol and to be done in IETF. 
The draft referred in the Editor’s note was discussed in IETF IPSECME WG, but it was rejected as a proposed work item. The same document was taken down the “independent submission” route and published as RFC 6023 (http://www.rfc-editor.org/rfc/rfc6023.txt). This specification is not only published as an Experimental RFC, but also as an “independent submission.”  Documents approved for publication as experimental track by the RFC Editor are not a candidate for any level of Internet Standard [Section 2 of RFC 5741]. Furthermore, any document published as “independent submission” receives no IETF review at all (no IPSECME WG, IESG, or IETF review). So, even though this document has an RFC number, it has no official IETF support behind it.  

 As IETF is reluctant to modify IKEv2 and will not endorse any modification to IKEv2, we propose to use existing IETF standard solution Protocol for Carrying Authentication for Network Access (PANA) [1]. 
2 Discussion

IKEv2 is designed for key management for “IPSec”. Using IKEv2 for only authentication without establishing the IPSec SAs is considered to be hacking the protocol. IETF already have standard mechanisms to do only authentication using protocols like PANA.
If non-standard/experimental modifications to IKEv2 require changes in the H(e)NB and SeGW, which could all be coming from different vendors, the cost of integration and testing is going to be significant, and the option will not be available if just one of these elements does not happen to implement. Also as IKEv2 is extensively used in 3GPP systems, any changes proposed to the RFC standard protocol, need to be stable in IETF and should not cause collision of using the modifications in the future.
As to resolve the editor’s note in the TS 33.320 and to have the solution for the requirement, instead of incrementally hacking IKEv2 to turn it into an access authentication protocol, it is cleaner to use PANA, as it is standard and stable IETF RFC specified for access authentication. PANA would be suitable solution for the requirement.
3 PANA for H(e)NB Authentication

PANA carries any EAP authentication methods and does not dependent on lower layer, as it is over IP. PANA requires an IP address prior to authentication and it is not an issue in H(e)NB, as H(e)NB obtains the local IP address from the ISP. The security architecture of H(e)NB is shown below
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Figure 1: System Architecture of H(e)NB
· Incase of PANA based authentication procedure, 
· The H(e)NB be the PANA client (PaC)
· The SeGW acts as the PANA authentication agent (PAA)
· The SeGW also acts as the Authentication Server

· EAP-TLS is used for mutual authentication 
The high level protocol flow look like:


      H(e)NB(PaC)                     SeGW(EP/PAA/AS)
   IP network   |                                | 
   Connection   |          


   |                
   IP address   o                                |                
   config.      |       PANA (Authentication)    |      
                |<------------------------------>|
   (Optional)   |                                |               

   IP address   o                                |             

   re-config.   |                                |               

                |  Data traffic                  |                

                |<----------------->             |                

4 Conclusions

As the RFC 6023 completion went out of the timeline of Rel-10 (Stage 2), we propose to consider the requirement of optional use of IPsec from Rel-11.
Use of PANA for H(e)NB authentication is straight forward, if operator decides not to use IPSec for securing the link between H(e)NB and the SeGW. We propose SA3 to adopt PANA for H(e)NB authentication for Rel-11. If SA3 decided to use PANA, then we would like to propose CR against TS 33.320 to reflect the same in the next meeting.
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6 Further information on PANA

PANA protocol has been adopted by different SDOs and also open source of the protocol is available. The details are:

· There is an open source PANA implementation available: http://cpana.sourceforge.net/  

· PANA is adopted by the Zigbee Alliance for Smart Energy Profile, and also by ETSI ES 282 004.

· PANA is adopted by the Japanese government for their local smart grid architecture.

· PANA is under consideration by ETSI M2M, ATIS, and BBF.
· FAQ on PANA is available in the location http://www.panasec.org/docs/PANA-FAQ.txt








































































AAA Server/HSS





H(e)MS





H(e)MS





H(e)NB-GW





Operator’s core network





insecure link





SeGW (PAA/AS)





H(e)NB (PaC)





UE








 page 2

[image: image1]