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8.1 UTRAN Key Management Enhancements
1
Introduction
Solution 2 deals with vertical key derivations and change of core network nodes. Solution 3 deals mainly with horizontal key derivations at SRNS relocation, but also include a sketch for a scheme for vertical key derivations and core network node changes. 

Since the similarities between the vertical key derivation schemes are relatively big and Solution 2 seem to provide a robust solution for this case, the pCR below proposes to change Solution 3 so that it only deals with the horizontal key derivations and uses the scheme of Solution 2 for the vertical key derivations.
It is proposed that SA3 agrees the pCR.

2
PCR
*** BEGIN CHANGES ***

4.4.2
Proposed solution 2

The UTRAN Key Hierarchy is showed in the figure 4.4.2-1 below. Apart from the added intermediate key KASMEU, two new key pairs are added compared to legacy UTRAN: CKS/IKS and CKL/IKL. The key pair subscripted by S is a session key pair used when the UE+ goes from IDLE to ACTIVE and when it moves in ACTIVE mode. The key pair subscripted by L is passed from a CNN+ to another CNN(+) in case of IDLE mode mobility and is used when the UE+ connects to the target CNN(+) when it does not support the UTRAN key management enhancements. Before the key pairs are fed to the ciphering engine, the natural mappings CK = CKS and IK = IKS are done (and CK = CKL and IK = IKL for the other key pair).
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Figure 4.4.2-1: UTRAN Key hierarchy
The KDF is assumed to be the one from TS 33.220 [12] taking a 256-bit input key and generates a 256-bit output key. When two 128-bit output keys (CK/IK) are needed, take 128 MSBs of the output as the CK and the 128 LSBs as the IK. When two 128-bit keys are used as input, take their concatenation as the 256-bit input key.

4.4.3
Proposed solution 3

Solution 2 proposes a mechanism for improved key handling for all situations except SRNS relocation.  Solution 3 proposes a compatible improved key handling for SRNS relocation. In Solution 2, the source RNC(+) pass the currently used CK/IK to the target RNC. In Solution 3, this is modified so that the source RNC first applies a KDF to the current CK/IK to ensure that the target RNC does not get access to the keys used in the source RNC. Solution 3 hence add the possibility to derive a new pair CKS/IKS from an existing one as shown in Figure 4.4.3-1.
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Figure 4.4.3-1: UTRAN Key hierarchy











*** NEXT CHANGE ***

5.3
Proposed solution 3

5.3.1 
General

Solution 3 can be seen as an add-on to Solution 2 in the sense that Solution 3 provides key derivations at SRNS relocations similar to X2-handovers in LTE (except that the concept of an NH value is not used for simplicity).

MMEs and legacy SGSNs must be expected to operate according to currently specified procedures/working assumptions. New processing and signaling can thus only be introduced in the HSS, SGSN+, MSC/VLR+ and ME+.

The following clauses give an outline of the signaling principles. Details and deeper rationale/analysis is elaborated in subsequent clauses.

5.3.2
Key handling and capability negotiation

5.3.2.1
General

An important aspect, apart from the actual key derivations done in the chaining, is to ensure that network and ME can interoperate and are aware of whether to use the UTRAN KH or not. This in turn implies that it is necessary to signal UTRAN KH capabilities between the UE and network and between nodes in the network.
The term "chaining" is here used to mean that the source node derives a new set of keys from the currently used ones and pass the derived keys to the target node. The intention is to achieve backward security in a simple fashion. This is the same behaviour as used in LTE at X2 handovers when no NH value is accessible.
5.3.2.2
Initial NAS procedures






This handling works as described for Solution 2 in clause 5.2.1.2.
5.3.2.3
Key derivations and capability indication at intra-UTRAN mobility with SRNS relocation

The normal strategy for transferring UE capabilities from the source RNC to the target RNC is to include these in the source to target transparent container. So it seems natural to include the enhanced keying capability in this container. However, the current specs do not seem to guarantee that a legacy source RNC includes an IE that it does not understand to the target RNC. The situation is similar to the case of EPS security capabilities sent to a legacy SGSN and then not forwarded to an MME. Because of this it cannot be assumed that the target RNC will get the information about whether the UE is updated or not from the source RNC. Consequences of this are:

1. The UE must be the entity to supply the target RNC with information about whether it is updated or not,

2. Since the target RNC does not know if the UE is updated or not it must behave the same way towards all UEs until the target RNC is unformed by the UE whether the UE is updated or not.

Before the SRNS relocation is started the UE knows if it is connected to a legacy RNC or an updated RNC and vice versa. After the SRNS relocation is completed, the same property holds.

The following simple rules are applied:

UE: If the source RNC is updated, then the UE chains the CKS/IKS before communicating with the target RNC. Inform the target RNC about if the UE is updated by including an IE in the first uplink message to the target RNC indicating this. Deduce from the first downlink message from the target RNC if it is updated or not based on the presence of a corresponding IE.

Source RNC: If the UE is updated, then chain CKS/IKS before sending them to the target RNC otherwise behave as a legacy RNC and forward the keys used in the source cell unmodified.

Target RNC: Use the keys received from the source RNC to communicate with the UE. Inform the UE about if the target RNC is updated by including an IE in the first downlink message to the UE indicating this. Deduce from the first uplink message from the UE if it is updated or not based on the presence of a corresponding IE.

The only exception to these rules is if it is an SRNS relocation without UE involvement, in which case the UE and target RNC uses the same CKS/IKS as in the source cell (the explanation of this can be found in the analysis below).

Below is a list of all combinations of updated/legacy UE/source RNC/target RNC and how each node behaves w.r.t. key derivations and transferring of the enhanced UKH capabilities at all three types of SRNS relocation: SRNS relocation without UE involvement, combined hard handover and SRNS relocation and combined cell/URA update and SRNS relocation.

The list below gives a detailed check that interworking with legacy RNCs/UEs is fully functional. References to message numbers refer to Figures 39, 42 and 43 of TS 23.060 [11].
A.1
UE is updated

A.1.1
Source RNC is updated

A.1.1.1
Target RNC is updated

Combined hard handover and SRNS relocation:

-
UE knows source RNC is updated so the UE chains the currently used keys before contacting the target RNC.

-
The source RNC knows that the UE is updated and chains the currently used keys before giving them to the target RNC.

-
The UE and the target RNC uses the chained keys when communicating.

-
The UE informs the target about that it is capable of the enhanced UKH in the uplink RRC message 8.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the downlink RRC message 8.

Combined CELL/URA update and SRNS relocation:

-
UE knows source RNC is updated so the UE chains the currently used keys before contacting the target RNC (just after sending the CELL/URA update message).

-
The source RNC knows that the UE is updated and chains the currently used keys before giving them to the target RNC.

-
The UE and the target RNC uses the chained keys when communicating.

-
The UE informs the target about that it is capable of the enhanced UKH in the UTRAN Mobility Information Confirm (uplink message 10).

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the Cell update confirm/URA update confirm message (downlink message 10).

SRNS relocation without UE involvement:

-
In this case the UE is informed about the event from the target RNC in the RAN mobility information message (downlink message 10). This message is security protected, and hence the target RNC needs keys to protect the message. Providing the target RNC with the keys used in the source cell defeats the purpose to use any form of key separation between RNCs. This means that whatever keys are to be used by the target RNC, they should be chained. A solution to this problem is that the source RNC, before performing the SRNS relocation to the target RNC, performs an intra-SRNS relocation. The source RNC then gives the currently used keys to the target RNC. This chains the keys and only the data transmitted between the intra-SRNS relocation and the real SRNS relocation is exposed to the target RNC. An SRNS relocation without UE involvement is not time critical (as the hard handover case is).

-
The UE knows that the source RNC is updated and behaves as described above. Therefore the UE will chain its keys correspondingly.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the RAN Mobility Information message (downlink message 10).

-
The UE informs the target about that it is capable of the enhanced UKH in the RAN Mobility Information Confirm (uplink message 10).

A.1.1.2
Target RNC is not updated

Combined hard handover and SRNS relocation:

-
UE knows source RNC is updated so the UE chains the currently used keys before contacting the target RNC.

-
The source RNC knows that the UE is updated and chains the currently used keys before giving them to the target RNC.

-
The UE and the target RNC uses the chained keys when communicating.

-
The UE informs the target RNC about that it is capable of the enhanced UKH in the uplink RRC message 8. The target RNC is not updated, so it does not understand this new IE and discards it.

-
From the downlink RRC message 8, the UE deduces from the lack of the IE containing the RNC enhanced UKH, that the target RNC is a legacy RNC (otherwise the target RNC would have included such an IE).

Combined CELL/URA update and SRNS relocation:

-
UE knows source RNC is updated so the UE chains the currently used keys before contacting the target RNC (just after sending the CELL/URA update message).

-
The source RNC knows that the UE is updated and chains the currently used keys before giving them to the target RNC.

-
The UE and the target RNC uses the chained keys when communicating.

-
The UE informs the target about that it is capable of the enhanced UKH in the UTRAN Mobility Information Confirm (uplink message 10).

-
From the Cell update confirm/URA update confirm message (downlink message 10), the UE deduces from the lack of the IE containing the RNC enhanced UKH, that the target RNC is a legacy RNC (otherwise the target RNC would have included such an IE).

SRNS relocation without UE involvement:

-
The key derivations are done exactly in the same way as if the target RNC was updated.

-
From the RAN Mobility Information message (downlink message 10), the UE deduces from the lack of the IE containing the RNC enhanced UKH, that the target RNC is a legacy RNC (otherwise the target RNC would have included such an IE).

-
The UE informs the target about that it is capable of the enhanced UKH in the RAN Mobility Information Confirm (uplink message 10).

A.1.2
Source RNC is not updated

A.1.2.1
Target RNC is updated

Combined hard handover and SRNS relocation:

-
The source RNC behaves like any legacy RNC and just forwards the CK/IK used for the air interface protection to the target RNC as they are.

-
UE knows source RNC is legacy so the UE uses the same CK/IK with the target RNC as with the source RNC.

-
The UE and the target RNC uses the same keys as was used in the source RNC when communicating.

-
The UE informs the target about that it is capable of the enhanced UKH in the uplink RRC message 8.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the downlink RRC message 8.

Combined CELL/URA update and SRNS relocation:

-
The key handling is exactly as for the combined hard handover and SRNS relocation case above.

-
The UE informs the target about that it is capable of the enhanced UKH in the UTRAN Mobility Information Confirm (uplink message 10).

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the Cell update confirm/URA update confirm message (downlink message 10).

SRNS relocation without UE involvement:

-
The key handling is exactly as for the combined hard handover and SRNS relocation case above.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the RAN Mobility Information message (downlink message 10).

-
The UE informs the target about that it is capable of the enhanced UKH in the RAN Mobility Information Confirm (uplink message 10).

A.1.2.2
Target RNC is not updated

Combined hard handover and SRNS relocation:

-
The key handling is exactly the same as in the case the target RNC was updated above (see clause A.1.2.1).

-
The way the UE and target RNC learns about if their peer is updated or legacy is exactly as in the case where the source RNC is updated and the target RNC is not updated above (see clause A.1.1.2).

Combined CELL/URA update and SRNS relocation:

-
The key handling is exactly as for the combined hard handover and SRNS relocation case above.

-
The way the UE and target RNC learns about if their peer is updated or legacy is exactly as in the case where the source RNC is updated and the target RNC is not updated above (see clause A.1.1.2).

SRNS relocation without UE involvement:

-
The key handling is exactly as for the combined hard handover and SRNS relocation case above.

-
The way the UE and target RNC learns about if their peer is updated or legacy is exactly as in the case where the source RNC is updated and the target RNC is not updated above (see clause A.1.1.2).

A.2
UE is not updated

A.2.1
Source RNC is updated

A.2.1.1
Target RNC is updated

Combined hard handover and SRNS relocation:

-
UE is legacy and hence behaves as if the enhanced key hierarchy did not exist.

-
Since the source RNC is updated and knows that the UE is legacy, the source RNC behaves like any legacy RNC and just forwards the CK/IK used for the air interface protection to the target RNC as they are.

-
The UE and the target RNC uses the same keys as was used in the source RNC when communicating.

-
From the uplink RRC message 8, the updated target RNC deduces that the UE is a legacy UE since the UE did not include an IE about its enhanced UKH capabilities.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the downlink RRC message 8. Since the UE is legacy, it will discard this unknown IE.

Combined CELL/URA update and SRNS relocation:

-
The key handling is exactly as described in the combined hard handover and SRNS relocation case above.

-
From the UTRAN Mobility Information Confirm (uplink message 10), the updated target RNC deduces that the UE is a legacy UE since the UE did not include an IE about its enhanced UKH capabilities.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the Cell update confirm/URA update confirm message (downlink message 10). Since the UE is legacy, it will discard this unknown IE.

SRNS relocation without UE involvement:

-
The key handling is exactly as described in the combined hard handover and SRNS relocation case above.

-
The target RNC informs the UE about that it is capable of the enhanced UKH in the RAN Mobility Information message (downlink message 10). Since the UE is legacy, it will discard this unknown IE.

-
From the RAN Mobility Information Confirm (uplink message 10), the updated target RNC deduces that the UE is a legacy UE since the UE did not include an IE about its enhanced UKH capabilities.

A.2.1.2
Target RNC is not updated

Combined hard handover and SRNS relocation:

-
The key handling is exactly the same as in the case combined hard handover and SRNS relocation when the target RNC is updated.

-
Neither the target RNC nor the UE is updated, so nothing regarding the enhanced UKH is signalled.

Combined CELL/URA update and SRNS relocation:

-
The key handling is exactly as described in the combined hard handover and SRNS relocation case above.

-
Neither the target RNC nor the UE is updated, so nothing regarding the enhanced UKH is signalled.

SRNS relocation without UE involvement:

-
The key handling is exactly as described in the combined hard handover and SRNS relocation case above.

-
Neither the target RNC nor the UE is updated, so nothing regarding the enhanced UKH is signalled.

A.2.2
Source RNC is not updated

A.2.2.1
Target RNC is updated

-
Key handling is performed exactly as in the current (legacy) UTRAN specifications for all cases.

-
The target RNC can deduce from the lack of the enhanced UKH IE in the RAN Mobility Information Confirm (uplink message 10)/UTRAN Mobility Information Confirm (uplink message 10)/uplink RRC message 8 that the UE is not updated. The UE is not updated and discards any IE containing the corresponding information from the updated target RNC.

A.2.2.2
Target RNC is not updated

-
Key handling is performed exactly as in the current (legacy) UTRAN specifications for all cases.

-
None of the nodes are aware of the enhanced UKH and behaves exactly as legacy UTRAN nodes.

5.3.2.4
Capability indication at IRAT mobility
This is handled as described for Solution 2 in clause 5.2.2 (GERAN) and 5.2.3 (E-UTRAN). 























































*** END OF CHANGES ***
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