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Abstract of the contribution:
This contribution provides solution of secure communication diversion using KMS based solution.
1 Introduction
· CDIVs services
CDIV is specified in TS 24.604 including the following CDIVs services:

· Communication Forwarding Unconditional (CFU).
· Communication Forwarding Busy (CFB).
· Communication Forwarding No Reply (CFNR).
· Communication Forwarding on Not Logged in (CFNL).
· Communication Deflection (CD).
· Communication Forwarding on Subscriber Not Reachable (CFNRc).
· SIP Messages

The SIP header includes a cause-param URI parameter for CDIV case.
The cause-param specified in RFC 4458 [14] is interpreted according to the following syntax:

     cause-param       =  "cause" EQUAL Status-Code
The Status-Code is originally specified in RFC 3261 [6] as a sequence of 3 digits.
     Status-Code       =  "404"  ;  Unknown/Not available

                      /   "486"  ;  User Busy

                      /   "408"  ;  No Reply

                      /   "302"  ;  Unconditional

                      /   "487"  ;  Deflection during alerting

                      /   "480"  ;  Deflection during immediate response

                      /   "503"  ;  Mobile subscriber not reachable

According to the introduction of CDIV in S3-100xxxx, this pCR provides the possible solution based on KMS. In this contribution, we use the CFU service as an example to describe the security procedure, the procedure of other CDIV services is in principle the same.
2
General description 
In CDIV scenario, the diverted communication should still be protected. In such case, a call usually terminates in a phone registered by another user others than the intended receiver; the caller can not know whether a call will be diverted when the caller makes the call, what the caller knows is just the identity of the intended user, thus the diverted user must be authorized. In normal use of the KMS based solution that the caller requests a ticket based on the identity of the intended user, a diverted call will very likely fails as the ticket is not valid for the terminating side. 
To support secure communication of CDIV use case, KMS should be able to authenticate the diverted-to user; idea is that KMS authenticates the user with the help of the CDIV AS. Thus the KMS based solution could be used in this use case.
3
Proposal
We propose to add the following content in TR 33.mps.

***** Start of first change *****
7
Communications Diversion (CDIV)
7.3 Solution

In this sub clause, a possible solution based on KMS is given. The solution basically works as follows: Firstly, the initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the desired recipient. When the recipient subscribes the CDIV service and the diverting condition is met, the call will be forwarded to the pre-assigned user by the CDIV AS. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. When the terminating side requests the KMS to resolve a ticket and return the keys to be used, the KMS interworks with CDIV AS, i.e., KMS sends a inquire request to AS with the identity of initiator, the desired user and the diverted-to user, AS checks whether the diverted-to user is correct, and response to the KMS with the inquire result. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user carried in the request message. Thus the KMS knows whether the diverted-to user is authorized to resolve the ticket or not.
Figure 7.3-1 illustrates the procedure of secure CDIV using KMS based solution, here the CFU service is used as an example to describe the security procedure, the procedure of other CDIV services is in principle the same. The procedure shown in figure 7.3-1 is based on signalling flow for a successful communication forwarding unconditional described in TS 24.604[x]. Note that for simplicity some of the nodes, e.g. CSCFs in IMS network, and messages have been omitted. The detailed signalling flow for a successful communication forwarding unconditional based on an AS providing the forwarding is described in TS 24.604[x] A1.1.
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Figure 7.3-1 procedure of secure CDIV using KMS based solution

Description:

User B has activated the CFU service.
1. UE A requests a ticket from the KMS to communicate with UE B.

2. The KMS generates a corresponding ticket and sends it back to UE A in the ticket response message.

3. UE A sends initial INVITE request including the ticket towards UE B through the IMS network.

4. UE B is subscribed to the CFU service, with the use of the IFC, the INVITE message is forwarded to the AS.

5 to 6. Procedures for CFU are executed. Depending on the value of subscription option “Originating user receives notification that his communication has been diverted (forwarded or deflected)”, a 181 (Call Is Being Forwarded) response is sent towards the UE A indicating that the communication is diverted.

7. An INVITE request including URI-C as destination is sent back from the AS to the S-CSCF in the IMS network. Additional the History-Info header, identity of the AS and possibly a CDIV indication is included.
8. The INVITE message is sent to the UE C through the IMS network.

9. UE C sends ticket resolve message to the KMS including ticket, ID-AS, ID-C and possible CDIV indication.

10. The KMS sends a inquire request including ID-A, ID-B based on information about allowed recipients carried in the ticket and the authenticated identity ID-C carried in the resolve request message.
11. The AS checks whether UE C is the correct diverted-to user set by UE B and then sends inquire response message to the KMS to inform the inquire result.
12. If UE C is authenticated as the correct user, the KMS resolves the ticket and returns the keys to UE C in resolve response message. Otherwise, the KMS refuses to solve the ticket.

13- 16. UE C sends 200 OK including TRANSFER_RESP message to UE A as specified in TS 33.328.

Thus the communication between UE C and UE A can be protected. 
***** End of changes *****
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