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Abstract of the contribution:
This contribution provides description of use case communication diversion for further study of the IMS media plane security solution.
1 Introduction
This contribution introduces the popular communication diversion service, and provides description of this use case according to the security concern.

2 General Description
Communications Diversion (CDIV) service is a very popular service which enables a served user, to divert the communications addressed to the served user’s address to another destination when the diverting user is unreachable or busy or under no circumstances according to the specified CDIV services. 
CDIV is specified in TS 24.604 including the following CDIVs services:

· Communication Forwarding Unconditional (CFU).
The CFU service enables a served user to have the network redirect to another user communications which are addressed to the served user's address.
· Communication Forwarding Busy (CFB).
The CFB service enables a served user to have the network redirect to another user communications which are addressed to the served user's address and meet busy.
· Communication Forwarding No Reply (CFNR).
The CFNR service enables a served user to have the network redirect to another user communications which are addressed to the served user's address, and for which the connection is not established within a defined period of time.
· Communication Forwarding on Not Logged in (CFNL).
The Communication Forwarding on Not Logged-in (CFNL) service enables a served user to redirect incoming communications which are addressed to the served user's address, to another user (forwarded-to address) in case the served user is not registered (logged-in).
· Communication Deflection (CD).
The CD service enables the served user to respond to an incoming communication by requesting redirection of that communication to another user.
· Communication Forwarding on Subscriber Not Reachable (CFNRc).
The CFNRc service enables a user to have the network redirect all incoming communications, when the user is not reachable (e.g. there is no IP connectivity to the user's terminal), to another user.
3
Requirement 
In CDIV scenario, the diverted communication should still be protected with the required security level. In such case, a call usually terminates in a phone registered by another user others than the intended receiver; the caller can not know whether a call will be diverted when the caller makes the call, what the caller knows is just the identity of the intended user.
There are also two scenarios:

1. secure communication using SDES based solution

2. secure communication using KMS based solution
If SDES is used, when communication diversion service is trigged, the AS will re-invite the corresponding user still using SDES based solution for a secure communication. For example, user A initiates a call to user B which has subscribed the CDIV service, when the diversion condition is met, the call is re-invited by the CDIV AS to user C which is pre-assigned by user B. If SDES is used, A includes a key K1 in the SIP message, AS obtains K1 and includes it in the SIP message to C, C responds with a SIP message including a second key K2, thus the communication between A and C is protected.
If KMS is used, the diverted user must be authorized. In normal use of the KMS based solution that the caller requests a ticket based on the identity of the intented user, a diverted call will very likely fails as the ticket is not valid for the terminating side. Solution(s) should be developed to provide protection of the diverting communication.
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7
Communications Diversion (CDIV)
7.1
Introduction
Communications Diversion (CDIV) service is a widely used service which enables a served user, to divert the communications addressed to the served user’s address to another destination when the diverting user is unreachable or busy or under no circumstances according to the specified CDIV services. 

CDIV is specified in TS 24.604[x] including the following CDIV services:

· Communication Forwarding Unconditional (CFU).

The CFU service enables a served user to have the network redirect to another user communications which are addressed to the served user's address.

· Communication Forwarding Busy (CFB).

The CFB service enables a served user to have the network redirect to another user communications which are addressed to the served user's address and meet busy.

· Communication Forwarding No Reply (CFNR).

The CFNR service enables a served user to have the network redirect to another user communications which are addressed to the served user's address, and for which the connection is not established within a defined period of time.

· Communication Forwarding on Not Logged in (CFNL).

The Communication Forwarding on Not Logged-in (CFNL) service enables a served user to redirect incoming communications which are addressed to the served user's address, to another user (forwarded-to address) in case the served user is not registered (logged-in).

· Communication Deflection (CD).

The CD service enables the served user to respond to an incoming communication by requesting redirection of that communication to another user.

· Communication Forwarding on Subscriber Not Reachable (CFNRc).
The CFNRc service enables a user to have the network redirect all incoming communications, when the user is not reachable (e.g. there is no IP connectivity to the user's terminal), to another user.
7.2
Use cases and Requirements
In CDIV scenario, the diverted communication should still be protected with the required security level. In such case, a call usually terminates in a phone registered by another user others than the intended receiver; the caller can not know whether a call will be diverted when the caller makes the call, what the caller knows is just the identity of the intended user.

There are also two scenarios:

3. secure communication using SDES based solution

4. secure communication using KMS based solution
If SDES is used, when communication diversion service is trigged, the AS will re-invite the corresponding user still using SDES based solution for a secure communication. For example, user A initiates a call to user B which has subscribed the CDIV service, when the diversion condition is met, the call is re-invited by the CDIV AS to user C which is pre-assigned by user B. If SDES is used, A includes a key K1 in the SIP message, AS obtains K1 and includes it in the SIP message to C, C responds with a SIP message including a second key K2, thus the communication between A and C is protected.
If KMS is used, the diverted user must be authorized. In normal use of the KMS based solution that the caller requests a ticket based on the identity of the intended user, a diverted call will very likely fails as the ticket is not valid for the terminating side. To support secure communication of CDIV use case, KMS should be able to authenticate the diverted-to user.
***** End of changes *****
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