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Abstract

The proposed SID contains incorrect technical statements, misunderstands of how TR 33.924 works in the justification part, has misleading objectives, and misses a reference to ongoing SA1 work. Detailed comments can be found below.
 We are not convinced of the necessity of this work and we would instead prefer starting a study which is following the objectives of the ongoing SA1 work (as has been proposed in another contribution in this meeting), but we anyhow want to ensure that the statements in the SID are correct and the differences and extensions to previous work are clearly stated.

3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.

Title: Integration of OpenID with AKA Study Item
Acronym: TBD (OpenID-AKA)
Unique identifier: tba
1
3GPP Work Area 

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items

2.0
Primary classification 

This work item is a … 

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	490035
	“Study on Integration of Single Sign-On (SSO) frameworks with 3GPP networks”
	SA1 studies use cases and potential service requirements that will have to be taken into account by SA3.


This clause is supposed to list the related work items, not the related TSs.
Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) 

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TR

	
	
	


This work item is … 

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) 

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify:  


This is no longer correct see clause 2.1.
Go to §3.

2.3.3

Stage 3

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TR

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TR

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify:  

Go to §3.

2.3.4

Test spec 

	Related Work Item(s)

	Unique ID
	Title
	TR

	
	
	


Go to §3.

2.3.5

Other 

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task 

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3 Justification 

This Study Item aims to enable interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. Specifically, it addresses integration of OpenID and the 3GPP AKA mechanism, which is essential for operators to leverage their assets and their customers’ trust, while introducing new identity services. Such integration will allow operators to become OpenID providers by re-using the existing authentication mechanisms in which an end-user’s device effectively authenticates the end user. Note that the OpenID 2.0 specification has the flexibility to support multiple authentication methods.

The Generic Bootstrapping Architecture (GBA), as defined in 3GPP TS 33.220, provides a mechanism for bootstrapping authentication of 3GPP credentials to establish an application level security association. In addition, 3GPP TR 33.924 has described a GBA-based approach for supporting OpenID framework. While this comprehensive solution fully addresses cases where GBA has been deployed
Comment: This seems to be a misunderstanding of TR 33.924: the service providers called RPs in OpenID) are NOT required to support GBA, only the OPs (OpenID identity providers) need to add NAF functionality.

 Solutions described in the TR 33.924 cannot be used in situations where either a network, or a device (i.e., UE) (or a browser) does not implement GBA.
Comment: Same misunderstanding of TR 33.924: the application servers are NOT required to support GBA, only the OPs (OpenID identity providers).
In addition, the solution described in TR 33.924 enables establishment of application level security, while many uses cases may need merely authentication or identity assertion of the 3GPP-based client. This Study Item addresses such use cases and possible simplifications of the solution described in TR 33.924. 

It is proposed that SA3 study interworking with OpenID using 3GPP AKA and define a framework, that may encompass or be complementary to that of TR 33.924.  
Comment: The SID should not rule out 33.924 from the start.
4 Objective 
The objective of this Study Item is to study a framework for integration of the 3GPP authentication protocol (AKA) with a new development in identity management outside of the 3GPP sphere (OpenID). Such a framework will result in the re-use of 3GPP authentication mechanisms in support of OpenID. The output of this study item will be a Technical Report.
This Technical report will describe OpenID/AKA integration, while studying the following areas:
· Enabling the network operators to provide identity services to the users accessing Web applications by reusing the AKA infrastructures 
· Providing users with Single Sign-On (SSO) across Web services based on strong user authentication relying on a 3GPP network
· Allowing users to control their public identifiers on the Web as specified in [OpenID]

· Improving user security by engaging a user-trusted network operator in the access control to the Web applications 
· Taking into account TR 33.924 and comparing it with alternative solutions
Comment: The four previous bullets are all satisfied by 33.924. The study should therefore look into whether there are better solutions, but not rule out or ignore 33.924 from the start.
· SSO based on SIP Digest is outside the scope of this study.

5 Service Aspects

The work intends to support services by providing an operator-centric identity management interworking which seamlessly integrates with the current state of the art identity management systems. OpenID is used by following user-centric services: Facebook, Google, Twitter, YourTube, Wikipedia, Flickr, LinkedIn, Yahoo, MySpace, eBay, PayPal, Apple, Microsoft, Hotmail, Skype, NYTimes, Wordpress, Xing, Sourceforge, ThePirateBay, msn, BBC, Amazon, Bloglines, Mozilla, Ubuntu, geocaching, and many more. 
By making available Identity Provider role for operators, 3GPP will allow operators to bring additional value to user-centric Web services.

Comment: See section 2.1.
7 Charging Aspects

None
8 Security Aspects

This is a security WID. 
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	X


10
Expected Output and Time scale 

	New specifications 
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.8xx 
	Identity Management and 3GPP Security Interworking; Integration of OpenID with AKA
	SA3
	
	
Comment: This needs to be updated.
	
	

	
	
	
	
	
	
	

	Affected existing specifications 
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	


11 Work item rapporteur(s)

Alec Brusilovsky, Alcatel-Lucent
12 Work item leadership

SA3

13

Supporting Individual Members 

	Supporting IM name

	Alcatel-Lucent

	Alcatel-Lucent Shanghai Bell

	AT&T, 

	InterDigital 

	Rogers 

	ZTE
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