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1. Introduction 
The discussion in SA2 on Network Improvements for Machine Type Communication (NIMTC) has been focusing on overload/congestion control up to now. This discussion paper points out the security implication of one of the UE behaviour changes required to avoid network overload caused by massive moving MTC devices upon inter-PLMN change.

As per interim conclusion 7.1 a) in 23.888 v1.0.0:

"Release 10 specifications should be developed in the following areas:  
a) the UE behavior changes outlined in bullets a, b, c, d, and e in clause 6.33";
of which one of the UE behavior changes in 6.33.2 d) is stated as below:
d)    For a “low value M2M” device, always use IMSI when attaching to a new network, or, performing an RA update into a different PLMN that is not an ePLMN. This decreases UE-network signalling in a potentially heavily loaded network. 
This change was required to address one of the issues raised by the operators based on their real network deployment. It was claimed that, in real network operation, the MME/SGSN generally does not retrieve the UE context from the old MME/SGSN in a different PLMN when UE is changing network. Hence it is of very little value for a MTC device to access a competing PLMN with a GUTI/P-TMSI following the failure of the previously used PLMN. This is because the new PLMN will always request that the IMSI is sent unencrypted to the new MME/SGSN. Conversely the extra messaging required to retrieve the IMSI adds significant load to the new MME/SGSN in the situation of masses of MTC devices swapping networks due to a (competing) local network failure. 
Therefore, it's required that at inter-PLMN change, a MTC device is mandated to perform Attach (rather than TAU or RAU) with IMSI (and not with the old GUTI/P-TMSI) to decrease UE-network signalling in a potentially heavily loaded network. This requirement has already been added in 23.401[S2-104258, CR1680] and 23.060[S2-104257, CR1139], which apply to all MTC devices, not only to low value MTC devices as stated in the TR. I.e. all MTC devices are subject to sending IMSI Attach upon inter-PLMN change.
2. Discussion
It’s viewed that the new requirement of sending IMSI in Attach request by MTC devices upon inter-PLMN change has some security implication. Since the design of temporary identity allocated by the network in 3GPP, IMSI sent in clear text should be avoided as much as possible. Instead, any type of temporary identities (TMSI, P-TMSI, GUTI) should be used whenever possible to protect the user presence/location privacy against the IMSI catching attack.

However, the UE behaviour change of performing IMSI Attach rather than TAU/RAU is somehow reversing the above principle of using temporary identities. Here one question might be asked regarding security protection: 
· Would all MTC devices be tolerant with privacy compromise by exposing their IMSI more frequently? 
Even though it is acknowledged that the majority of MTC devices in release 10 are of low priority. But low priority means delay tolerant, does not necessarily mean privacy tolerant.
For stationary or low mobility MTC devices, this may not be a big issue, as they don't do inter-PLMN change often. For some always moving MTC devices (e.g. in automotive applications), IMSI exposure could be something happening from time to time. If IMSI is intercepted each time at inter-PLMN change, those MTC devices could be traced by attackers, and hence the location/presence privacy is compromised. 
However, SA3 should also acknowledge that inter-PLMN changes are supposed to be rare and therefore tracing an MTC device solely based on the IMSI sent during an inter-PLMN change would not be so easy. Furthermore, there is indeed little value in sending a TMSI or GUTI when the network then requests sending the IMSI anyhow.
Therefore it is proposed that SA3 agrees with SA2’s suggestion that the IMSI be sent in an Attach request in an inter-PLMN change.

3. Conclusion
It is proposed that SA3 agrees with SA2’s suggestion that the IMSI be sent in an Attach request in an inter-PLMN change.
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