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Abstract of the document: it is proposed to discuss about how new EPS security algorithms can be introduced. 
Introduction and Problem Definition
SA3#60, June 2010, in Montreal, started discussion about the introduction of new EPS security algorithm further to incoming LS from SAGE. It was agreed during the meeting to consider the new algorithm as optional and not for Release 9 for the reasons given in [1]. 
A case was presented in [2] where the new algorithm would not be taken in use for handover from UTRAN to E-UTRAN due to lack of UE capabilities information at the MME (the MME is Rel 10+, SGSN is Rel. 7 and UE is Rel. 8; see details in [2]). It was agreed to discuss about the issue depicted in [2] when the new algorithm is not in the default set and thus optional, as agreed in SA3 and reasoned in [1]. The issue as stated in document [2] is: “Using the existing mechanisms of TS 33.401, the MME could select, e.g., EEA0 and EIA1 for the UE during the IRAT handover and then switch to the new algorithms after the MME has received the correct EPS security capabilities from the UE in the Tracking Area Update request.

The consequence of this is that, for a short while possibly non-preferred (i.e., not the new algorithms) will be used after the handover.” 
In this contribution, we present a mechanism for the introduction of the new algorithm while addressing the issue in discussion without impacting existing UEs. The proposed solution is also applicable for introduction of algorithms in future during the transition phase from old to new algorithm in the network or the UEs, i.e., the proposed solution is future-proof. The CR is presented in document S3-101066.
Solution Discussion

This section is meant to describe a mechanism to take new EPS security algorithm into use in the situation where the network does not know about the UE EPS security capability.

Solution to the identified issue, MME not knowing the UE capabilities, is for the UE to send its capabilities to the MME or the MME to inform UE of the requirement to use the new algorithm. Informing MME about UE capabilities is not possible in the scenario at hand. The solution is for the MME to inform the possibility to use the new algorithm. Now, the MME can inform UE of choice of algorithm:

1. Before handover: This is not possible because the source RNC does not know about the outcome of the handover preparation phase before the reception of the Relocation Command from the source SGSN. The Relocation Command is the trigger for the start of the handover execution phase. Moreover, this would be of no use if the handover fails during the execution phase of the handover.
2. After handover: This creates other issues as in [2]

3. During handover: This is the only means to solve the issue at hand.
Therefore we propose that during handover the MME informs two algorithms to the UE including the new algorithm and one of the mandatory algorithms. The MME will not inform the new algorithm to UE if the new algorithm is not the first in its list of algorithm priority. A UE will choose the new algorithm whenever the new algorithm is given as a choice and the UE is capable of using the new algorithm. The UE will inform the network about the algorithm chosen in a integrity protected message. A legacy UE will ignore the field with new algorithm and work as usual. The same procedure can be applied for both AS and NAS, see Figure 1.
Hence, we make the following proposals:

Proposal 1_AS: The network indicates more than one EPS security algorithm to the UE in the Handover Command.

Proposal 2_AS: A UE that does not support the first EPS security algorithm shall select the second EPS security algorithm in the Handover Command. Such a UE shall indicate the selected algorithm in the Handover Confirm and integrity protect the message using the selected algorithm.
Proposal 3_AS: From now on, this UE would cipher any AS message using the selected algorithm. 


The impacted specification is TS 36.331 (RRC specification for LTE).
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Figure 1: Interactions between a new UE and a new Network in case of handover from a non-EPS network to an EPS network

Similar proposals for NAS are:
Proposal 1_NAS: The network indicates more than one EPS security algorithm to the UE in the NAS security container of Handover Command.

Proposal 2_NAS: A UE that does not support the first EPS security algorithm shall select the second EPS security algorithm in the NAS security container. Such a UE shall indicate the selected algorithm in the TAU Request and integrity protect the message using the selected algorithm.

Proposal 3_NAS: Upon receipt of the TAU Request message including the new selected algorithm IE, the MME performs a NAS security mode command procedure to take the EPS security context including the new algorithm into use.

The impacted specification is TS 24.301 (NAS specification for LTE).

The above proposals have the advantages of:

· There is no impact on legacy UE

· There is no security issue in or created by the proposal 
· Allows UE to use new algorithm without any delay
Conclusion and Proposal
We have shown the only solution for the issue of taking the new algorithm in use when UE capability is not available at the network for the case of inter-system handover from UTRAN to E-UTRAN. 
Our proposal is that SA3 agrees on the 6 proposals mentioned in this document (3 for AS and 3 for NAS). The CR to 33.401 of the proposed solution is given in S3-101066.
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The network that does not know the UE EPS security capabilities includes a list of prioritized security algorithms.





AS handover confirm is unciphered for the recipient to infer the selected algorithm. AS handover confirm is integrity protected with the selected security algorithm.





NAS Registration Update Request includes the selected algorithm. NAS Registration Update Request is integrity protected with the selected security algorithm.





The UE selects among its supported security algorithms the most prioritized one according to network's received list.
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