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1. Introduction
In this draft, some security requirements to the SSO subsystem are added to the TR. These security requirements shall enable operators to securely use the SSO subsystem for application services.
2. Discussion 

The SSO subsystem in this TR has to communicate with application servers and other SSO systems. So the compromise of the SSO subsystem will affect the user experience when access the application service. In this way, it shall be ensure that the compromise of application server or other SSO server shall not compromise the security of the SSO subsystem.
On the other hand, the SSO subsystem have interface with lots of application servers. It leads to the huge traffic to the SSO subsystem. So in order to keep down the load in the SSO subsystem and make sure that the SSO subsystem shall not be the bottleneck of the application service or other SSO systems, it’s necessary to keep lower the number of access between UEs or application servers and SSO subsystem i.e. the UE and the SSO subsystem should no need to make a new authentication run for each application server. 
3. Conclusion
We kindly propose SA3 to agree on the requirements into the TR as outlined in the following Pseudo-Change Request.
Pseudo Change Request
***************************BEGIN***************************
6
Security Requirements

· The design of a SIP Digest-based SSO system shall allow for the possibility of interworking with a larger range of SSO providers. 

· It shall be ensured that the compromise of one SSO service shall not compromise the security of the IMS core or of another SSO service, or an application server. 
· It shall be ensured that the compromise of application server or other SSO server shall not compromise the security of the SSO subsystem.
· Information leakage of the permanent secrets stored in the HSS/HLR due to  credential useage for SSO that are available to application servers or entities outside the operator’s control shall be prevented.  

· The SIP Digest-based SSO service should allow indicating to the application server the strength of the authentication method used. 

· IMS core network nodes shall not be modified for supporting the SIP Digest-based SSO service.

· Identity providers and service providers in SSO deployments that were not designed by 3GPP should not need to support additional protocols, besides the protocols already specified for them. 

· The approach to utilize SIP Digest authentication for SSO shall maximize commonalities  with the already defined 3GPP approaches for interworking with non-3GPP-defined SSO systems as described in TR 33.980 and TR 33.924.

· The operator should be able to control the security level of the SSO system, either by operating the SSO system themselves or by contractual agreements with trusted partners.  

· Where user privacy is required, the design of a SIP Digest based SSO system should not allow affiliated non-IMS domain services drawing conclusions about IMS domain identities, e.g., the SSO subsystem should hide IMPIs from application services.

· Any solution should take into account the following design guidelines for HSS-related security:

- The number of different types of interfaces to the HSS should be minimized in order to keep the complexity of the HSS low. This applies in particular to interfaces over which authentication vectors are retrieved from the HSS as they are highly security-critical.

- In order to minimize any security risks due to excessive use/abuse of authentication vectors, as well as any performance impact to HSS, the overall number of authentication vectors requested from the authentication centre as well as the number of requests should be kept low. Mechanisms which make economical use of authentication vectors should be preferred. In particular, mechanisms which avoid bursts in authentication vector requests should be preferred.
· The core network load should be minimized and also the SSO subsystem should be designed in an efficient manner to minimize UE authentication and CN interaction to avoid that SSO subsystem is the bottleneck of the application service or other SSO systems.

***************************END***************************

3GPP

SA WG3 TD


