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1. Introduction

In the last meeting, there are some concerns about IMS P2P security issues were expressed. The concerns raised were about management and business issues, and  about client aspect which should be considered. So this contribution is made to address these concerns and clarify the scope of IMS P2P technology.

2. Discussion

This contribution is used to make clarification on IMS P2P security study principles. It clarifies that P2P is a technology used for IMS data transportation, but it is not the intention to specify or work on a  P2P content sharing business model as we see today on the Internet. So the study of IMS P2P focuses on the security issues by introducing P2P technology instead of the issues from P2P business model. As a result, the study is concentrated on how the content is transferring by P2P in an operator controlled manner. The actual content source is out of the scope of the study. It is assumed, that the operator provides the content or an entity provides the content into the IMS network by an agreement with the operator. Furthermore, it clarifies the study is on network and client improvements to support operator controlled content distribution via P2P technology as a secondary distribution channel to support the network. The detailed clarifications are as following:

Firstly, P2P is a new technology used in IMS, not an approach to transfer the Internet P2P content business model into IMS. P2P is transporting characteristic for this system and due to its nature some enhancements are needed to extend IMS content distribution but not falling for the threats of Internet P2P content sharing models. In IMS P2P, it also has a centralized network node running with IMS core and controlling the technology. Traditional IMS network mechanisms are used in control plane. And P2P technology is only used in user plane for content distribution and other transporting. It is determined by IMS core which content is can be transferred and to whom the contents are transferred. It does not mean two users can transfer data directly by using P2P technology in IMS P2P without any operator IMS based control. So IMS P2P is a new kind of system by using P2P technology into IMS, but not a P2P business model. 
So conclusion 1: P2P is used in IMS P2P as a technology instead of business mode concerned by some people. 
Secondly, the security issues such as black hole attacking (see S3-100740), content tampering are related by P2P technology, but not related the particular business model. If P2P technology is not used in IMS, then no such security issues exist. The extension of IMS to IMS P2P and the operator control also for IMS P2P implies that some security issues have to be taken care of. So the security issues are related to P2P technology. For the other hand, as we described above, IMS P2P is not introduced a P2P business model, but the security issues exist in IMS P2P. So they are not related to business model.

So conclusion 2: The security study on IMS P2P focuses on security issues caused by P2P technology, and not those related to business model.
Thirdly, the security requirements are technical instead of management. For IMS P2P security, we don’t focus on source of the content, but focus on how the content is transferred from network to the user and thereon. The security requirement can be used to provide secure protection for content transfer.
So conclusion 3: The security study on IMS P2P can provide protection for content transportation, not for content source, origin and rights management.
Lastly, the problems mentioned for “client aspect” are existed. But the problems are mainly in the network aspect instead of in client aspect. In IMS P2P, there are two kinds of peers, the peer is provisioned by the network side, and the peer provisioned by the user side. In IMS P2P, peers are used only for operator controlled content distribution. All signaling rely on the IMS core network. For the peer in the user side, it is just used to provide additional path for content distribution. So peer is fully controlled by network. As a result, it can be seen a kind of network entity and as an extension of the IMS network. In this context all the problems mentioned are related with peers, so they should be consider as network problem not client problem.
So conclusion 4: The security issues can be considered as network extension problem to peers rather than client problems.
3. Proposal

We propose to endorse these conclusions in SA3 and to take them into account when we will talk about IMS P2P in future, if this is acceptable, then we propose to study the IMS P2P security along with SA2 and SA1 work.
