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Abstract of the contribution: This contribution proposes to add a new subclause to describe the Capability indication at IDLE mode mobility to clause 5.1.2 and 5.3.2.
1
Discussion
In section 5.1.3.2 and 5.3.3.2 of the current TR, it describes the behavior when ME moves between CNN+ and CNN. The following instance will happen for a ME+ that supports UTRAN KH:
When the ME+ moves from CNN to CNN+ again, the SGSN will act according to TS 33.102. The source SGSN is not aware of UTRAN KH, and may therefore not be able to inform the target SGSN+ about the UTRAN KH capability of the ME. Therefore, the target SGSN+ may need to assume that the ME does not support the UTRAN KH.  So it is proposed in section 5.1.3.2.4 and section 5.3.3.2.4, in case of IDLE mode mobility, the ME could include the UTRAN KH capability indication in the RAU Request, and the new SGSN+ could in this case gain knowledge of the support for UTRAN KH in the ME at this point.
In addition, section 5.1.3.4 has the following description “When ME+ goes from Idle mode to active mode, if needed, a Security Mode Command procedure is performed after the RRC connection is setup. During the SMC procedure, fresh CKU and IKU are established in the network and ME+ respectively, just the same as in the initial attach procedure”. SGSN+ or MSC/VLR+ can add a specific information element (IE) to the SECURITY MODE COMMAND or that a new type of SECURITY MODE COMMAND is introduced that tells the ME+ to apply the UTRAN key hierarchy.

Form the above discussion, at IDLE mode mobility, ME+ can include the UTRAN KH capability indication in RAU/LAU request messages and the SGSN+ or MSC/VLR+ can also indicate their UTRAN KH capability in SECURITY MODE COMMAND procedure if needed.
2
Proposal
It is suggested that a new subclause to describe “Capability indication at IDLE mode mobility” to clause 5.1.2 and 5.3.2. 
The context of the new subclause will be:
At IDLE mode mobility, ME+ can signal its UTRAN KH capability indication to the SGSN+ or MSC/VLR+ in RAU/LAU request messages.

During the SMC procedure, if needed, the SGSN+ or MSC/VLR+ can indicate their UTRAN KH capability to the ME+, just the same as in the initial attach procedure.

2
pCR
It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR. 

***************BEFGIN OF FIRST CHANGE ************
5.1.2
Key Handling Capability negotiation

5.1.2.1
General

An important aspect is to ensure that network and ME can interoperate and are aware of whether to use the UTRAN KH or not. This in turn implies that it is necessary to signal UTRAN KH capabilities between the UE and network and between nodes in the network.
5.1.2.2
UTRAN KH negotiation in the attach procedure
A ME+ needs to operate differently depending on if it connects towards a SGSN or to a SGSN+, an MSC/VLR or a MSC/VLR+ and conversely, a SGSN+ and MSC/VLR+ needs to behave differently depending on ME/ME+ capabilities. We have two cases:

-
ME+ connects to a SGSN+ or MSC/VLR+: both shall use the UTRAN key hierarchy. 

-
All other combinations involving legacy ME and/or SGSN or legacy MSC/VLR: standard CK/IK derivations must be used. 

This means that a ME+ has to be able to signal its key handling capabilities (UTRAN key hierarchy) to the SGSN+ or MSC/VLR+. But it is also necessary that the ME+ will know if it connects to a SGSN or a SGSN+ (or MSC/VLR or MSC/VLR+ in the CS case) and if it should perform UTRAN key hierarchy derivations or if standard UMTS key management should be performed. 

Here it is noted that SGSN+ or MSC/VLR+, for a ME+, can add a specific information element (IE) to the SECURITY MODE COMMAND or that a new type of SECURITY MODE COMMAND is introduced that tells the ME+ to apply the UTRAN key hierarchy.

It is natural to incorporate the UTRAN KH negotiation into the normal attach procedure. The negotiation is essentially the same as the algorithm negotiation procedure, except that different IEs carry the capability information from the UE to the SGSN(*) or MSC/VLR(*) and echoing back the capability information from the SGSN+ or MSC/VLR(*) to the UE and the activation of the UTRAN KH by the SGSN+ or MSC/VLR+.

5.1.2.3
Capability indication at intra-UTRAN mobility
Editor's Note: It is FFS how the capabilities of the UE and the NW signals UTRAN KH capability between each other (and internally in the network at a change of anchoring nodes). 

5.1.2.4
Capability indication at IRAT mobility

When an inter-RAT handover from UTRAN to E-UTRAN occurs, existing SGSN-MME signalling is used and the ME(*) will know that EPS supports the use of  the EPS key hierarchy. However, at E-UTRAN to UTRAN handover, some problems could occur. 

Editor's Note: Since IRAT handovers between E-UTRAN and UTRAN are only in the PS domain, the CS domain is out of scope in this clause. However, handling at SRVCC is FFS.
The MME performs a regular context transfer to the SGSN(*) as specified for the release the MME implements
. There should be no requirement for the MME to know whether the target is an SGSN or an SGSN+. This means that the ME(*) will always be sure of which "root" key that is transferred, regardless of whether the target is SGSN or SGSN+, namely CK' and IK' as derived from the KASME used in E-UTRAN. A target SGSN(*) would interpret the given CK' and IK' as a (CK, IK) pair.

At handover, an ME+ will not, from current signalling, know if it is handed over to an SGSN+ which is capable of applying the UTRAN key hierarchy or to an SGSN which is not. This is however not necessary as the CK and IK used are derived in the same manner in both cases.

The same principle would apply at GERAN-to-UTRAN handover for an ME that has an established UMTS security context.

UTRAN to GERAN handovers are not affected.
5.1.2.x  
Capability indication at IDLE mode mobility
At IDLE mode mobility, ME+ can signal its UTRAN KH capability indication to the SGSN+ or MSC/VLR+ in RAU/LAU request messages.

During the SMC procedure, if needed, the SGSN+ or MSC/VLR+ can indicate their UTRAN KH capability to the ME+, just the same as in the initial attach procedure.
***************END OF FIRST CHANGE ************
***************BEFGIN OF FIRST CHANGE ************
5.3.2.4
Capability indication at IRAT mobility

When an inter-RAT handover from UTRAN to E-UTRAN occurs, existing SGSN-MME signalling is used and the ME(*) will know that EPS supports the use of  the EPS key hierarchy. However, at E-UTRAN to UTRAN handover, some problems could occur. 

Editor's Note: Since IRAT handovers between E-UTRAN and UTRAN are only in the PS domain, the CS domain is out of scope in this clause. However, handling at SRVCC is FFS.
The MME performs a regular context transfer to the SGSN(*) as specified for the release the MME implements
. There should be no requirement for the MME to know whether the target is an SGSN or an SGSN+. This means that the ME(*) will always be sure of which "root" key that is transferred, regardless of whether the target is SGSN or SGSN+, namely CK' and IK' as derived from the KASME used in E-UTRAN. A target SGSN(*) would interpret the given CK' and IK' as a (CK, IK) pair.

At handover, an ME+ will not, from current signalling, know if it is handed over to an SGSN+ which is capable of applying the UTRAN key hierarchy or to an SGSN which is not. This is however not necessary as the CK and IK used are derived in the same manner in both cases.

The same principle would apply at GERAN-to-UTRAN handover for an ME that has an established UMTS security context.

UTRAN to GERAN handovers are not affected.
5.3.2.x  
Capability indication at IDLE mode mobility
At IDLE mode mobility, ME+ can signal its UTRAN KH capability indication to the SGSN+ or MSC/VLR+ in RAU/LAU request messages.

During the SMC procedure, if needed, the SGSN+ or MSC/VLR+ can indicate their UTRAN KH capability to the ME+, just the same as in the initial attach procedure.
***************END OF SECOND CHANGE ************
