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Abstract of the contribution:

This contribution gives some analysis of OAM security for the reserved solutions.
1. Introduction
As agreed by RAN3 the start up of an RN is done in two phases in figure 4.4 of Relay TR. (see also, e.g., the incoming LS reply on relay node OAM from RAN3). From security point of view some threats may exist when RN downloads configuration data directly from OAM, so some security steps should be added into the RN start-up procedure.
2. Analysis
As shown in figure 4.4 of Relay TR, the RN startup procedure normally has two phases. And it needs to download RN configuration data from OAM in both Phase 1 (e.g. cell list) and Phase 2(e.g. ECGI).The data in OAM is sensitive and important, operator do not want to send his DeNB cells information to anyone unauthenticated, so OAM and the data from OAM shall be securely protected during the downloading of related RN data.
It has been concluded that the hop-by-hop protection mechanism on the communication between RN and OAM system should be eliminated and the end-to-end protection mechanism should be applied, and TLS tunnel shall be used to protect the communication between RN and OAM system. 
And after the RN detaches from the network at step 6 in Phase 1, the IP connectivity between RN and OAM will rlease, so another TLS tunnel should be reestablished in phase 2. 

So TLS should be established before RN connecting to OAM system in both Phase 1 and Phase 2. In Phase 1, a TLS tunnel shall be established between RN and OAM before step 5. In Phase 2, a TLS tunnel shall be established between RN and OAM before step 11.
3. Proposal
In Phase 1, a TLS tunnel shall be established between RN and OAM before step 5.
In Phase 2, a TLS tunnel shall be established between RN and OAM before step 11.
4. pCR Text
*****************START OF FIRST CHANGE ******************
7.2
Security protection type for relay node about OAM communication
7.2.1
Analysis
If we want to reuse this hop-by-hop protection mechanism described in section 4.1.2 on the communication between RN and OAM system, there is a security issue that exists for the communication. 
In RN’s alternative 2 architecture, DeNB acts as a proxy and can get all communication data between RN and OAM. When OAM sends software or configuration data like configuration parameters to the RN, DeNB will get these parameters because it will switch them from the link between OAM and DeNB to the link between RN and DeNB. 
If the RN and DeNB are provided by different vendors, one vendor’s privacy about RN’s configuration data and preference will be possible known by another vendor who made this DeNB.
This risk is raised because DeNB will get the communication data between RN and OAM. So the simplest solution for this problem is to provide an end-to-end confidentiality protection between RN and OAM. As there are IPsec tunnels that exist between RN and DeNB, TLS tunnel should be used for protecting the communication between RN and OAM system. For this, the RN and the RN OAM system should be able to authenticate each other.
As shown in figure 4.4, RN startup procedure normally has two phases. And it needs to download RN configuration data from OAM in both Phase 1 (e.g. cell list) and Phase 2 (e.g. ECGI). TLS shall be established before RN connecting to OAM system in both Phase 1 and Phase 2.
And after the RN detaches from the network at step 6 in Phase 1, the IP connection between RN and OAM will release, so another TLS tunnel shall be reestablished in phase 2.
As a result, a TLS tunnel shall be established before RN connecting to OAM for RN configuration data both in Phase 1 and Phase 2.
In Phase 1, a TLS tunnel shall be established between RN and OAM before step 5. 
In Phase 2, a TLS tunnel shall be established between RN and OAM before step 11. 
Editor’s note: Whether the RN configuration data additionally need to be integrity protected between RN and DeNB is FFS.
The ability of the OAM to configure a RN should not depend on the ability of the RN to authenticate as device.
Furthermore, there may be cases where the RN is in certain fault conditions (e.g. if the RN fails device authentication a number of times consecutively, etc) and needs to be reconfigured remotely. Therefore, the RN OAM should be able to at least attempt to (re)configure the RN under these fault conditions.
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