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1
Introduction
In S3-100906 the key issue Secure Connection has been added. The requirement in 3GPP TS 22.368 V10.2.0 for the Secure Connection MTC Feature is as follows: 

· The network operator shall be able to efficiently provide network security for connection between MTC Server and MTC Devices even when some of the devices are roaming i.e. connected via a VPLMN.
The current descirption of this key issue in S3-100906, however, does not express the need for a network efficient solution. 

2
Discussion and proposal

Many MTC applications can be charaterized by large numbers of MTC Devices and the small amount of data that has to be exchange between MTC Device and MTC Server. Examples of such applications are smart meters, alarm systems and pay-as-you-drive terminals. 

In the Netherlands, the government is introducing pay-as-you-drive road taxation. By changing the tariffs depending on time of day and roads used, they are trying to influence people to travel at less congested roads and outside the busy hour. This should ease road congestion. Every car in the Netherlands will be equipped with a pay-as-you drive module. For privacy reasons these modules only attach to the mobile network when they need to send data.

In order to reduce network cost due to these types of MTC applications, SA1 has defined requirements for network improvements for Machine Type Communications. An example of such a requirement in TR 22.368, section 7.1.1, is to keep the MTC Devices not attached to the network when not communicating, as per operator policy. 
-
MTC Devices may be kept offline or online when not communicating, depending on operator policies and MTC Application requirements.

Not keeping MTC Devices attached can save cost for operators as core network dimensioning is often based on the number of simultaneously attached users. 

When MTC devices send data from a not attached state, it creates a lot of overhead (e.g. signalling related to attach and PDP context / PS Bearer set up). Moreover, when also a GBA key exchange has to take place the amount of communictaion overhead is likely more than amount of data that has to be transported. Furthermore, in some cases (e.g. alarming) also the delay in setting up a (secure) connection may become an issue. 

From our operator perspective it is desirable to also consider network efficiency in the study of solutions for MTC feature Secure Connection. A pCR to Tdoc S3-100906 is attached.  

**********************START OF CHANGE***************************

5.3
Key Issue - Secure Connection
5.3.1
Issue Details
· The MTC Feature Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server. 

· In the context of MTC Feature Secure connection SA1 has stated the following (S3-100412): 

The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications.
· The MTC Feature Secure Connection shall be provided efficiently. The specific characteristics of most MTC applications shall be taken into account to minimise the overhead of signalling compared to the amount of data transported.

· The actual usage of the security keys for securing the application level functionality (including encryption of data as indicated above) between MTC Device and MTC Server is out of scope of 3GPP specifications. 

· Also other mechanisms can be used to provide security between the MTC Device and MTC Server but they are regarded to be outside the context of the MTC Secure Connection feature and therefore out of scope of 3GPP specifications.
5.3.2
Threats
5.3.3
Security Requirements
Any 3GPP defined key management mechanisms for secure connection between the MTC Device and the MTC Server shall use UICC. 
**********************END OF CHANGES***************************

