3GPP TSG GERAN WG2 Meeting #47bis



                     G2-100389
Vienna, Austria, 19-22 October 2010

Title:
LS on SACCH Security
Response to:


Release:
Release 10

Source:
GERAN WG2
To:
SA WG3
Cc:
GERAN
Contact Person:


Name:
Guillaume Sébire
E-mail Address:
mailto:guillaume.sebire@nokia.com 
Attachments: none
1. Overall Description:

A security issue on GSM SACCH was discussed at GERAN WG2#47 and GERAN WG2#47bis meetings due to the presence of known text in RR messages sent on SACCH. Such messages are namely at least: System Information Type 5, System Information Type 5bis, System Information Type 5ter, System Information Type 6 and Measurement Information messages and generally UI frames (in both downlink and uplink directions). 
The known text consists of:

· Padding bits that follow a predefined sequence of bits
· Sequences of Information elements and/or fields sent on BCCH unciphered and repeated on SACCH ciphered.
· About 5 bytes of known text exist due to L2/L3 headers in UI frames sent on SACCH
In addition CPAck messages for SMS may also be predictable.

GERAN WG2 would like to stress that while ciphering on SACCH is operated at layer 1 before modulation, it is expected that only a few dozens of bits in an (uncoded) message are sufficient to constitute a relevant security risk, the seriousness of which may be linked to the algorithm and the ciphering key size in use. GERAN2 expects the security issue could be somewhat mitigated (though not eradicated) if using the more robust A5/3 and A5/4 algorithms.
While countermeasures compatible with legacy terminals on the field may exist to pseudo-randomize padding bits, or pseudo-randomize the information in some messages, it is not possible to avoid known text in some messages (e.g. L2/L3 headers in UI frames, Measurement Information message). Also, it should be noted that such measures would not be entirely robust. 
GERAN WG2 also discussed a proposal in G2-100311 to eradicate this security risk for new terminals by removing ciphering on SACCH for SACCH blocks that contain known text, while preserving ciphering of SMS messages (sent on SACCH) but did not conclude on the proposal at least before its security level is properly assessed. In case of SMS, CPAck messages need to be considered as well.
GERAN WG2 intends to conclude on the above matters in the coming GERAN WG2#48 meeting.
2. Actions:

To SA WG3: GERAN WG2 kindly asks SA WG3 to provide guidance on the above issues. GERAN WG2 kindly asks SA WG3 to provide feedback on the principle of disabling ciphering of SACCH blocks containing known text while preserving ciphering of SMS whether it would be acceptable from a security standpoint.
3. Date of Next GERAN WG2 Meetings:

TSG GERAN WG2 Meeting #48
23-25 November 2010
San José del Cabo, Mexico
TSG GERAN WG2 Meeting #49
01-03 March 2011
Chengdu, P.R.C.
