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1
Introduction
One important use cases for extended IMS media plane security features is conferencing. The conferencing solutions in IMS are detailed in TS 24.605 which is based on TS 24.147.  Clause 4 in TS 24.147 gives the following overview of IMS conferencing features:

The conferencing service provides the means for a user to create, manage, terminate, join and leave conferences. It also provides the network with the ability to give information about these conferences to the involved parties.

The network operator or the user may apply membership and media policies to a conference. The functionality for conference policy control (with a respective standardised protocol) is felt to be essential for a complete IMS conferencing service but is not specified in this version of IMS conferencing and is for further study.

Conferencing applies to any kind of media stream by which users may want to communicate, this includes e.g. audio and video media streams as well as instant message based conferences or gaming. Floor control, as part of the conferencing service offers control of shared conference resources at the MRFP using BFCP RFC 4582.

The framework for SIP conferences is specified in RFC 4353.

This contribution describes three main use cases. The included pCR gives a high level introduction to the corresponding SIP signalling.

2
Use cases
There are three common conferencing use cases: 

1. Planned conference. This kind of conference is what we usually experience when we have telephone conferences. Dial in information is retrieved from the conference system outside of the IMS system itself and the needed resources may be pre-booked. All conference participants call into the conference bridge. 
2. Ad hoc conference. An ad hoc conference is created on the fly. An IMS user is the originator of the conference and calls the conferencing service (conference factory) to order allocation of a conference bridge. Other participants may be invited by the conference bridge or by the originator or by other conference participants.
3. Three party conference. This is a type of conference is an ad hoc conference with some extra features. One user initiates sessions with two other users and then joins them in a conference.  Usually the originator of the conference can toggle between the conferencing and peer-to-peer sessions.
3
Proposal

It is proposed that the pCR in caluse 4 is approved for inclusion in the TR on Extended IMS media plane security features.

4
pCR

***** Start of first change *****
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Y
IMS Conference solutions

Y.1
Introduction

Y.1.1
General

An overview of the IMS conferencing service is given in TS 24.147 [X1]. The conferencing service provides the means for a user to create, manage, terminate, join and leave conferences. The conference system also can provide information (notifications) about conference events to the conference users. Conference users SUBSCRIBE to the information. 

Conferencing applies to any kind of media stream by which users may want to communicate, including audio and video media streams as well as instant message based conferences and gaming. It is optional to support floor control. Floor control is implemented using BFCP (The Binary Floor Control Protocol) [X2]. BFCP transport is TCP.

The conferencing service is implemented in an AS together with an MRFC and a MRFP.  The functional split and the interfaces between these entities are depicted in Figure Y.1-1 (copy of figure 4.1 in TS 24.147)


[image: image1]
Figure Y.1-1: Functional split between the AS, MRFC and MRFP

The Focus (see Figure Y.1-1) in a conference solution is a SIP user agent that is addressed by a conference URI and identifies a conference. The focus maintains a SIP signalling relationship with each participant in the conference.  The focus is responsible for ensuring, in some way, that each participant receives the media that make up the conference.  The focus also implements conference policies.  The focus is a logical role. 

Figure Y.1-1 indicates that the network operator or the user may apply membership and media policies to a conference. Policy control mechanisms are currently not standardized.

In IMS, only ad hoc conferencing is specified. Ad hoc conferences are, as their name implies, instantiated on the fly by a user. Planned, pre-established conferences, often use non-IMS means to create the conference. 

The protocol used for the Mr reference point is SIP. The Cr reference point allows interaction between an Application Server and an MRFC for media control and session control. The Mp reference point allows an MRFC to control media stream resources provided by an MRFP.

Y.1.2
Immediate security observations/requirements

To secure an IMS conference the following types of security should be considered:

-
Key management. The natural place to perform key management is the AS. This means that media plane keys have to be transported from the AS to the mixer over the interfaces between the AS, MRFC and MRFP. Requirements on the protection of these interfaces has to be evaluated. 
-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service.
-
Media plane security. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. It should be evaluated if the media sent out from the mixer could be ciphered with a key common for all users and thus not have to be individually ciphered for each conference participants.

-
Event packages. Event packages may carry security sensitive information and should thus be protected. This means that NOTIFY messages have to be protected and such protection is investigated in the clause on session-less messaging

-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.

-
Conference server "internal" interfaces.  It should be evaluated which the security requirements on the internal interfaces in the conference service are. 

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants' identities. 

Y.2
Use cases

Y.2.1
Ad hoc conferencing

Y.2.1.1
Main events 

This clause gives a high level description of the main events in a creating and running a conference. For a detailed and complete description see TS 24.605 [X3] and TS 24.147 [X1].

A user creates a conference by sending an INVITE with the request URI being a "conference factory URI".  In a response the user gets a conference URI addressing the created conference. The INVITE creating the conference may contain a list of users which the conference focus shall invite as participants in the conference.

If a conference URI has been made available to users in some unspecified way, a conference may also be created on the fly when the first user calls the conference URI,

A user may join a conference by sending an INVITE with the request URI being the conference URI.

A user may subscribe to the conference event package (notifications on users joining /leaving the conference etc)

A conference participant can invite other users to the conference by

1)
Inviting a user to a conference by sending a REFER request to the user directly; or 

2)
Inviting a user to a conference by sending a REFER request to the conference focus.

A conference participant may leave the conference by sending a BYE to the conference focus. The conference focus may drop a participant by sending a BYE. A conference participant may request that another conference participant is removed from the conference by sending a REFER to the conference focus with a Refer-To header having the "method" parameter set to "BYE". Normally, when the user that created the conference (the conference owner) leaves the conference, the conference is closed and the conference focus sends BYE to all participants.
When the last conference participant leaves the conference the media plane resources atre released.
Y.2.1.2
Three party conferencing

A three party conference is an ad hoc conference with some extra features. One user initiates sessions with two other users and then joins them in a conference.  The initiating user first puts both his sessions on hold, creates the conference, and the REFERs the user to join the conference. In some implementations the originator of the conference can toggle between the conferencing and peer-to-peer sessions.

Y.2.2 
Planned conferences

Even though planned conferences aren't explicitly standardized they should be supported by the key management solutions. However, from the technical point of view the use case is simple. All participants in the conference call into the conference bridge. How they got the URI to call is out of scope.

***** End of changes *****
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