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Abstract of the contribution:This contribution argues the case for enhancing the AS security to protect S1 and X2 signalling on the Un interface
1. Introduction
The relay architecture adopted by RAN WGs involves S1 and X2 messages going over the Un interface between the RN and DeNB. It is important to encrypt this signalling because it includes important security information for UEs (e.g. security keys used by the UE). Also, it is important to integrity protect this signalling to prevent any attacker from tampering with S1 and X2 signalling (tampering can be a problem on the S1 and X2 interfaces given the message structures are well known).
This paper proposes to use Access Stratum (AS) security mechanisms to provide both the encryption and integrity protection functions.
2. Discussion

2.1 Description of enhanced AS security for Relay

In existing LTE systems, the signalling radio bearer (SRB2) provides encryption and integrity protection to RRC signalling messages using access stratum keys, while the user plane bearers only provide encryption. 

The AS security functions can be extended to X2 and S1 signalling messages in two ways:
Option 1: Carry X2 and S1 signaling messages over SRB2, and introduce a new payload type in RRC to indicate that the message carried is a backhaul signalling message. This will be similar to the way NAS messages are carried by RRC over SRB2.

Option 2: Define a new SRB (e.g. SRB3) for Relays, and carry the S1 and X2 messages over this new SRB.

With both these options, S1 and X2 messages benefit from encryption and integrity protection at AS level.

2.2 Which solutions could use enhanced AS security

In solutions 1 and 2 from S3-100656, IPsec/IKE  plays an important role in authenticating the Relay Node as a device. Hence for these solutions, it is not possible to just replace the IPsec/IKE with enhanced AS security as this would change the security assumptions.

For solution 3 embedded AKA, solution 4 using a secure channel between RN and UICC provided that there is a one-to-one mapping of RNs and UICCs and solution 5 enhanced AKA to include device authentication could all replace the IPsec with enhanced AS security. This is because the newtork access procedures include device authentication and hence there is not need to rely on the device authentication provided by the IPsec. 

Proposal 1: It is proposed that solutions 3 to 5 in the relay living document are modified to allow the use of enhanced AS security instead of IPsec for the S1 And X2 signalling. A proposal for this is in the pCR below.    
2.3 Advantages of enhanced AS security

There are two possible approaches to provide security to S1 and X2 signaling messages.

· IP Sec between the RN and DeNB

· Enhanced AS security between the RN and DeNB 
Enhanced AS security has the following advantages:
· AS security setup does not involve extra round trips beyond the ones needed for existing Attach, compared with IPSec which needs its own handshakes in addition to the radio level attach.

· AS security could make a transition to mobile RNs simpler as it could be automatically established at handovers

· Less overhead than IPsec method 

Based on the above advantages of AS security, we propose:

Proposal 2: Include the above advantages in clause 5.1.3 (which is incorrectly numbered as the second clause 5.1.2) in the relay living document. A proposal for this is in the pCR below.    
Proposal 3: Adopt enhanced AS security to provide encryption and integrity protection to S1 and X2 signaling messages in preference to IPsec in the solutions that allow either method. 

If access stratum based security is desired by SA3, then RAN2 can be requested to confirm the feasibility of such a design. Given that relay work is ongoing in RAN2/3, we believe that this additional work in RAN2 is quite feasible.
3. pCR to capture proposals 1 and 2

**************** First Change ********************
5.1.2 Comparison of Options

For radio network performance impact, using NDS/IP on all Un user plane data is low efficiency, and for this reason, Option 2 may be better. If only S1 signalling traffic applies NDS protection, the performance degradation of option 1 is insignificant.
If NDS/IP is not adopted at all, the Un security has to be modified to provide integrity protection in the Un user plane at least for the PDCP PDUs including S1 signalling, which may bring changes to Un PDCP protocol. This method has the following advantages:
· AS security setup does not involve extra round trips beyond the ones needed for existing Attach, compared with IPSec which needs its own handshakes in addition to the radio level attach.

· AS security could make a transition to mobile RNs simpler as it could be automatically established at handovers

· Less overhead than IPsec method 
With regard to option 3, NDS/IP protection will not only bring more overhead, but also cause too much complexity for the PDCP header compression (i.e. ROHC). Also, if a part of the traffic on the Un interface is to be protected by AS security, the impact to the current AS security mechanism will be quite large. 
**************** Next Change ********************

7.4 Solution 3 –AKA credentials embedded in RN

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.4.1 General

In this solution, the AKA credentials used to establish the AS level security between the RN and DeNB are embedded directly into the RN (e.g. in the secure environment of the RN).  This means that there is no UICC required. 
Either IPsec or enhanced AS security could be used to protect the S1-AP and X2-AP across the Un interface. AS level security is used to protect the user plane.
7.4.2 Security Procedures

Either enhanced AS or IPsec exactly as for eNBs as described in clause 11 of TS 33.401will be used to protect the S1-AP/X2-AP interface between the RN and DeNB.  The use of IPsec or enhanced AS level security established from credentials directly on the RN prevents attacks 1, 3 and 4b. If IPsec is used, the overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

As the AS level security is established from credential directly on the RN, this means that the RN is device authenticated at the network access layer and hence all of the threats 2, 4c, 4d are mitigated. Threat 5 is not a problem as that interface does not exist in this solution.  

7.4.3 USIM Aspects in RN scenarios

None as there is no USIM.
7.4.4 Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs. 

AKA credentials also need to be provisioned into the RN.
7.5 Solution 4 – Secure channel between RN and USIM

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.5.1 General

This solution uses either IPsec or enhanced AS security to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane. It also uses a binding between the RN and UICC to protect the transfer of E-UTRAN keys over this interface. 
7.5.2 Security Procedures

Using IPsec exactly as for eNBs as described in clause 11 of TS 33.401 or enhanced AS with the secure channel as discused in clause 7.5.3 to protect the S1-AP/X2-AP interface between the RN and DeNB will  prevent attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.
Editor’s Note: The above is only true for the enhanced AS security provided that the is a one-to-one mapping between RNs and UICCs
7.5.3 USIM Aspects in RN scenarios

Secure Channel, mechanism, as specified in ETSI TS 102 484, shall be used between the UICC and the RN to prevent attacks 1, 2 and 5. This mechanism will prevent the removal of UICC from a genuine RN and its usage in a rouge RN, prevent also the usage of fake UICC in a real NB, and eliminate possibility to capture and manipulate information communicated between UICC and RN
7.5.4 Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs.

7.6 Solution 5 – Enhanced AKA to include device authentication

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.6.1 General

In this solution, the authentication procedures are enhanced between the network and RN in order to provide mutual authentication based on credentials stored on the RN. Either IPsec or enhanced AS security is used to protect the contol plane signalling. The user plane traffic will be protected by the AS level security.
7.6.2 Security Procedures

The EPS AKA procedure is run to authenticate the UICC in the RN and the network. The AKA run also provides the keying material for the AS level security. Additional IEs are included in the some NAS messages in order to provide authentication between the RN and network based on credentials stored on the RN. The exact details of how to do this are still FFS.
Using either IPsec exactly as for eNBs as described in clause 11 of TS 33.401 or enhanced AS security to protect the S1-AP/X2-AP interface between the RN and DeNB will prevent attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic. 
The user plane data is proteced by the AS level security. This would prevent threats 2, 4c and 4d, but without further security mechanisms, threat 5 could be used to launch similar attacks. 

7.6.3 USIM Aspects in RN scenarios

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
7.6.4 Enrolment procedures for RNs for backhaul link security 

This is FFS as it is not yet known whether the same credentials can be used at the IKE and E-UTRAN layer. 

