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Abstract of the contribution:This contribution considers the possible security threats to the Relay Node as a device, i.e., device security for the Relay Node.  
Discussion
The current living document on ‘Key Issues of RN Architectures’ has identified multiple security threats to Relay Nodes that can be mitigated by device authentication.  For example, mentioned in threat 1, section 2.3, when a removable authentication token/UICC is used for subscriber authentication for the RN, a valid UICC/authentication token can be used in a rogue RN introducing a security threat.  Device authentication was considered in the current draft as a countermeasure for this particular threat. Other threats, for which device authentication is a counter-measure include threat 4 (impersonation of a RN to attack the network) and threat 7 (DoS type attacks).

To perform device authentication, the Relay Node uses sensitive credential information that need to be securely stored and handled in the RN. The protection of the credentials used for device authentication and the binding of these credentials to the RN itself should preferably be independent from the protection mechanism used for the subscription credentials.  Such need gives cause to the addition of a Relay-node Secure Environment (RSE) on the device, which at least protects the credentials and operations of device authentication.  
Proposal

It is proposed that SA3 agree with the above analysis regarding relay node device security. It is further proposed that SA3 agree to the below pCR text for the living document
pCR Text

***************  START OF FIRST CHANGE ****************

6. Device Security

6.1 Secure storage of sensitive data
 
Within a relay node, sensitive information such as any shared keys, IPsec certificates, or sensitive material used in key-derivation, shall be securely stored. This means that only authorized and authenticated entities can retrieve or modify such secured information.  This also may mean that freshness of authorized stored sensitive information should be maintained. 

Any algorithms and calculations acting on sensitive information should be protected, such that they do not leak any sensitive information before, during or after their execution to unauthorized parties.

**************** END OF FIRST CHANGE ****************
***************  START OF SECOND CHANGE ***********
6.3 USIM aspects

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

When a RN attaches to the network via the legacy UE attach procedure to authenticate the UE, the legacy USIM shall be used in authentication. Preventing the attacks on removable USIM in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and USIM together, a logical binding for example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.

Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.
The UICC is distinct from the Relay Node as a physical entity, and is dedicated to the identification and authentication of the subscriber towards the MNO. Since the UICC contains the credentials used to authenticate the Relay Node subscription and could be removed from the RN, the UICC should be bound to the Relay Node physically (i.e., static UICC should be used) or cryptographically. Also, if a removable UICC is used, any removal of it from the Relay Node should be alerted to the network. 
Editor’s Note: It is FFS if a removable or static UICC is necessary in the Relay Node 

**************** END OF SECOND CHANGE ****************
***************  START OF THIRD CHANGE ***********
6. 5 
Relay-node Secure Environment (RSE)
A RN should be equipped with a secure environment for the execution of security-sensitive operations (e.g. computation of sensitive material used for device authentication) and protected storage of sensitive information (e.g. keys). This environment can be referred to as a Relay-Node Secure Environment (RSE). 

A RSE should provide isolation of the RSE versus its surrounding to protect from unauthorized access and tampering of its contents. The security of the RSE should be assured by physical security of appropriate component(s) and storage that protects data it manages from unauthorized access and tampering. 

A RSE should be protected by an initial secure start-up process, where the RSE is locally ensured to reach a determined, trustworthy state. Establishment of the trustworthy state allows for the extension of the secure start-up process to the operating system and other software at operation time. 
A RSE should protect functions and critical security parameters needed to securely perform Relay Node device authentication procedures with the network. 

If any security-sensitive function, cryptographic keys or other credentials (such as those that relate to the Relay Node’s identity) need to be provisioned, the RSE should support secure provisioning of such information into itself.  Such provisioning process may require secure out-of-band processes.

A RSE should have cryptographic capabilities needed to perform device authentication and other security-sensitive functions.  A RSE may be able to set up and use secure channels with other parts of the Relay Node. 
**************** END OF THIRD CHANGE ****************



























































































































































































































































































































































































































































































































