3GPP TSG-SA3 (Security)
S3-100831
SA3#60, 28 June – 2 July; Montreal, Canada
revision of S3-10xyzw
Source:
Gemalto, Sagem Orga (Morpho)
Title:
Relay Node: USIM terminology
Document for:
Discussion and approval 
Agenda Item:


Work Item / Release:


Abstract of the contribution: This pseudo-CR proposes to homogenize terminology used to refer to UICC or USIM.
1. Introduction

This contribution is a pseudo-CR to homogenize terminology used to refer to UICC or USIM. 
2. Discussion
The term UICC is used to refer to a physically secure device (smart card) that may contain one or more applications.  The USIM is an application hosted on the UICC. 

The term USIM is replaced by the term UICC when the description addresses the removability aspects. 

It is proposed to replace the title “USIM aspects” by “UICC aspects” since the term UICC is more generic than the term USIM. 

In the case of the description of logical binding, the terms USIM and UICC could be used and they do not refer to the same solution. Logical binding between RN and USIM could refer to a secure channel at application level in the UICC, while logical binding between RN and UICC could refer to a secure channel at platform level in the UICC. Consequently, there is no change to USIM or UICC terms in the context of logical binding in order to not modify the proposed solution. 
3. Proposal: pseudo-CR
First Change

2. Threats 

2.1 General

Threats can be considered at several stages of the development of a security architecture. General threats apply when no security mechanisms are in place yet; residual threats still apply with certain security mechanisms already in place. General threats are handled in this clause; residual threats are addressed in clause 4 on security procedures.

2.2 Assumptions for threat analysis

As the relay architecture is based on the already existing LTE architecture, the following assumptions are made when analysing the security threats to the relay architecture:

· A removable UICC is inserted into the RN to provide authentication between itself and the network to establish the bearer(s).

Editor’s note: if the UICC is not removeable, the applicability of threats is FFS.  The acceptability of non-removeable UICC is FFS.

· AS level encryption is switched on between the RN and DeNB. 

· The DeNB will have some secure environment that is assumed that an attacker will not compromise 

· Everything from the DeNB upwards (towards the network) is secure and will use macro network security mechanisms (such as NDS/IP).

These assumptions are made purely for the purposes of understanding the security threats and any solution is not restricted to follow these assumptions. 

2.3 Security threats

Despite the security assumptions made in the previous section, the introduction of a RN into the network introduces some new security threats to E-UTRAN, namely:

· Impersonation of a RN to attack the user(s) attached to the RN 

· Attacks on the Un interface between RN and DeNB 

· Inserting a MitM 

· Attacking the traffic

· Impersonation of a RN to attack the network

· Attacks on the interface between the RN and UICC

· Attacks on the RN itself

· DoS Attacks

1. Impersonation of a RN to attack user attached to RN 
To perform the attack, the attacker removes the UICC from a real RN and inserts it into their own Rogue RN as shown in the below figure. As there is no authentication of the RN as a device (only the subscription that is inserted in the RN), the network can not detect the Rogue RN, and hence keys related to the user-UE will be passed to the Rogue RN. This enables a user to attach to the Rogue RN and hence the user’s security will be compromised. This shows that it is essential to perform some type of device authentication of the RN.
[image: image1.png]
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2. MitM on the Un interface between RN and DeNB 
This can be considered to be a variant of the above attack, but it is essential to consider as it illustrates that some care must be taken on the method of authenticating the RN device. In this attack, an MitM Node is inserted in between the RN and DeNB. This MitM node is created by taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key. It also requires inserting the real UICC into the MitM node. This is illustrated in the below figure.

[image: image29.emf]
Man-in-the-Middle (MitM) Node
The real RN will connect to the MitM node and the MitM node can connect to the real DeNB. The MitM node can transparently transmit, receive, view, and modify the traffic between the real RN and the DeNB without either of those nodes being aware of it. Hence the security of any user connected to the real RN is compromised. The MitM can eavesdrop on, modify, and inject user traffic even if the user related keys are protected by IPsec between the MME serving the UE and the RN. The important security point illustrated by this attack is that not only is it essential to perform device authentication of the RN, it is important to ensure that all security tunnels from the RN terminate in the real network instead of in a MitM node.   

Editor’s Note: Whether the attcak described above is feasible to launch is FFS.

3. Attacking the traffic on the Un interface between RN and DeNB 
The interface between the RN and DeNB is based on the standard E-UTRAN air interface. This provides optional confidentiality for all traffic between the EN and DeNB, but all the non-RRC signalling traffic between the RN and DeNB is not integrity protected. The confidentilaity protection could be used to encrypt the traffic on this interface, but if this security is not available for RN’s node, then some other method  of providing confidentiality will be needed. While this may be accepteable for user traffic from the UE, this may not be acceptable for signalling traffic (either S1-AP or X2-AP) from RN to network. This means that either the Un interface may to enhanced from a standard E-UTRAN UE-eNB interface or some other method of protecting the S1-AP and X2-AP signalling across the Un interface needs to be used.

4. Impersonation of a RN to attack the network
A Rogue RN (as described in Threat 1) could insert essentially four types of traffic into the network:

a. NAS signalling towards the MME-RN – the same attacks could be done with a Rogue UE so are not important for the RN security analysis
b. S1-AP or X2-AP signalling
c. Insert data on behalf of a user 
d. User plane traffic to get free IP connectivity
This threats could be mitigated by ensuring device authentication of the RN before such traffic is accepted or being aware of such threats and mitigating them in other ways.

5.  Attacks on the interface between the RN and the UICC

The data that travels across the RN to UICC interface is not protected. This means that while an attacker may not be able to compromise the behaviour of a RN, it may be possible for the attacker to get hold of the keying material that is transferred across this interface. Access to these keys would provide the attacker with access any data protected by these keys and also allow the attacker to insert data that would be protected using these keys. In particular the attacker could set up a MitM node as described in threat 2.
6. Control of the RN platform

All traffic, apart from NAS-UE signalling between UE and MME-UE, is available inside the RN platform in the clear. So, when an attacker controls the RN platform eavesdropping and modification of this traffic is possible. 

7. DoS type attacks
When the attacker removes the UICC, RN without UICC can’t be authenticated by the network. So the legal RN can’t connect to network and provide services. The attacker could also insert the UICC into another RN, then the topology of access network will be changed and cause interference problem to other eNB.
3. Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MME needs to be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN needs to be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed.
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, UICC aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail

4. Security Architecture

4.1 Security protection type for relay node on User UE’s S1 interface and X2 interface

4.1.1 Analysis

In the Alt 2 which is selected by RAN2/RAN3, there are 2 kinds of GTP tunnels exists: the tunnel between RN and DeNB and the tunnel between DeNB and core network. DeNB should decompress the message from one tunnel and switch them to the other. So if the data is encrypted, DeNB needs to decrypt the data first.
When User UE’s signaling or user data transferred to relay node, there are 2 kinds of protections between relay node and core network entities for S1 interface and X2 interface: end to end protection and hop by hop protection

· When E2E protection is used to protect UE’s message between relay node and User’s MME/SGW in S1 interface, or between relay node and another eNB during User UE’s handover, User UE’s messages are transferred directly from relay node to User UE’s MME/SGW which are transparent to the DeNB. So DeNB cannot compose the messages in this assumption.
· When H2H protection is used to protect UE’s message between relay node and User UE’s MME/SGW, or between relay node and another eNB during User UE’s handover. The protection will be applied into 2 hops separately. One hop is between relay node and DeNB, and the other is between DeNB and network entities(User UE’s MME/SGW or another eNB). Under this assumption, DeNB should decrypt data from one link then switch the plain data to another link. So DeNB can compose message in this case.

So hop by hop protection is proper to be used in relay’s alternative 2 architecture.
4.1.2 Security protection architecture

Then, based on the analysis above, when the protection is applied to relay node and network entities, hop by hop protection model shall be used in the relay architecture

5. Security Procedures

5.1 Analysis of Un interface security

Editor’s Note: General: Multi-hop relaying and mobile relays were not considered in the comments. They may require additional considerations.
5.1.1 General aspect on Un security for Relay architecture

Relaying functionalities shall support the TNL of S1-MME and S1-U interface, and hence a function to ensure the secure transport over the Un interface needs to be defined. Since it is considered that a RN can be seen both as a UE and as an eNB in the network, for Un interface, AS security provided by PDCP [xx], or network domain security provided by NDS/IP [yy] or their combination could be applied. In the typical network deployment, the SEG within the operator network is implemented as standalone node in order to gain the concentration effect. In this document SEG to secure DeNB and the EPC node is named ‘native SEG’. 
Editor’s Note: It is assumed that the native SEG is the one that would be present anyhow according to the current EPS security architecture in TS 33.401 when the DeNB would not serve any RN. 

Therefore, based on the abovementioned RN roles, the security over the Un interface is ensured by AS security and/or NDS/IP, respectively in the different layer illustrated in Figure 5.1-1.
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Figure 5.1-1: General aspect on Un security
5.1.2 Analysis of options for Un interface security 
Figure 5.1-2 shows possible options on the Un interface security in the architectural alternative selected by RAN. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. 
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Figure 5.1-2: Un interface security options 
<numbering of options needs to be adapted from “Option 2-x” to “Option x”>
5.1.2.1 Option 1: NDS/IP and AS security over the Un interface

5.1.2.1.1 General
Editor’s Note: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed. 

Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
Editor’s Note:  The following is for further study: The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. 

Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB.
5.1.2.1.2 Residual Threats for Option 1

5.1.2.1.2.1 NDS/IP for all user plane traffic on Un
Assumption: AS security is established between RN and DeNB as part of the RN attachment involving the UICC-RN and the MME-RN. As soon as the Data Radio Bearers (DRBs – Un user plane) have been established, one or several IP security associations are established between RN and DeNB. As part of this process, the integrity of the RN platform is validated by the network. All traffic over DRBs is protected by IPsec. 

Residual Threat: threats of eavesdropping on and modification of traffic of DRBs is satisfactorily addressed by platform integrity and use of IPsec. As RRC traffic cannot be protected by IPsec it needs to be considered separately. The main threat to RRC seems to be that an attacker modifies bearers on Un. This seems to be possible when an attacker knows the RRC integrity key.

Editor’s Note: threats to AS security for RRC over Un need further study. In particular: how can an attacker obtain knowledge of the RRC integrity key? 

The AS security provided to DRBs does not harm, but does not seem to provide an additional advantage either.

5.1.2.1.2.2 NDS/IP for part of the user plane traffic on Un
Assumption: same as for 5.1.2.1.2.1 except that not all, but only S1-UE, traffic over DRBs is protected by IPsec. 

Residual Threat: neither RRC nor UP-UE traffic are protected by IPsec. (UP-UE  = user plane data sent by UE.) In addition to the remarks made on RRC in 5.1.2.1.2.1, the attacker could eavesdrop on UP-UE. An attacker could e.g. fraudulently establish an RN-DeNB radio connection via a MitM as described for threat 2 in section 1. 

Depending on the way in which the attacker obtains knowledge of the keys it may not be enough to ascertain that the IPsec SAs and AS security have the same endpoints, i.e. that all security tunnels from the RN terminate in the real network instead of in a MitM node may not be sufficient. It may neither be sufficient to bind the USIM to the RN, e.g. by using EAP-AKA inside IKEv2 in the way done for HeNBs. 

Editor’s Note: threats to AS security for RRC and UP-UE over Un need further study.
5.1.2.2 Option 2: AS security over the Un interface
5.1.2.2.1 General
The main issue with this approach is that S1 signalling packets are delivered over the Un user plane, which does not provide integrity protection. But integrity protection for S1 signalling is mandatory, so Option 2 must be ruled out unless Un security is modified such that integrity protection is provided in the Un user plane at least for PDCP PDUs carrying S1 signalling. This may, however, run counter to the intention to re-use the Uu protocol for Un. 

An issue with this alternative is that it may require strong assurance of a binding of USIM and RN. Current eNBs do not provide this binding feature while they do currently allow to anchor IPsec credentials in the secure part of the eNB platform, thus providing a secure anchor for NDS/IP.

The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.
5.1.2.2.2 Residual Threats for Option 2

Assumption: all user plane traffic over Un is protected only by NDS/IP security. 

Residual Threat: as already noted in 5.1.1 AS security is needed at least for RRC. In order to be able to switch off AS security for DRBs, while still maintain confidentiality for RRC, a modification of Un with respect to Uu would be needed. Apart from this, the same considerations as for 5.1.2.1 apply.

Editor’s Note: threats to AS security for RRC over Un need further study. 
5.1.2.3 Option 3: NDS/IP over the Un interface

5.1.2.3.1 General
At least RRC traffic needs to be protected by AS level security and cannot be protected by NDS/IP. If a part of the traffic on the Un interface is to be protected by AS security, then RAN3 should be aware that the same algorithms must be chosen both for DRB and SRBs based on the current AS security mode procedure. In particular, if you have non-NULL ciphering on RRC then you cannot switch off ciphering in the user plane at the same time, cf. 33.401, 7.2.4.2.1. This could imply that you would need a relay-specific AS Security Mode Command procedure for Un.

The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. 

Editor’s Note: It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. 

Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
In this option, the secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. 
Additionally, secure IP transport would have to be provided for UE user packets between the DeNB and the S-/P-GW(UE). The DeNB could use the different destination IP addresses as selectors in this case. 

Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.
This would imply that the outer IP headers would not be protected. 

Editor’s Note: While this requires some further study, we have so far not identified a problem with this.
For the same reason as option 1, the native SEG and another SEG are needed.
Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
5.1.2.3.2 Residual Threats for Option 3

Assumption: all traffic over Un is protected only by AS security. 

Residual Threat: as already noted in 5.1.1, integrity protection of S1-UE is required, but can be only guaranteed if the AS security mechanisms on Un are modified with respect to Uu as Uu does not provide integrity on DRBs. Furthermore, all threats that apply to RRC and UP-UE in case 5.1.2.2.2 now apply to all traffic over Un.

Editor’s Note: threats to AS security for all traffic over Un need further study. Integrity protection for S1-UE traffic needs further study.
5.1.2 Comparison of Options

For radio network performance impact, using NDS/IP on all Un UP plane data is low efficiency, and for this reason, Option 2 may be better. If only S1 signalling traffic applies NDS protection, the performance degradation of option 1 is insignificant.
If NDS/IP is not adopted at all, the Un security has to be modified to provide integrity protection in the Un user plane at least for the PDCP PDUs including S1 signalling, this may bring changes to Un PDCP protocol, and for the protocol consistency reason. 

W.r.t option 3, NDS/IP protection will not only bring more overhead, but also cause too much complexity for the PDCP header compression (i.e. ROHC) Also, if a part of the traffic on the Un interface is to be protected by AS security, impact is quite large to the curren AS security mechanism. 
5.2 Security for the RN NAS traffic

The security for the NAS traffic between the RN and the RN's MME shall be established  and maintained as for any UE accessing LTE. built in security of the NAS layer shall provide ciphering and integrity protection for the NAS traffic.
5.3 Security for the RN RRC traffic

The security for the RRC traffic between the RN and the DeNB over Un may be established and maintained as for any RRC connection over Uu.
5.4 Mutual Authentication

Editor’s Note: Mutual authentication between RN and network shold be considered.

5.5 Enrolment procedures for RNs
Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 

5.5 RN management

Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.

6. Device Security

6.1 Security storage of sensitive data
Editor’s Note: RN sensitive data, such as IPsec certificates and pre-shared keys, need to be stored in a secure way.

6.2 Device Integrity check
Editor’s Note: Upon booting or before connecting to the network, the device integiry check may need to be performed, for the sake of RN validation.
6.3 UICC aspects

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

When RN attaches to the network via the legacy UE attach procedure to authenticate the UE, the legacy UICC shall be used in authentication. Preventing the attacks on removable UICC in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and UICC together, a logical binding foe example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.

Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.
6.4 Location verification

Editor’s Note: The location of RN has effect on network performance and RN configuration. So the location e.g. Geographical information, surrounding radio environment, needs to be varified.

Editor’s Note: The need for location security if FFS.
7 Proposed Solutions

7.1 General

This clause contains some proposed solution of relay security.

7.2 Solution 1 – IPsec for control and user plane

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.2.1. General

This solution proposes to use IPsec between the RN and DeNB to protect both the user plane and control plane signalling. In many ways, this is the default option as it matches the standardised solution in the macro network. 
7.2.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The S1-U and X2-U interfaces are protected by IPsec as described in clause 12 of  TS 33.401. While this might not be suitable for all deployments due to the overhead of using IPsec on small user plane packets, it is resaonable solution for the deployments when media traffic such as RTP will not be carried over LTE. It also has the advantage of requiring no protocol enhancements over the macro network. Using IPsec for both control plane and user plane solves attack 2 in the sense that while there could still be a MitM node, all the genuine UE related traffic available in the MitM node is protected. 

Threat 4c is solved as the DeNB is the endpoint of the IPsec tunnels and hence there is no way a MitM could data on behalf of the user. 

The risk of threat 5 is at least partially eliminated as the keys from the UICC will not be used to protect an data from a geniune UE or S1-AP/X2-AP signalling related to a UE. 
7.2.3. UICC Aspects in RN scenarios

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

7.2.4. Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 
7.3  Solution 2 – IPsec for control and user plane with certificate and AKA authentication in IKE

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.3.1 General

This solution uses IPsec to protect the signalling traffic over the Un interface and the AS level security to protect the user plane. In addition while using IKE to establish the IPsec, EAP-AKA is run in addition to the certificate based authentications as described from the H(e)NB cases. 

Editor’s Note: Additional criteria are needed to ensure that the binding between AKA and certificate based authentication ensures tha security of AS level commuication, e.g. the same USIM is used in both authentications 

7.3.2 Security Procedures

In this solution, when IPsec for S1-AP is being established, an EAP-AKA is run in addition to the certificate based authentication exactly as has been described in clause 7.3 of TS 33.320. This has the effect of binding the RN device authentication to the RN subcription authentication. It is not necessary for the network to keep track of the pairings between UICCs and RNs. Successful completion of this combined authentication assures both the network and RN that a geniune UICC is inserted in the RN. Hence the endpoint of both secure tunnels from the RN must be a node in the genuine network. 

IPsec will be used to protect  the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

This solution prevents attack 2 from working as the RN will not attach to the MitM node. 

Attack 4c can be prevented as the is aware of which UE are attached to which RNs and hence it can prevent a rogue RN from inserting traffic belonging to the UE that is not connected to it.
7.3.3 UICC Aspects in RN scenarios

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
7.3.4 Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 
7.4 Solution 3 – IPsec for control plane and AKA credentials embedded in RN

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.4.1 General

This solution using IPsec to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane. The AKA credentials used to establish the AS level securiyt between the RN and DeNB are embedded directly into the RN (e.g. in the secure environment of the RN).  This means that there is no UICC required. 
7.4.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

As the AS level security is established from credential directly on the RN, this means that the RN is device authenticated at the network access layer and hence all of the threats 2, 4c, 4d are mitigated. Threat 5 is not a problem as that interface does not exist in this solution.  

7.4.3 UICC Aspects in RN scenarios

None as there is noUICC.
7.4.4 Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs. 

AKA credentials also need to be provisioned into the RN.
7.5 Solution 4 – IPsec for control plane and secure channel between RN and USIM

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.5.1 General

This solution using IPsec to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane.

7.5.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

7.5.3 UICC Aspects in RN scenarios

Secure Channel, mechanism, as specified in ETSI TS 102 484, shall be used between the UICC and the RN to prevent attacks 1, 2 and 5. This mechanism will prevent the removal of UICC from a genuine RN and its usage in a rouge RN, prevent also the usage of fake UICC in a real NB, and eliminate possibility to capture and manipulate information communicated between UICC and RN
7.5.4 Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs.

7.6 Solution 5 – Enhanced AKA to include device authentication

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.6.1 General

In this solution, IPsec is used to protect the contol plane signalling. The user plane traffic will be protected by the AS level security with the authentication procedures enhanced between the network and RN in order to provide mutual authentication based on credentials stored on the RN. 
7.6.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The user plane data is proteced by the AS level security. The EPS AKA procedure is run to authenticate the UICC in the RN and the network. The AKA run also provides the keying material for the AS level security. Additional IEs are included in the some NAS messages in order to provide authentication between the RN and network based on credentials stored on the RN. The exact details of how to do this are still FFS. This would prevent threats 2, 4c and 4d, but without further security mechanisms, threat 5 could be used to launch similar attacks. 

7.6.3 UICC Aspects in RN scenarios

Editor’s Note: A UICC in a UE provides security under quite different assumptions from a UICC in an RN. What would happen if a UICC was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
7.6.4 Enrolment procedures for RNs for backhaul link security 

This is FFS as it is not yet known whether the same credentials can be used at the IKE and E-UTRAN layer. 
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