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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Rel-9 MEDIASEC work resulted in the specification of solutions for media protection over the access network (e2m) and peer-to-peer (e2e) TS 33.328 [3]. For the peer-to-peer (e2e) media plane security, two solutions were standardized

1.
a media security solution to satisfy major user categories

2.
a media security solution providing high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities. 

However, the solutions do not cope with a number of requirements and relevant use cases of which many are discussed in TR 33.828 [2]. Solutions for use cases like conference (group) calls, protection of non-RTP media, deferred delivery, video/media on demand, AS-terminated media security and transcoder functionality described in TR 33.828 [2] and some widely used use cases like recording of protected media, communication diversion,  and single radio voice call continuity (SRVCC) have not been addressed. It is therefore desirable to continue to study and develop solutions for these use cases and to evaluate which normative standardization work that is needed. 

1
Scope

The present document details relevant use cases/services for different user groups and corresponding solutions for IMS media plane security which are not covered by TS 33.328 [3]. The corresponding requirements in the Rel-9 study documented in TR 33.828 [2] will be used as a basis. The covered use cases/services are: conference calls, protection of non-RTP media, early media, communication diversion, deferred delivery, protected media recording, video on demand, AS-terminated media security, transcoder functionality and SRVCC. Example user groups are enterprises, National Security and Public Safety (NSPS) organizations, different government authorities, and general public.
Editor's Note: The list of covered use cases/services shall be updated when the study is finalized.

Editor's Note: It is for further study whether protection of early media is possible in IMS.


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.828: "IP Multimedia Subsystem (IMS) media plane security".

[3]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[4]
3GPP TS 24.147: " Conferencing using the IP Multimedia (IM), Core Network (CN) subsystem".

[5]
IETF RFC 4583: " Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".

[6]
3GPP TS 24.605: "Conference (CONF) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".
[7]
3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Overview






5
IMS Conference solutions

5.1
Introduction

5.1.1
General

An overview of the IMS conferencing service is given in TS 24.147 [4]. The conferencing service provides the means for a user to create, manage, terminate, join and leave conferences. The conference system also can provide information (notifications) about conference events to the conference users. Conference users SUBSCRIBE to the information. 

Conferencing applies to any kind of media stream by which users may want to communicate, including audio and video media streams as well as instant message based conferences and gaming. It is optional to support floor control. Floor control is implemented using BFCP (The Binary Floor Control Protocol) [5]. BFCP transport is TCP.

The conferencing service is implemented in an AS together with an MRFC and a MRFP.  The functional split and the interfaces between these entities are depicted in Figure 5.1.1-1 (copy of figure 4.1 in TS 24.147 [4])


[image: image3]
Figure 5.1.1-1: Functional split between the AS, MRFC and MRFP

The Focus (see Figure 5.1.1-1) in a conference solution is a SIP user agent that is addressed by a conference URI and identifies a conference. The focus maintains a SIP signalling relationship with each participant in the conference.  The focus is responsible for ensuring, in some way, that each participant receives the media that make up the conference.  The focus also implements conference policies.  The focus is a logical role. 

Figure 5.1.1-1 indicates that the network operator or the user may apply membership and media policies to a conference. Policy control mechanisms are currently not standardized.

In IMS, only ad hoc conferencing is specified. Ad hoc conferences are, as their name implies, instantiated on the fly by a user. Planned, pre-established conferences, often use non-IMS means to create the conference. 

The protocol used for the Mr reference point is SIP. The Cr reference point allows interaction between an Application Server and an MRFC for media control and session control. The Mp reference point allows an MRFC to control media stream resources provided by an MRFP.

5.1.2

Immediate security observations/requirements

To secure an IMS conference the following types of security should be considered:

-
Key management. The natural place to perform key management is the AS. This means that media plane keys have to be transported from the AS to the mixer over the interfaces between the AS, MRFC and MRFP. Requirements on the protection of these interfaces has to be evaluated. 
-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service.

-
Media plane security. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. It should be evaluated if the media sent out from the mixer could be ciphered with a key common for all users and thus not have to be individually ciphered for each conference participants.

-
Event packages. Event packages may carry security sensitive information and should thus be protected. This means that NOTIFY messages have to be protected and such protection is investigated in the clause on session-less messaging

-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.

-
Conference server "internal" interfaces.  It should be evaluated which the security requirements on the internal interfaces in the conference service are. 

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants' identities. 

5.2
Use cases

5.2.1
Ad hoc conferencing

5.2.1.1
Main events 

This clause gives a high level description of the main events in a creating and running a conference. For a detailed and complete description see TS 24.605 [6] and TS 24.147 [4].

A user creates a conference by sending an INVITE with the request URI being a "conference factory URI".  In a response the user gets a conference URI addressing the created conference. The INVITE creating the conference may contain a list of users which the conference focus shall invite as participants in the conference.

If a conference URI has been made available to users in some unspecified way, a conference may also be created on the fly when the first user calls the conference URI,

A user may join a conference by sending an INVITE with the request URI being the conference URI.

A user may subscribe to the conference event package (notifications on users joining /leaving the conference etc)

A conference participant can invite other users to the conference by

1)
Inviting a user to a conference by sending a REFER request to the user directly; or 

2)
Inviting a user to a conference by sending a REFER request to the conference focus.

A conference participant may leave the conference by sending a BYE to the conference focus. The conference focus may drop a participant by sending a BYE. A conference participant may request that another conference participant is removed from the conference by sending a REFER to the conference focus with a Refer-To header having the "method" parameter set to "BYE". Normally, when the user that created the conference (the conference owner) leaves the conference, the conference is closed and the conference focus sends BYE to all participants.

When the last conference participant leaves the conference the media plane resources atre released.
5.2.1.2
Three party conferencing

A three party conference is an ad hoc conference with some extra features. One user initiates sessions with two other users and then joins them in a conference.  The initiating user first puts both his sessions on hold, creates the conference, and the REFERs the user to join the conference. In some implementations the originator of the conference can toggle between the conferencing and peer-to-peer sessions.

5.2.2 
Planned conferences

Even though planned conferences aren't explicitly standardized they should be supported by the key management solutions. However, from the technical point of view the use case is simple. All participants in the conference call into the conference bridge. How they got the URI to call is out of scope.
5.3
Solution(s)

6


SRVCC

6.1
Introduction
Single Radio Voice Call Continuity (SRVCC) refers to the voice call continuity between IMS over PS access and CS access for calls that are anchored in IMS when the UE is capable of transmitting/receiving on only one of those access networks at a given time. For facilitating session transfer (SRVCC) of the voice component to the CS domain, the IMS multimedia telephony sessions needs to be anchored in the IMS.
Figure 6.1-1 shows a brief architecture of SRVCC based on the figures in TS 23.216 [7]. This architecture also applies for the roaming scenario. The MSC Server in the figure is enhanced for SRVCC. 
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Figure 6.1-1: SRVCC Architecture
An overall high level concept for SRVCC from access network (E-UTRAN or UTRAN (HSPA)) to UTRAN/GERAN is depicted in Figure 6.1-2. This figure is based on information flows taken from TS 23.216 [7].
MME/SGSN in E-UTRAN/UTRAN (HSPA) first receives the handover request from E‑UTRAN/UTRAN(HSPA) with the indication that this is for SRVCC handling, and then triggers the SRVCC procedure with the MSC Server enhanced with SRVCC via the Sv reference point if MME/SGSN has SRVCC STN-SR information for this UE. MSC Server enhanced for SRVCC then initiates the session transfer procedure to IMS and coordinates it with the CS handover procedure to the target cell. MSC Server enhanced for SRVCC then sends PS-CS handover Response to access network, which includes the necessary CS HO command information for the UE to access the UTRAN/GERAN.
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Figure 6.1-2: Overall high level concepts for SRVCC from access network to UTRAN/GERAN

6.2
Use case description
If a UE requires protected communication, after the SRVCC procedure, the media still needs to be protected, and the security should not be degraded after the handover. However, in this scenario, true end-to-end security requirement may not be always satisfied. For example, if a session is handed over to CS, the media protection may only be terminated at the PSTN-GW.
6.3
Solution(s)
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