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Annex E (normative):
TLS protocol profile

TLS end points shall support TLS with the following restrictions and extensions, except those TLS endpoints that have been defined for GBA in TS 33.220 [10] and for IMS in TS 33.203 [9]. Both TS 33.203 [9] and TS 33.220 [10] contain their own TLS CipherSuite requirements. 
-
SSL 3.0 shall not be used as it is outdated.

-
At least TLS 1.1 [17] shall be supported. TLS 1.2 [16] should be supported.

-
The rules on allowed and mandatory ciphersuites given in TLS 1.2 [16] shall be followed. In addition, the mandatory ciphersuite of TLS 1.1 [17] shall be supported. Ciphersuites with RC4 should not be used.

-
For TLS compression, CompressionMethod.null as specified in TLS 1.2 [16] is mandatory to support. Further compression methods as specified in RFC 3749 [yb] are optional to support.
NOTE: 
This specification contains TLS profile requirements when both TLS endpoints belong to an NE. However if a new TLS based UE to NE profile needs to defined, then this can be based on the existence of the above ciphersuites, if this NE needs to implement a TLS profile for NE to NE communication.

*********************** end of changes ***************************
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