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Introduction
The below pCR represents the output of an offline discussion on S3-100737, S3-100773, S3-100843 and S3-100873. During these discussion, it was felt that S3-100843 did not need to be merged with the others. Highlighted text shows changes from the original submissions. 
2
PCR
*************** FIRST CHANGE ********************

3. Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MME needs to be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN needs to be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, USIM aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail

*************** NEXT CHANGE ********************

4.1.2 Security protection architecture

Then, based on the analysis above, when the protection is applied to relay node and network entities, hop by hop protection model shall be used in the relay architecture

4.2 Security protection type for relay node about OAM communication
4.2.1 Analysis
If we want to reuse this hop-by-hop protection mechanism described in section 4.1.2 on the communication between RN and OAM system, there is a security issue that exists for the communication. 
In RN’s alternative 2 architecture, DeNB acts as a proxy and can get all communication data between RN and OAM. When OAM sends software or configuration data like configuration parameters to the RN, DeNB will get these parameters because it will switch them from the link between OAM and DeNB to the link between RN and DeNB. 
If the RN and DeNB are provided by different vendors, one vendor’s privacy about RN’s configuration data and preference will be possible known by another vendor who made this DeNB.
This risk is raised because DeNB will get the communication data between RN and OAM. So the simplest solution for this problem is to provide an end-to-end confidentiality protection between RN and OAM. As there are IPsec tunnels that exist between RN and DeNB, TLS tunnel should be used for protecting the communication between RN and OAM system. For this, the RN and the RN OAM system should be able to authenticate each other.

The ability of the OAM to configure a RN should not depend on the ability of the RN to authenticate as device.
Furthermore, there may be cases where the RN is in certain fault conditions (e.g. if the RN fails device authentication a number of times consecutively, etc) and needs to be reconfigured remotely. Therefore, the RN OAM should be able to at least attempt to (re)configure the RN under these fault conditions. 
4.2.2 Security protection architecture

Based on the analysis above, End-to-end protection model shall be used in the relay architecture for OAM communication.
*************** NEXT CHANGE ********************

5.5 Enrolment procedures for RNs

Assuming that a USIM is available in the RN, this USIM can be used to authenticate the RN to the MME and the RN can be granted IP connectivity via a DeNB,  any other eNB, or a fixed network access, e.g. at the operator’s premises. If the access provided by the DeNB is a general purpose access, it could potentially be used to get service from the network which could be misused. Therefore the MME should inform the DeNB that this RN is a only allowed restricted access. That is, the RN is only allowed to communicate with a server in the O&M network. Access restrictions could potentially also be enforced in the S-GW or PDN-GW. 

Once IP connectivity to the enrolment server is established, the same procedure used for macro eNBs can be used to enrol an operator certificate in the RN. The RN has been provisioned with a vendor certificate and corresponding private key in the factory, and uses the procedures defined in TS 33.310 to enrol the operator certificate. This gives the benefit that the certificate handling can be exactly the same as for macro eNBs and no additional procedures needs to be specified and implemented/tested.

There are two issues that need to be addressed for the above setup to work: how to ensure that the RN is only allowed to access the O&M network before it is enrolled and how to make the USIM available in the RN.

The first issue can for instance be solved by checking if the DeNB can or cannot establish the required IPsec tunnel to the RN (assuming an IPsec tunnel is used to provide integrity protection for the S1/X2 signalling). When the DeNB notices that a tunnel cannot be established, it only gives the RN IP connectivity to the server in the O&M network. Other possibilities may exist. The problem is solvable. It is noted that the MME does not have access to any information regarding if the RN has enrolled an operator certificate or not and hence cannot provide this information to the DeNB in the S1 setup for the RN (unless additional certificate based authentication is added to the NAS signalling). 

The second issue regarding how a USIM can be made available to the RN is more complex. There are several possibilities:

1. The USIM credentials are hard coded in the RN's secure environment in the factory.

2. The USIM is physically made part of the secure environment in the factory, e.g., soldered in place and the connection between the USIM and the secure environment is physically protected from access..

3. The USIM is inserted by a field engineer and is physically made part of the secure environment. A mechanical/gluing solution would be required to guarantee that the USIM integration into the secure environment.

4. The USIM is inserted by a field engineer when the RN is deployed and is not made part of the secure environment. The interface between the UISM and the secure environment may be protected or not. 

It is noted that the first and second methods makes it impossible to get a late binding between the USIM identity and the RN device identity, the location of the RN, which operator owns the credentials on the USIM etc. It is FFS how this should be resolved and if it needs to be resolved.

The third method does not allow the USIM to be removed from the RN. Requiring that the field engineer shall be able to securely make the USIM part of the secure environment puts very high demands on the competence of the field engineer and also on the trust that must be put in the field engineer. During the work on deployment of macro eNBs it was clear that there were use cases where the field engineer could not be trusted by the operator with credentials. Hence the field engineer should probably not be trusted to perform this type of operation either.

The fourth method only relies on the field engineer inserts a USIM into the RN. The USIM may be removable. If a secure channel between the USIM and the secure environment is required this infers requirements on the RN and the UICC to support such functionality, including handling and holding of the required credentials.

If a field engineer provisions the USIM during installation of the RN, there is an opportunity to include other data on the USIM as well, such as the address or identity of the enrolment server, etc.
5.6 RN management

Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.

Communication between RN and OAM system shall be protected by end-to-end model, for example, TLS.
The OAM system and the RN shall be able to mutually authenticate each other.
The ability of the OAM to configure a RN shall not depend on the ability of the RN to authenticate as device.
The OAM system should be able to attempt to (re)configure the RN remotely under certain fault conditions (e.g. if the RN fails device authentication a number of time consecutively, etc). 


Editor’s Note: 
The exact such fault condition is FFS. 
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