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1. Introduction

This contribution is a pCR on NIMTC security the living document which propose to add the group based protection in the group based optimization feature.

2. Discussion
Firstly, SA2 has already defined the feature on the signalling congestion control. Using a group-based feature is one way to solve signal congestion. So what we propose is just to align with SA1 and SA2 requirements.
· Group based MTC features, which is defined in TS 22.368 section 7.2.14, can help alleviate the signalling congestion.  Furthermore, in SA2 section 5.13.1, it describes that “An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. 

· SA2 also has defined that along with the group based optimization which is devoted to contribute on the congestion control, it may provide easier mode to control/update/charge the devices,
· SA1 has said “MTC group shall be identified uniquely across 3GPP network”. 
Secondly, signaling for protection of a large number of MTC devices could put considerable strain on the system, especially if such devices have to frequently repeat the process of sleeping and then awakening and transmitting (and authenticating each time they awake). So there will be a large signalling control overhead  per device especially.
Thirdly, an attacker can easily impersonate a MTC device which is inside the MTC group to get information. So a mechanism should be provided to prevent such an attack. 
Fourth, after authentication, it is very possible the device needs to communicate with the network independently. So each device in the group needs to have a different session key. 
So based on the reason above, we propose group based protection to shorten the signaling/data communication between a MTC group and the network. 

Conclusion: 
· Group based protection can significantly reduce the overhead to save network resource when many same-purpose M2M devices need to attach the network. So the solutions for group based protection should be studied by SA3.. 
· And for the MTC devices in one group, each may need to communicate with the network individually so an independent session key for each device is also required, even though there has group key might have been issued. So we need to consider key negotiation for each of the devices in a group with consideration that a device may be added or removed. 

3. Proposal

The following pCR is for Tdoc S3-100642, the living document on “Security Aspects of Machine-Type Communications”. 
===============Begin of Change==============

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue -  Group Based Optimization
3.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the SA1/SA2 issues or MTC features, and explanation of the assumptions and potential impact to the network and devices.

SA2 has defined the group optimization in the 5.1 of 23.888. MTC devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of MTC devices is large. The MTC devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC devices is visible from the network perspective.
Group based optimization may include many optimizations, e.g. group based charging, group based singling saving and so on. As group based addressing can significantly reduce the overhead of network resource, it may be required to protect group messages. The requirements and solutions for group based protection need to be studied further. 
For the MTC devices in one group, each may need to communicate with the network individually so an independent session key for each device is also required. Individual session key establishment per MTC device in the group need to be considered and studied further.
3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
For the MTC group, the network will send the signalling and data to the MTC device(s) which belong(s) to the same MTC group. An attacker can impersonate a MTC device belonging to a particular MTC group to get information. Therefore a mechanism should be provided to prevent such attacks.
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
A MTC Group is a group of MTC devices that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. MTC Group shall be identified uniquely across 3GPP networks.
Group based protection  is characterized by the following:

· MTC Devices belonging to a group mutually authenticate with the network.

· Each MTC device is assured to share an individual session key (per-device key) with the network.
It is possible to perform group based protection and management to save network resource and improve efficiency. 

================End of Change===============

