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1
Introduction
In S3-100719 and S3-100779 it is proposed to add new algorithms to the so called default set of algorithms in LTE. Doing so seems to result in failed inter-RAT handovers to LTE. 

This contribution describes the error case and proposes a number of options how to work around it.
2
Analysis
The term "default set" of algorithms is as defined in step 1 of clause 9.2.2 of TS 33.401 v9.4.0. That is, it is the set of algorithms that the MME assumes all UEs support during an IRAT handover from an SGSN which does not support LTE security capabilities. The definition was introduced by the CR in S3-090288.
2.1
Error case
Assume that a Rel-8 UE with UTRAN and LTE radio capabilities attaches in UTRAN to a Rel-7 SGSN. The UE is Rel-8 and hence supports only the following LTE algorithms: EEA0, EEA1, EEA2 and EIA1, EIA2. The UE signals this to the Rel-7 SGSN. The Rel-7 SGSN does however not know the Rel-8 IE that contains the LTE security capabilities, and will therefore discard the IE. Now, if the UE performs an IRAT handover to LTE, the Rel-7 SGSN will not signal any LTE security capabilities for the UE to the MME. When the MME does not receive any LTE capabilities from the Rel-7 SGSN, the MME will assume that the UE supports all the algorithms in the default set. The MME will select one encryption algorithm and one integrity algorithm from the default set and activates these for the UE.
If new algorithms are added to the default set, the MME is free to select the new algorithms.  However, since the UE is assumed to be of Rel-8, it only supports EEA0, EEA1, EEA2 and EIA1, EIA2, so the IRAT handover will fail when the MME selects a newly added algorithm not supported by the UE.
The message sequence chart below illustrates the error case.
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2.2
Possible solutions
2.2.1
Adding EIA0 to the default set

For addition of EIA0 only, there is a simple solution in that it need not be added at all. The reason for this is that the MME never selects EIA0 for a normal IRAT handover. EIA0 is only used from emergency bearers. If the UE would have an IMS Emergency Service ongoing before the IRAT handover to LTE, the MME would know that it is a Rel-9 UE or later (only these support IMS Emergency Sessions). Since the MME knows this it can activate EIA0 without having to look at the default set of algorithms.
2.2.2
Adding EEA3/EIA3 to the default set

Option 1:

Add a requirement that for an SGSN to be able to perform IRAT handover to a Rel-10+ MME shall support to transfer the LTE security capabilities to the MME.

Option 2:
Another option is that the UE that implements the new algorithms sets a bit in its GERAN or UTRAN security capability (carried in the MS Network Capability IE) to indicate this (e.g., taking one of the spare bits or the bit indicating support for GEA7 in the MS Network Capability IE).  These bits are not used and have no meaning for GERAN/UTRAN so far. Therefore, legacy GERAN/UTRAN equipment will take no action based on that these bits are set. Since the Rel-7 SGSN simply forwards the MS Network Capability IE to the MME, the MME would get the knowledge of that the UE supports the new algorithms.
This option allows the MME to select the new algorithm if the UE has implemented them and select only old algorithms for UEs only supporting the old algorithms.  Drawbacks are that it is an unclean protocol design and type-error to overload bits of the MS Network Capability IE with LTE functionality. That increases complexity of the system. Further, this would more or less be a "one-shot" solution. If further new algorithms are added to LTE, the existing bits in the MS Network Capability (that will be transferred from the Rel-7 SGSN) will not be sufficiently many to encode these.
2.2.3
Not adding EEA3/EIA3 to the default set

Option 3:
A third option is to not add EEA3/EIA3 to the default set.
This could then work as follows. Using the existing mechanisms of TS 33.401, the MME could select, e.g., EEA0 and EIA1 for the UE during the IRAT handover and then switch to the new algorithms after the MME has received the correct EPS security capabilities from the UE in the Tracking Area Update request.

The consequence of this is that, for a short while possibly non-preferred (i.e., not the new algorithms) will be used after the handover. It would, however, not require any changes to the current mechanisms used at IRAT handover.

3
Conclusion and proposal
There is no need to add EIA0 to the default algorithm set.

There are some technical issues that need to be resolved if EEA3/EIA3 are to be added to the default set of algorithms in LTE. If these issues are not resolved the IRAT HO from GERAN/UTRAN to LTE may fail. 
It is proposed that SA3 discusses the issue and options above. 
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