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Comments on S3-100869 

In S3-100869, Orange discussed some problems existed in our contribution S3-100734 and S3-100735, China Mobile thanks Orange to make this contribution for making this proposal forward, and analysed the problems provided. We believe the first problem can be mitigated by generating K_IPsec in another way, but we consider there is no drawback for the second problem. In addition, we think the revised proposal as below has some security points also.

In order to distinguish the text from Orange’s S3-100869 and our comments/revised-text, we used MS Word Tracking started with “CMCC” and yellow highlighted to show our proposal. 
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This contribution is a commenting contribution to the relay node authentication scheme proposed in S3-100734 and S3-100735, it can also be seen as an alternative to the relay authentication mechanism proposed in S3-100859. In the pCR S3-100735, it is proposed to generate a K_IPsec from K_ASME. This K_IPsec is transmitted in parallel to K_eNB from the relay-MME to the donor-eNB. This procedure has two main drawbacks:

· At this time, there is no S1-MME command allowing such transfer of K_IPsec, so it would need a new S1 signalling message for this purpose. //CMCC: This is correct. But we can mitigate this problem by the alternative way, “K_IPsec can be generated from K-eNB, not from K-ASME. And then there will be not necessary to transfer it through the S1-MME command from MME” which you can see the figure changed below, only changed step 4. (and removed related original step 5 as well)
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1. When RE connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS.
2. RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3. SMC negotiation is complete between RN and core network. And PDCP bearer will be generated and protected

4. A special KIPSEC will be generated by KeNB in RN and DeNB simultaneously. 
5. IPsec protection can be established between RN and DeNB by using KIPSEC.
· Deriving a K_IPsec from K_ASME by the means of a specific secret authenticating the relay device, and using this K_IPsec at the IPsec layer for protecting only the relay S1-MME and X2-C traffic, means the binding of the relay device authentication and user (UICC) authentication is only achieved for this IPsec layer, and not for the AS security context and User-Plane traffic protection. //CMCC: There is mistake here. This is not drawback actually. Because the following aspects 
1. Our intention is not to have device and UICC authentication binding in the IP layer or AS layer. Because our solution like shown in the S3-100735 is under the scenario that USIM and Device has secure binding. Like we wrote in the section 7.7.3 of S3-100735, we can have secure binding by physical or logical. So it has secure binding already in the precondition. Then it is not necessary to do binding any more. 
2. Additionally，for this sentence “means the binding of the relay device authentication and user (UICC) authentication is only achieved for this IPsec layer, and not for the AS security context and User-Plane traffic protection “ it may not correct. Which seem mean that binding can do device authentication and also it needs to have keys binding when we do IPSec or AS user plane protection. But actually there should have 2 aspects we need to do, firstly device authentication purpose, actually it should use the terminology “ device validation” like HeNB, for the RN authentication it is user authentication to use UICC. Yet ss for the device validation, it can be done through other ways, not necessary to do binding. Secondly for the data protection, whatever it is control plane from UE or user plane from UE, it is enough as long as it has secure keys. It is not necessary to have keys binding for the IPSec or AS context or user plane protection. That is to say, in order to protect IP layer, then the keys are not necessary to be generated from both device and UICC. And for the AS protection, it is not necessary to get the keys generated from device and UICC.  But our solution objective in the 735 is: under the UICC and device has secure binding, then we just use the AKA run in the AS to provide keying materials for the IP layer IPSec. This way, it can also want to avoid double keys provisioning so that IP layer can bootstrap the keys from AKA through AS PDCP layer. Which largely reduce the complexity. 
3. In any case, even though temporarily there is no precondition like we said in the point 1 and have a look at the proposal below, the K-relay proposed here also has several drawbacks as below
· How to make the provisioning the K-relay in the RN and MME? 
· How to securely store the root key K-relay in the RN and MME? They are devices. Not like cards. 
· which should be considered carefully. And also the changes below in the pCR are not comments to 735, it is proposed for section 7.6 in RN living document. 
An enhancement of this solution can be proposed in the following way:

· The key K_ASME can be further derived in the MME (or in the HSS) and the relay node by the means of a specific secret authenticating the relay device K_relay, to produce a K_ASME_relay, with the same length than the original K_ASME.

· This K_ASME_relay achieves the binding between the relay device identity and user (UICC) authentication. It can be used then like a standard K_ASME to derive further K_eNB and transferring it to the donor-eNB.

· In order to achieve an explicit authentication binding too, the XRES and RES parameters used for the user (UICC) authentication could also be derived in the same way than K_ASME and then truncated, to produce a RES_relay and XRES_relay that would authenticate both user (UICC) and relay device with the network.
With this enhancement, no new S1-MME message is needed to transfer the K_IPsec, and furthermore the binding between relay device and user authentication is made from the K_ASME EPS master session key to the PDCP layer, thus protecting the User-Plane traffic of the relay in addition to the S1-MME and X2-C traffic. An IPsec key can be derived from the K_eNB locally in the relay and the donor-eNB if needed.
The figure below illustrates the EPS key hierarchy with this new relay device authentication achieved between the relay-MME and the relay-node.
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Figure: key hierarchy for a relay-node enhanced AKA
The production of the K_ASME_relay can be achieved with the standard KDF defined by SA3 in TS 33.220, based on the HMAC-SHA-256 algorithm, specific procedure identifiers ID and possibly other parameters:

K_ASME_relay = KDF( K_relay, K_ASME || ID1 || … other parameters …)
For an explicit authentication binding, we can also derive the expected response XRES and relay response RES in the same way (and truncate it in order to fill in the format already defined for NAS messages):

RES_relay = truncate( KDF( K_relay, XRES || ID2 || … other parameters …) )
The parameters used for the key derivation can include e.g. the RAND and / or AUTN used to produce the initial USIM authentication challenge, the relay localization (if it is fixed relay) or any other parameters if needed for the security of the solution…
This solution requires the standardization of the enhanced authentication procedure and key derivation in the relay node and the MME (or HSS), but does not impact any signalling (neither NAS nor S1-MME) interfaces specification.

The SA3 working group is kindly requested to discuss such solution: its benefits and drawbacks, and its possible inclusion in the section 7.6 of the relay-node security living document.
############################## START OF 1st CHANGE ###############################

7.6 Solution 5 – Enhanced AKA to include device authentication

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.6.1 General

In this solution, IPsec is used to protect the contol plane signalling. The user plane traffic will be protected by the AS level security with the authentication procedures enhanced between the network and RN in order to provide mutual authentication based on credentials stored on the RN. 
7.6.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The user plane data is proteced by the AS level security. The EPS AKA procedure is run to authenticate the UICC in the RN and the network. The AKA run also provides the keying material for the AS level security. Additional IEs are included in the some NAS messages in order to provide authentication between the RN and network based on credentials stored on the RN. The exact details of how to do this are still FFS. This would prevent threats 2, 4c and 4d, but without further security mechanisms, threat 5 could be used to launch similar attacks. 
7.6.2.1 Enhanced EPS-AKA using a relay-node device secret key

In order to authenticate the relay-node device in addition to the USIM during the attachment of the relay to the network, the following enhancement can be made to the existing EAP-AKA procedure.
A device secret key K_relay must be securely stored in the relay device and in the network side (HSS or MME). This key can be used to derive further the (expected) response to the authentication challenge (X)RES and the EPS master session key K_ASME with a suitable Key Derivation Function, such as the KDF defined in TS 33.220.
· RES_relay = KDF( K_relay, RES || ID2 || … other parameters …) in the relay node.
· Same derivation procedure should apply to XRES to obtain XRES_relay in the MME or HSS.
· K_ASME_relay = KDF( K_relay, K_ASME || ID1 || … other parameters …) in the relay node and the MME or HSS
The RES_relay should then be truncated in order to fill in the NAS message format already defined for transporting the standard RES value. This value would be compared to a truncated XRES_relay in the MME. A KDF identifier ID and other parameters (such as the RAND and / or AUTN used in the authentication challenge) should be used in order to diversify further these key derivation functions.
In this way, the relay device is authenticated by the network in the same time than the USIM. After a successful authentication, the K_ASME_relay can be taken into use by the MME and the relay to generate the full EPS key hierarchy (with NAS and AS security contexts), as illustrated in the following figure where K_relay is handled by the MME:
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Figure: enhanced LTE key hierarchy using a relay device secret key
As an alternative, the K_relay can be handled in the HSS and the K_ASME_relay and XRES_relay can be generated in the HSS and the relay.
With this key hierarchy, NAS and AS security contexts benefit from the device authentication in addition to the user (USIM) authentication and are not predictable from the keys provided by the USIM {CK, IK} on its interface with the relay node device. Furthermore, S1-AP, RRC and NAS commands will not need any changes as the carried information has exactly the same format than with a standard EPS-AKA procedure.

7.6.3 USIM Aspects in RN scenarios

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
In the solution proposed in 7.6.2.1, the USIM is a standard one. Its use must be associated with the relay device secret key K_relay in order to authenticate the relay device toward the network. No specific binding is required for the UICC interface.
7.6.4 Enrolment procedures for RNs for backhaul link security 

This is FFS as it is not yet known whether the same credentials can be used at the IKE and E-UTRAN layer. 

############################### END OF 1st CHANGE ################################
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