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1
Introduction
At SA3#59 there was a proposal to study interworking of OpenID and AKA (S3-100588). The proposal was not agreed. 
One of the main reasons for not agreeing on a new study was that there is already a TR in 3GPP (TR 33.924) which specifies the interworking between OpenID and GBA. It was also commented during the discussions that before agreeing on starting with another TR for interworking between OpenID and 3GPP, it should be shown why OpenID - GBA TR is not sufficient. 
SA3 has also received another LS from OMA ARC on the topic.  

This contribution further elaborates on the topic and proposes a reply LS to OMA ARC. 
It should be noted that OMA ARC indicates to have their meeting on the same week as SA3 has the current meeting (28 June – 2 July). Therefore, an early handling of the reply LS would be preferred to enable that OMA ARC could possibly see the reply LS in their current meeting.
2
Analysis
Comments on the not-agreed SID proposal
The justification and objective clauses in the proposed OpenID-AKA interworking study item from last SA3 meeting are relatively short and are copied below for convenience.
From S3-100588:

“Justification 
Enabling the operator-centric identity management interworking with OpenID is essential for operators to leverage their infrastructure and their customers trust while introducing new identity services. Specifically, operators can become OpenID providers by re-using their existent AKA authentication. To achieve that, a study of a mechanism for integration of OpenID with AKA is needed. 

4 Objective 
The objective of this Study Item is to interwork current 3GPP authentication protocol (AKA) with the latest developments in identity management outside of the 3GPP sphere (e.g. OpenID). Such interworking will result in the re-use of 3GPP authentication mechnanisms in support of OpenID.. The output of this study item will be a Technical Report. 

A mechanism for integration of OpenID:

· Enables the network operators to provide identity services to the users accessing Web applications

· Provides users with a Single Sign-On (SSO) across web services while relying on a present 3GPP network for authentication 

· Allows users to control their public identifiers on the Web as specified in [OpenID]

· Improves user security by engaging a user-trusted network operator in the access control to the Web applications ”

It can be seen that the objective is to study 3GPP AKA with OpenID. As is known, also GBA is based on AKA, more specifically on IMS AKA. 

Conclusion 1: TR 33.924 on OpenID – GBA interworking already meets the presented objectives and another study is not justified.

Architectural design behind GBA
A contribution (S3-100438: “A mechanism for integration of OpenID with IMS”) presented at SA3 #59 outlined the architecture for OpenID – AKA interworking. It assumed that the OpenID Identity Provider (OP) node was directly connected to the HSS. 
It should be noted that when GBA and GAA were developed, different architectural choices were analysed and SA3 meeting #29 agreed on the following guidelines which lead to the GBA architecture.
From the report of SA3 #29:
HSS-related design guidelines for a security architecture:

It is recommended that these guidelines are taken into account for all features currently being specified for 3GPP Release 6, and features in future releases. It is certainly not possible nor desirable to make any changes to earlier Releases. It is also clear that often a trade-off has to be made between these guidelines and other criteria, e.g. regarding service provision or the impact on other entities. However, it should be noted that the HSS is arguably one of the most valuable assets of an operator.

1.
The number of different types of interfaces to the HSS should be minimised in order to keep the complexity of the HSS low. This applies in particular to interfaces over which authentication vectors are retrieved from the HSS as they are highly security-critical.

2.
For reasons of HSS and AuC-performance, the overall number of authentication vectors requested from the authentication centre as well as the number of requests should be kept low. Mechanisms, which make economical use of authentication vectors, should be preferred. In particular, mechanisms, which avoid bursts in authentication vector requests, should be preferred.

3.
The number of nodes with access to authentication vectors should be limited in order to reduce the possibility of illegitimate access to authentication vectors.

4.
The number of authentication domains (e.g. CS and the PS domain, the IMS, 3G-WLAN interworking, presence and MBMS) as well as the number of nodes within a domain for which authentication vectors for one user are stored (e.g. 3GPP AAA servers) should be kept small. This is to avoid frequent re-synchronisation. Re-synchronisation problems do not occur if unused AVs are forwarded to other nodes where they are needed, as is the case e.g. with VLRs in the same PLMN. 

5.
Mechanisms should be designed in such a way that the effect of a compromise of authentication information in one authentication domain on other domains is minimised.

6.
Authentication information should be securely stored in nodes and securely transported between nodes.

Terminology: The notion of “authentication domain” is used here to denote a subsystem of a 3G network, which uses authentication vectors.

Conclusion 2: Having an architecture where an application server (such as OP) has a direct interface to the HSS would be against the agreed guidelines which were carefully designed by SA3. No reasons have been presented why exceptions would be needed to these guidelines.
UICC-less environments
There seem to be desires to have an OpenID – 3GPP interworking solution for environments where UICC is not deployed or cannot be practically deployed, such as fixed network environments.  This is also reflected in the current LS from OMA ARC (OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A): 
“OMA is looking for solutions allowing to accommodate cases where GBA can currently not be deployed e.g. due to lack of UICC, as well as where GBA can be deployed.”
Starting a study on OpenID – AKA interworking would not help meet these needs as UICC is always required to run (IMS) AKA (with the exception of performing IMS access security in 3GPP2 based networks). 
Conclusion 3: A study on OpenID – AKA interworking would not help provide solutions for UICC-less environments since AKA and IMS AKA (as well as GBA) are based on UICC.
A possible way forward to provide a solution for OpenID – 3GPP interworking for UICC-less environments could be the recently started study called “SSO Application Security for IMS - based on SIP Digest” which was agreed at last SA plenary (SP-100438). 

As part of the “SSO study” it could be possible to develop a SIP digest based variant of GBA which could be used in environments where UICC cannot be deployed.  Especially, such a solution could be used to provide OpenID – GBA interworking for UICC-less environments. An advantage of this would be that OpenID – GBA interworking solutions for UICC-less environments and “UICC environments” could be made (very) similar, leading to a more converged overall solution. 
Conclusion 4: The requirements on providing a solution for OpenID interworking for UICC-less environments should be taken into account in the study on “SSO Application Security for IMS - based on SIP Digest” 
3
Conclusion and proposal
Based on the analysis presented above it is proposed that:

· A study on OpenID – AKA should not be started due to conclusions 1 -3 presented above
· The new study on “SSO Application Security for IMS - based on SIP Digest” should take into account OpenID interworking aspects

· A reply LS is sent to OMA ARC as proposed below

4
Draft reply LS to OMA ARC
1. Overall Description:

SA3 would like to thank OMA ARC SEC for their response LS (OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A). SA3 would like to provide the following feedback.

SA3 notes that OMA ARC SEC finds 3GPP TR 33.924 as a good mechanism for interworking for environments where UICC is used.  

Furthermore, in their LS OMA ARC SEC had the following question and action to SA3:
“OMA is looking for solutions allowing to accommodate cases where GBA can currently not be deployed e.g. due to lack of UICC, as well as where GBA can be deployed. 

Is it therefore possible for 3GPP SA3 to study the cases where GBA can not be deployed to provide delegated authentication for web services in the future? ...
Action: OMA ARC SEC requests 3GPP SA3 to consider studying the cases where GBA can not be deployed for delegated authentication for web services.

SA3 understands this to mean cases where UICC cannot be used. SA3 is happy inform OMA ARC SEC that a recently started study in SA3 on “SSO Application Security for IMS - based on SIP Digest” will also include interworking aspects with other SSO systems such as OpenID.
2. Actions:

To CT4 group.

ACTION: 
SA3 would like to ask OMA ARC SEC to take information above into account. 
3. Date of Next SA3 Meetings:
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	15 - 19 Nov 2010
	SA3#61
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