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Abstract of the contribution:
In the context of UDC, SA3 discussed the use of cryptographic algorithms for storing permanent keys in the UDR. The agreements were document in the LS S3-100648 to CT4 as follows: “One algorithm for decryption of permanent keys K/Ki is mandatory to support by all AuCs in front ends. This algorithm shall be AES and will be profiled for use with UDC in a 3GPP specification. … SA3 also recognizes that more work is needed for specifying AES for the use with UDC. This work includes the specification of AES modes of operation, key lengths, data formats, and possibly further aspects.”
This contribution proposes key lengths and mode of operation for AES. It is further proposed that data formats on the Ud interface should be defined by CT4 and that data formats of keys while being stored in the UDR need not be standardized. 
Proposal: 

It is proposed that SA3 agrees the following text and send it to CT4 for inclusion in their specification on UDC:

“One algorithm for the decryption of permanent keys K (as defined for 3G in TS 33.102 and for EPS in TS 33.401) and Ki (as defined for GSM in TS 43.020) is mandatory to support by all Authentication Centres in UDC front ends. This algorithm shall be AES in Electronic Code Book (ECB) mode with key lengths of 128, 192, or 256 bits. The AES key shall be identified by a suitable key identifier.
AES is defined in [x1]. The Electronic Code Book mode is defined in [x2].

[x1]
FIPS Publication 197, “Advanced Encryption Standard (AES).” U.S. DoC/NIST, November 26, 2001. 

[x2]
NIST Special Publication 800-38A, 2001 Edition, Recommendation for Block Cipher Modes of 
Operation, Methods and Techniques, NIST, December 2001. ”

It is further proposed that data formats on the Ud interface should be defined by CT4 and that data formats of keys while being stored in the UDR need not be standardized. This should also be communicated to CT4. 
Rationale:

AES mode: ECB mode is the most commonly used block cipher mode for stored data such as keys. In ECB mode, two identical cleartext blocks encrypt to two identical cipher blocks. This is, however, not a problem for the envisaged application as the probability for a 256 bit key to be composed of two identical 128-bit blocks is sufficiently small. 
AES key length: We do not know what attacks on AES may appear in the future. So, for the sake of being as future-proof as possible, we propose to support all key lengths defined for AES, i.e. 128, 192, and 256 bits. 

