3GPP TSG-SA3 (Security)
S3-100843
SA3#60, 28 June – 2 July; Montreal, Canada
revision of S3-10xyzw
Source:
Nokia Corporation, Nokia Siemens Networks
Title:
Proposal for Relay Node Certificate Enrolment and Secure Management 
Document for:
Approval 

Agenda Item:
7.7.3
Work Item / Release:


Abstract of the contribution:
This contribution describes how an operator certificate can be enroled in an RN, and how the RN can securely communicate with an OAM server, even when security on the Un interface has not yet been established. .

The proposed solution is an enhancement of solution 4 in clause 7.5 of the living Tdoc S3-100656. We accepted all revisions in clause 7.5 of S3-100656. The revisions visible below are our proposed changes. 
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7.5.4 Enrolment procedures for RNs 
The RN may enroll a device certificate as with macro eNBs according to TS 33.310 prior to the RN attach procedure with the DeNB. This certificate may then be used for running IKEv2 with the DeNB and, additionally, for establishing the secure channel between RN and USIM. 
The certificate enrolment procedure does not rely on the security at the AS level, but is secured at the application layer. It can be therefore executed before security on the Un interface has been established. However, the RN requires IP connectivity for the enrolment procedure to be able to reach the Registration Authority RA. The IP connectivity could be established in various ways:

(1) The RN attaches to a fixed network for enrolment purposes. No USIM is required. 

(2) The RN attaches to an eNB using the same USIM as in the RN attach procedure to the DeNB, but invoking neither the secure channel with the USIM (ETSI TS 102 484 allows for this possibility) nor the IPsec tunnel with the DeNB. It is shown in clause 8 that the security of the relay node architecture is not compromised by allowing communication between USIM and RN outside a secure channel in an initialisation phase if the RN platform satisfies certain requirements.
(3) The RN attaches to an eNB using a USIM different from the one used in the RN attach procedure to the DeNB, invoking neither the secure channel with the USIM nor the IPsec tunnel with the DeNB. The advantage of this variant over variant (2) is that a second barrier to system abuse is raised as here the USIM used in the RN attach procedure will never connect to a fake RN. Having two USIMs on one UICC is a standard feature available today (but only one USIM can be active at a time). 

In all cases, the network must ensure that the destinations the RN can reach are restricted, e.g. to only the RA and the OAM server, if the communication with the RA occurs prior to the RN attach procedure. In cases (2) and (3) this could be ensured e.g. by restricting IP traffic originating from the RN and sent outside an IPsec tunnel to the DeNB to only certain destinations (APNs). The exact restriction mechanism is ffs.
7.5.5 Secure management procedures for RNs

The RN may establish a secure connection to an OAM server. 

The OAM procedure does not rely on the security at the AS level. It can therefore be executed before security on the Un interface has been established. If no security on lower layers is available the communication between RN and OAM server would be typically secured using TLS. The RN requires IP connectivity for this procedure to be able to reach the OAM server. The IP connectivity could be established in the same ways as described in clause 7.5.4.

Restrictions on the destinations the RN can reach must apply if the communication with the OAM server occurs prior to the RN attach procedure. It can be realized similar to what is described in clause 7.5.4.
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