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Abstract of the contribution:
The living Tdoc S3-100656 describes attacks on the interface between the RN and the UICC. This contribution provides more details on the countermeasure “secure channel between a UICC and an end-point terminal” as defined in ETSI TS 102 484, applied to the context of relay nodes.
All changes in S3-100656 have been accepted. The revisions shown below are ours.
Start of pseudo CR:
6.3 USIM aspects

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

When RN attaches to the network via the legacy UE attach procedure to authenticate the UE, the legacy USIM shall be used in authentication. Preventing the attacks on removable USIM in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and USIM together, a logical binding foe example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.
Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.
Logical protection of the interface between an RN and a removable UICC. 

A standardized solution is available from ETSI TS 102 484 “Smart cards; Secure channel between a UICC and an end-point terminal”. This TS contains three mechanisms for providing mutual authentication, confidentiality and integrity, namely a method called “Secured APDU” (Application Data Protocol Unit), TLS and IPsec. While the first mechanism works only with pre-shared keys, both TLS and IKE may be used with both, pre-shared keys or certificates. Pre-shared keys may be established using GBA as defined in 3GPP TS 33.110, or in a proprietary way. The protection may be provided at the level of application, e.g USIM application, (TLS and Secured APDU), platform, i.e. UICC, (Secured APDU), or USB class (IPsec, for a definition of USB class cf. the reference in ETSI TS 102 484).
The suitability of the mechanisms offered by ETSI TS 102 484 for RN security is discussed in the following. While all these mechanisms seem feasible to apply in the RN context, they show differences in the complexity of the required changes. 
Regarding key management
· A certificate-based solution seems to require relatively little extra effort as a certificate is to be available in the RN anyhow, e.g. if IPsec is selected to protect at least a part of the traffic on the Un interface. The certificate in the RN could be enrolled automatically, and the corresponding mechanisms for RN should be similar to enrolment procedures for eNBs defined in TS 33.310. UICCs, on the other hand, are under full control of the operator anyhow, and a certificate could be installed on a UICC e.g. when the applications on the UICC are personalized (e.g. when the permanent keys are installed on a USIM). This solution would affect only the UICC and the RN.
· A pre-shared-key-based solution using GBA according to TS 33.110 would require additional functional entities currently not present in the EPS architecture, namely a BSF and a NAF Key Centre. This seems to add considerable complexity to the EPS architecture. Furthermore, certificates would be required in the RN and the NAF Key Centre for establishing the TLS connection between them. 
· A pre-shared-key-based solution using a proprietary key management could, in principle, be realized by manually installing keys. But this should be ruled out as the deployment of RNs is likely to need an even higher degree of automation than that of ordinary eNBs. A proprietary key management according to ETSI TS 102 484 could also be realized by a key management solution defined in another standard. In particular, 3GPP could define their own key management solution for this purpose, e.g. by exploiting the mechanisms of the EPS security architecture already available. But any such a solution would be likely to entail modifications to various functional entities defined for EPS today. It is difficult to conceive of such a solution affecting only the UICC and the RN.
· Conclusion: if the secure channel method is adopted then a certificate-based solution is preferred as it seems to have the least impact on the existing EPS architecture. 
Regarding the mechanism for authentication, confidentiality and integrity
· With the preference for a certificate-based solution expressed in the previous paragraph, of the mechanisms defined in ETSI TS 102 484 only TLS and IPsec remain. Support for both, IPsec (for backhaul link protection) and TLS (for protecting the management connection to the OAM server), is available in present eNBs, and therefore implementing them in RNs would not mean a big change to the base station architecture. On the other hand, IKE/IPsec has a bigger footprint than TLS and could be less favourable for implementation on smart cards. Furthermore, TLS offers the possibility to selectively establish a secure channel between a single application on a UICC, e.g. a particular USIM, and the UICC-hosting device, i.e. in this case the RN, while IPsec does not offer this possibility. 
Conclusion: if the secure channel method is adopted then TLS with mutual certificates is the preferred mechanism. 
Editor’s Note: Further study on the preferred mechanism is required if the secure channel method is adopted.
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