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Abstract of the contribution:
The living Tdoc S3-100656 describes attacks on the interface between the RN and the UICC. This contribution discusses various countermeasures and proposes text for inclusion in clause 6.3 of the living Tdoc.
All changes in S3-100656 have been accepted. The revisions shown below are ours.
Start of pseudo CR:
6.3 USIM aspects

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

When RN attaches to the network via the RN attach procedure defined in TS 36.300, a USIM shall be used in authentication as defined in 3GPP TS 33.401. Preventing the attacks on removable USIM in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and USIM together, a logical binding for example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.
Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.
In the following, we discuss countermeasures against threat 5 of section 2 entitled “Attacks on the interface between the RN and the UICC” in more detail. Suitable countermeasures must ensure that attackers cannot obtain any advantage by listening on the interface between UICC and RN. If attackers could to this they would know the keys used for AS security on the Un interface. The issue of binding particular USIMs and RNs is different and is not necessarily addressed by the same countermeasures. 
Countermeasure 1): 
Protect all traffic by security mechanisms residing above the AS layer.

With this countermeasure, the RN security architecture is designed such that AS security on the Un interface is not important for the overall security of the system. This would be the case if all traffic on Un was protected by IPsec, or even higher layer protocols. While this would provide good security it would be likely to have a quite negative effect on performance as the overhead created by protecting the UE user traffic by IPsec would be quite significant, both in terms of bandwidth and processing power. This solution is therefore not considered here any further. 
Countermeasure 2): 

Physical integration of RN and a non-removable UICC. 
Such a solution would face two challenges: a) making the integrated RN / USIM hardware tamper-resistant such that the interface between RN and USIM cannot be attacked. This seems not easy, but doable. Cost would warrant a separate consideration, and it should be noted that such an approach would imply a significant deviation from the HW design of eNBs, something which may be considered undesirable. b) personalizing the USIM at the right point in time during the deployment process. Personalization in the factory seems undesirable as it limits the commercial flexibility, while personalization in the field would meet with the difficulties, technical and otherwise, encountered during the discussions on remote USIM management. This solution is therefore not considered here any further.

Countermeasure 3): 

Physical protection of the interface between an RN and a removable UICC. 
It would be sufficient to prevent eavesdropping on this interface while the USIM on the UICC was activated. Certainly, a suitable RN design could make it difficult for an attacker to access this interface. But the very fact that the UICC shall be removable means that the interface must be somehow exposed and exhibit electrical contacts. This may be exploited by an attacker while the RN is switched off and/or the USIM is deactivated, e.g. by establishing thin electrical wires leading from the contacts to the surface of the device. Of course, ingenious designs preventing this cannot be ruled out, but it may be quite difficult to prove the security of such a design. In view of these difficulties, further study on the viability of this countermeasure should not be precluded, but the countermeasure is currently not preferred.

Countermeasure 4): 

Logical protection of the interface between an RN and a removable UICC. 

A standardized solution is available from ETSI TS 102 484 “Smart cards; Secure channel between a UICC and an end-point terminal”. 
End of pseudo CR

A companion contribution provides more details on this Countermeasure 4). These details, if accepted, should be included in clause 6.3 as well. 
