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***************************** Start of change 1 ******************************
6.1
Device Integrity Check 

6.1.1
Device Integrity Check Procedure
The H(e)NB and TrE shall perform a device integrity check upon booting and before connecting to the core network and/or to the H(e)MS.  The device integrity check shall be based on one or more trusted reference value(s) and the TrE.  The following requirements shall apply:

· The TrE shall boot securely according to section 5.1.2.1.

-
The integrity of a component is verified by comparing the result of a measurement (typically a cryptographic hash) of the component to the trusted reference value. If these values agree, the component is successfully verified and can be started.

· For each of the component integrity checks, the TrE shall retrieve the corresponding trusted reference value from secure memory. In case HPM is presented, HPM shall provide the functionality of the secure memory to store trusted references.
· The TrE shall check the integrity of all components necessary for trusted operation of the device. Any individual component shall be started only if its integrity check is successful.

-

The integrity of the device is verified if all components necessary for trusted operation of the device are verified.

6.1.2
Protection of Trusted Reference Value(s)

· The TrE shall securely store all trusted reference values at all times. If HPM is present, the secure values shall be stored inside of HPM.

The TrE shall detect un-authorized modifications of the trusted reference values necessary for trusted operation of the device.
**************************** End of change 1*******************************

***************************** Start of change 2 ******************************

7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator trusted CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

NOTE 1:
 If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

The H(e)NB may check the revocation status of the SeGW certificate using OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created OCSP responses.

NOTE 1a:
It is likely that in a future 3GPP release, OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

Support for OCSP is optional for the operator network. The H(e)NB should support OCSP.

NOTE 2:
It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.

The OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in IKEv2 according to RFC 4806 [24], through which the SeGW can include an OCSP response within IKEv2. Support for this extension to IKEv2 in H(e)NB and SeGW is optional.

The SeGW may check the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 [7] or OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created CRLs and OCSP responses.

NOTE 2a:
It is likely that in a future 3GPP release, CRLs and OCSP responses which use SHA-1 as the hash algorithm will be prohibited.
The SeGW shall implement support for either CRL checking or OCSP or both.  The locations of the CRL Server and OCSP Responder may be in the operator's network or provided by the manufacturer/vendor.  Neither the operator nor the manufacturer is required to provide a CRL Server or an OCSP Responder.  For the case when the operator provides a CRL Server or OCSP Responder, the manufacturer shall forward revocation data to the operator.  The interface to forward revocation data is out of scope of the present document.
If the H(e)NB certificate contains CRL or OCSP server information (cf. sub-clause 7.2.5.2), then the SeGW may contact this server for revocation information.

NOTE 3:
A CRL or OCSP server located at manufacturer of H(e)NB allows distribution of revocation information by the manufacturer directly. To use such revocation information, normally the SeGW needs a CRL or OCSP client capable to reach the public Internet to contact these servers.
Validity check of H(e)NB certificates in SeGW shall be configurable by the operator, i.e. whether to use CRLs, OCSP or both and whether to use operator CRL or OCSP server, manufacturer CRL or OCSP server, or more than one of them.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

-
The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE or HPM, if HPM is present, and shall be writable by authorized access only. The certificate stored in the HPM takes precedence over the certificate stored in the TrE.The verification process for signatures shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.

NOTE 4: Autonomous validation is performed during secure start-up and performs validation of the H(e)NB. As IKEv2 allows the inclusion of information data into Notify Payload, information regarding the trustworthy state of the H(e)NB may be carried in the Notify Payload (see Annex A.1) during IKEv2 procedures from the H(e)NB to the SeGW.Notify Payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH.  In addition, the Notify Payload, as constructed by the TrE, should include a nonce and should be cryptographically signed by the TrE.

7.2.3
H(e)NB/IKEv2 Processing Requirements for SeGW Certificates

The H(e)NB/IKEv2 processing requirements for SeGW certificates shall be as follows: 

1. The SeGW shall not send certificate paths containing more than four certificates.

2. The H(e)NB shall be able to process SeGW certificate paths containing up to four certificates. The SeGW certificate and the intermediate CA certificates for the SeGW shall be obtained from the IKEv2 CERT payload. The certificates of the trusted root CA shall be obtained from the TrE of the H(e)NB or from the HPM, if HPM is present. The certificate of the trusted root CA stored in the HPM shall take precedence over the certicate store in the TrE.
3. The H(e)NB shall check the validity time of the SeGW certificates, and reject certificates that are either not yet valid or that are expired.
4.
In case the H(e)NB is configured to check the certificate revocation status of the SeGW certificate, and it receives no valid OCSP response, the H(e)NB shall abort the IKEv2 protocol.
NOTE 1:
The execution of this check does not depend on the existence of an OCSP server information in the SeGW certificate, if OCSP extension according to RFC 4806 [24] is used.

NOTE 2:
A H(e)NB may want to check the revocation status of the SeGW certificate, but it may not have access to the OCSP server until the IPSec tunnel is established. In this case, after the tunnel is established and before user data is transmitted in the tunnel, the H(e)NB sends an OCSP request message to the OCSP responder. When the H(e)NB receives the OCSP response, it checks the certificate status. If the certificate of SeGW is valid, the H(e)NB will allow user data to be transmitted to the SeGW in the tunnel. If the certificate is not valid, the H(e)NB may terminate the tunnel that just was established.
**************************** End of change 2*******************************

***************************** Start of change 3 ******************************

8.4
Protection of SW Download

The H(e)NB shall utilize the established TR-069 method to download software from the H(e)MS or a server directed to by the H(e)MS according to TR-069 Version 1 Amendment 2 [15].  The following requirements are added for security:

-
The file shall use the signed package format according to TR-069 [15].

NOTE 1:
Depending on the link to H(e)MS, transport security is provided by the secure link according to clauses 4.3.1 (when H(e)MS is in operator network) or 4.3.2 (when H(e)MS is in public Internet). 

-
The SignedData object in the signed package shall contain at least one signature provided by a software signing entity, with certificate issued by an operator trusted CA. 

-
The TrE shall use a public key issued by an operator trusted CA to verify the software signing entity certificate and the signature(s) in the SignedData object. If the verification fails, the H(e)NB shall delete and not install the software that failed the verification. All root certificates used for this purpose shall be stored in the TrE or in the HPM, if HPM is present. 

NOTE 2: 
Notification of this failure is according to procedures in TR-069 [15].

-
The signed package shall also contain the trusted reference values needed for the software integrity checks performed during secure boot.   

NOTE 3: 
TR-069 [15] supports multiple signatures which can be used for the purpose of supporting different hash algorithms.

**************************** End of change 3*******************************
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