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Abstract of the contribution:
Several contributions to the last SA3 meeting used the term “MTC device authentication” in a way that might lead to confusion with the use of similar terms in other 3GPP SA3 work areas. We propose terminology that may help avoiding such confusion.
1. Introduction

The term “device authentication”, now also used in the context of MTC, was used before in different contexts in 3GPP, e.g. in TS 33.320 on H(e)NBs, and in the discussion on relay nodes. The use of this term does not seem to be consistent in these various contexts. We therefore propose terminology that may help avoiding confusion. 

Device authentication is not explicitly defined in the definitions clause of TS 33.320 on H(e)NB security, but it is clear from TS 33.320 that the term relates to platform validation, and is not equivalent to USIM-based AKA. This is apparent from the following quote from clause 7.2 of TS 33.320:
“Device authentication of the H(e)NB shall be securely bound by the TrE to the device validation of the H(e)NB platform. Device authentication of H(e)NB shall be based on device certificate for H(e)NB and network certificate for the core. IKEv2 with certificates used for authentication shall be run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW.”

The term “device authentication” is used in a way similar to the above in the current discussion on relay node security. 

On the other hand, some contributions on NIMTC security used the term “MTC device authentication” in the sense of authentication by means of GSM AKA, UMTS AKA or EPS AKA. This is understandable from the definition of the term “MTC device” in TS 22.368, which reads: 

“MTC Device: A MTC Device is a UE equipped for Machine Type Communication, which communicates through a PLMN with MTC Server(s) and/or other MTC Device(s).”

With this definition, an MTC device is a UE, and hence MTC device authentication is just the ordinary authentication of a UE as defined in TSs 43.020, 33.102, or 33.401. This type of authentication is called “user authentication” in TS 33.102, and TS 33.401 just refers back to TS 33.102. But, in the context of MTC, this term may also lead to confusion as there typically is no (human) user present. Furthermore, there is a great potential for confusion with the first-mentioned uses of the term “device authentication”.

We therefore propose some new terminology. 

2. New terminology
At least four types of authentication may have to be considered in the context of MTC:

1) MTC device UE authentication: this is authentication of a UE using GSM AKA, UMTS AKA, EPS AKA, EAP-AKA, or EAP-AKA’ as defined in TSs 43.020, 33.102, 33.401, 33.234, or 33.402. 

2) MTC device IMS authentication: this is authentication of the MTC device as an IMS UE by the IMS core in the sense of TS 33.203. The need for such a form of authentication in the context of MTC is yet to be determined.

3) MTC device ME authentication: this is authentication of the platform in the sense of device authentication as used in TS 33.320. The need for such a form of authentication in the context of MTC is yet to be determined, and, if needed, the appropriate mechanism would still have to be selected.

4) MTC device application authentication: this is authentication between the MTC application on the MTC device and the corresponding authentication on the MTC server. It is transparent to the 3GPP network (GSM, 3G, or EPS) and therefore out of scope of 3GPP. However, key management mechanisms supporting this form of authentication may be within the scope of 3GPP.

A similar confusion may arise when using the terms confidentiality or integrity. When there is a risk of confusion we suggest using the following terms:
MTC 3GPP access confidentiality / integrity; this is the feature provided by the confidentiality / integrity mechanisms defined for interfaces between the UE and the 3GPP network in TSs 43.020, 33.102, 33.401, 33.234, or 33.402;

MTC IMS access confidentiality / integrity; this is the feature provided by the confidentiality / integrity mechanisms defined for interfaces between the UE and the IMS core in TS 33.203;

MTC application confidentiality / integrity: this is a feature provided by confidentiality / integrity mechanisms used at the MTC application layer. 
 3. Proposal

It is proposed that SA3 agrees the need to define terms distinguishing different types of security in the context of MTC. The above definitions, or other suitable definitions fulfilling this purpose, shall be included in the NIMTC security living Tdoc.

