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Abstract of the contribution: This contributions proposes to modify the title of section 7.5
1. Introduction

This contribution is a pseudo-CR to modify the title of section 7.5. 

2. Discussion
The tilte of section 7.4 is “Solution 3 – Ipsec for control plane and AKA credentials embedded in RN”. This section describes a solution using IPsec to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane. In this solution the AKA credentials are stored directly in the RN. 

The section 7.5 is supposed to address the same topic than section 7.4 with the storage of AKA credentials in the UICC instead of in the RN. 

At the moment the title of section 7.5 is “Solution 4 – Ipsec for control plane and secure channel between RN and USIM”. This title does not reflect that the Solution 3 and Solution 4 address the same general topic with a different type of storage for the AKA credentials. 

A new title is proposed for section 7.5: “Solution 4 – Ipsec for control plane and AKA credentials stored in UICC”
2. Proposal: pseudo-CR 

Begin of changes
7.4 Solution 3 – IPsec for control plane and AKA credentials embedded in RN

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.4.1 General

This solution using IPsec to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane. The AKA credentials used to establish the AS level securiyt between the RN and DeNB are embedded directly into the RN (e.g. in the secure environment of the RN).  This means that there is no UICC required. 
7.4.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

As the AS level security is established from credential directly on the RN, this means that the RN is device authenticated at the network access layer and hence all of the threats 2, 4c, 4d are mitigated. Threat 5 is not a problem as that interface does not exist in this solution.  

7.4.3 USIM Aspects in RN scenarios

None as there is no USIM.
7.4.4 Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs. 

AKA credentials also need to be provisioned into the RN.
7.5 Solution 4 – IPsec for control plane and AKA credentials stored in UICC
Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.5.1 General

This solution using IPsec to protect the control plane between the RN and DeNB and the AS level security mechanism to protect the user plane.

7.5.2 Security Procedures

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

7.5.3 USIM Aspects in RN scenarios

Secure Channel, mechanism, as specified in ETSI TS 102 484, shall be used between the UICC and the RN to prevent attacks 1, 2 and 5. This mechanism will prevent the removal of UICC from a genuine RN and its usage in a rouge RN, prevent also the usage of fake UICC in a real NB, and eliminate possibility to capture and manipulate information communicated between UICC and RN
7.5.4 Enrolment procedures for RNs for backhaul link security 

This solution requires the RN to enroll a device certificate as with macro eNBs.

End of changes
