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Abstract of the contribution:

This contribution provides description of use case SRVCC for further study of the IMS media plane security solution.
1 Introduction
The work of IMS media plane security in Rel-9 resulted in the specification of solutions for media protection over the access network and peer-to-peer in TS 33.328. For e2e media plane security, two solutions, SDES and KMS based solution were standardized. However, the solutions do not cope with a number of requirements and relevant use cases of which many are discussed in TR 33.828. Solutions for use cases like conference calls, protection of non-RTP media, deferred delivery, video/media on demand, AS-terminated media security and transcoder functionality described in TR 33.828 and some widely used use cases like recording of protected media, communication diversion,  and single radio voice call continuity (SRVCC) have not been addressed. It is therefore desirable to continue to study and develop solutions for these use cases and to evaluate which normative standardization work that is needed.
Before further studying and developing solutions for these use cases, we should firstly go into the details of use cases and make a clear understanding of them.
SRVCC is a hot issue and still remains a major concern. SA2 has spent considerable time to study and specify architectures for interworking of CS voice telephony calls with IMS controlled multimedia-sessions and for continuity of voice telephony services between CS and PS radio accesses.  In this pCR, description of use case SRVCC regarding media security is provided.
2 Proposal

We propose to add the following content in TR 33.mps.
X
SRVCC

X.1
Introduction
X.2
Use case description
Single Radio Voice Call Continuity (SRVCC) refers to the voice call continuity between IMS over PS access and CS access for calls that are anchored in IMS when the UE is capable of transmitting/receiving on only one of those access networks at a given time. For facilitating session transfer (SRVCC) of the voice component to the CS domain, the IMS multimedia telephony sessions needs to be anchored in the IMS.
The following figure only shows a brief architecture of SRVCC, this architecture also applies for the roaming scenario, and the MSC Server in the figure is enhanced for SRVCC. 
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Figure X: SRVCC Architecture
An overall high level concept for SRVCC from access network to UTRAN/GERAN for SRVCC from access network (E-UTRAN or UTRAN (HSPA)) to UTRAN/GERAN is depicted in Figure XX.

 MME/SGSN in E-UTRAN/UTRAN (HSPA) first receives the handover request from E‑UTRAN/UTRAN(HSPA) with the indication that this is for SRVCC handling, and then triggers the SRVCC procedure with the MSC Server enhanced with SRVCC via the Sv reference point if MME/SGSN has SRVCC STN-SR information for this UE. MSC Server enhanced for SRVCC then initiates the session transfer procedure to IMS and coordinates it with the CS handover procedure to the target cell. MSC Server enhanced for SRVCC then sends PS-CS handover Response to access network, which includes the necessary CS HO command information for the UE to access the UTRAN/GERAN.
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Figure XX: Overall high level concepts for SRVCC from access network to UTRAN/GERAN

If a UE requires protected communication, after the SRVCC procedure, the media still needs to be protected, and the security should not be degraded after the handover. However, in this scenario, true end-to-end security requirement may not be always satisfied, for example, if a session is handovered to CS, the media protection may only be terminated at the PSTN-GW.
X.3
Solution(s)
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