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Abstract of the contribution:

This contribution provides description of use case “deferred delivery” for further study of the IMS media plane security solution.

Introduction:
To make this WID as self-contained as possible, it is quite necessary to give some introduction and description to the user cases that this WID may have to deal with.

The purpose of this pCR is to give the introduction and use case description of deferred delivery.

2 Proposal

We propose to add the following content in TR 33.mps.

X
deferred delivery

X.1
Introduction

X.2
Use case description

Deferred delivery refers to the call that ends up in a voice or other media mailbox in the network. It might happen when the battery of the receiver’s equipment is flat, the receiver’s equipment is out of service region, receiver doesn’t pick up the phone, or sender deliberately sends media to the receiver’s media mailbox, etc. 

In this case it may be beneficial if the media payload could be stored by the mailbox in the same encrypted format as it is sent in, i.e. without any decryption of the ciphering protecting it. When the end user later accesses the encrypted media in the mailbox it should be sent without having to perform re-encryption. Whether avoiding decryption and re-encryption at the mailbox for other than security reasons is ffs. In either case, channel security, specifically replay and integrity protection of the communication between the end-point and mailbox is necessary. Deferred delivery of end-to-end protected media would require an end-to-end security association for application layer security and security association per hop for channel security where the hop-by hop security associations might be derived from the end-to-end security association.
Deferred delivery of end-to-end protected media may require a key management system which does not depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. This type of deferred delivery may require new media set-up signalling and new media protection mechanisms or a combination of existing ones. It will however not be a problem for the caller to, if needed, determine the type of the terminating device. As signalling of capabilities is already part of SIP. 
X.3
Solution(s)
