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Abstract of the contribution:

This contribution provides description of use case conference call for further study of the IMS media plane security solution.

Introduction:
This pCR adds adds use description to conference solutions.
  2 Proposal

We propose to add the following content in TR 33.mps.
X
 Conference Solutions

X.1
Introduction

Conference call refers to the the communication happened among at least 3 parties.  If end-to-end security is requested, all participants have to access the same key, the group key.  This method may not be applicable if the number of participants is very big.  The more the number of participant is,  the more cost  it will take  to do key negotiation and periodically re-key. Additionally if the party join or leave the conference call frequently, the cost to do the rekey to guarantee the forward and backward security is an undue overhead, which may probobally downgrade the quality of service seriously. 

If end-to-end security isn’t required, the conference bridge must decrypt and then re-encrypt the media and other solutions will be available, e.g. protecting the communication between a user and the conference bridge using user unique keys. Note that a conference bridge needs access to media in cleartext for a type of group communication where participants expect the bridge to mix media streams, like in a normal conference call. Still group key management could yield simple and efficient solutions also for this case. Note that use of group keys is not the only solution for securing conferences.

Another security consideration is raised from different way the conference call is established.  Basicly there are two ways,  one is that every participant use a pre-shared secret to dial in a pre-established conference, another is called Ad hoc conference, in which one participant(chairman) call each participant to bring them into the conference.  Due to the difference of underlying signalling procedure of these two methods,  the security association should be established in different ways. 
Based on above observation, there are four scenarios we have to study in this document.
X.2
Ad hoc conferencing with end-to-end security 

X.2.1
Use case description

This use case concerns about how the group key is distributed to each participant in Ad-hoc conference.
X.2.2    Solution(s)

X.3
Ad-hoc conferencing without end-to-end security 

X.3.1
Use case description

This use case explores the solution when media protection is terminated at Conference Bridge in Ad-hoc conference. .
X.3.2    Solution(s)

X.4
Pre-established  conferencing with end-to-end security 

X.4.1
Use case description

This use case concerns about how the group key is distributed to each participant in pre-established conference.
X.4.2    Solution(s)

X.5
Pre-established  conferencing without end-to-end security 

X.5.1
Use case description

This use case explores the solution when media protection is terminated at Conference Bridge in Pre-established conference. 
X.5.2    Solution(s)
















































