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1
Introduction
At SA3#59, the SID S3-100628 was agreed, requiring a more focused TR dealing with specific issues needing further study. This contribution proposes text defining the scope for the PUCI solution, i.e. for Section 4.1 and 4.2 according to the outline proposed for the TR in S3-100795. Changes are given as a pseudo-CR below.
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 33.937: "Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)".

[2]
3GPP TS 22.173: "Multimedia Telephony Service and supplementary services".

*** NEXT CHANGE ***
4
Definition of PUCI Scope

4.1
Communication Modes

The PUCI study TR [1] discussed PUCI primarily in the context of voice communications, but did not specify which modes of communication a PUCI solution should apply to. To address this question, the following considerations are put forward:

· It is desirable to have as complete a protection as possible. Thus, PUCI should preferably cover all communication modes carried in IMS. In particular, this includes communication modes utilized in services defined for IMS, such as voice, video, and instant messaging (IMS Multimedia Telephony Service [2]). Other possibilities include protection against presence spam, i.e., UC embedded in presence subscription messages (e.g., in the From or Contact fields, depending on what is displayed to the recipient for an authorization decision).

· However, since the overall goal of PUCI is to avoid disturbing the subscriber with UC, there is likely little utility in attempting to block communication elements in an already established session. Thus, the primary aim is to prevent UC session establishment attempts. Consequently, content-based protection mechanisms could be beneficial for the case of instant messaging UC carried in SIP Messages, but is likely ineffective when applied to the media plane, e.g., of an established MSRP session. Thus, media plane screening should be left out of scope.

Editor’s note: It is ffs whether addition of media elements during an ongoing session should be in scope for PUCI. According to the reasoning above, this would only be a potential issue if it is possible for an attacker to spoof the originating identity for an ongoing session and thus add UC media to an already ongoing session,
· Services not defined for IMS, like email, are out of scope; in particular since email Spam protection already exists.

4.2
Bulk Communications vs Targeted Communications

The PUCI study TR [1] considered scenarios with targeted communications to specific individuals, for instance, in a stalker type of scenario, as well as the more Spam-like bulk communication scenario which indiscriminately targets large recipient populations.

Since existing Supplementary Services (SS) for the Multimedia Telephony service [2] already includes protection mechanisms for targeted UC through Malicious Communication Identification (MCID) and Call Barring (CB), PUCI scope should be limited to the case of bulk communications.

*** END OF CHANGES ***
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