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4
Design Principles and Security Requirements

4.1
Design Principles

Editor’s Note: Captures the high level principles from the objective of the WID

4.2
Security Requirements

Editor’s Note: Capture security requirements from TR 33.937.
Following are security requirements on PUCI [xx]:

3GR-UC-1: 
The IMS should provide a means for IMS-users to report communication as a UC.

3GR-UC-2: 
Reports of UC relating to IMS-users should be auditable by the IMS.

3GR-UC-3: 
The IMS should provide the ability for a user who is party to a communication to request whether a communication was rated as UC

NOTE xx: Requirement 3GR-UC3 risks making PUCI mechanisms vulnerable to circumvention attacks through repeated probing of the identification outcome. Consequently, special care must be taken to include safe guards against circumvention attacks, for instance through rate limitations on responding to queries.
3GR-UC-4: 
The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC.
3GR-UC-5:
The IMS should provide the ability to the operator to extract information from the signalling and other means to provide an indication of the likelihood whether the communication is unsolicited.

3GR-UC-6:
The IMS should provide a mechanism to convey the UC indication in the signalling, such that intermediary network entities are not affected.
3GR-UC-7:
The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication.
3GR-UC-8:
Requests for UC protection made by IMS users should be auditable by the IMS.
3GR-UC-9:
The solution should also work in interworking scenarios with legacy networks and devices, in particular when using Single Radio VCC, IMS Service Continuity, and IMS Centralized Services.

NOTE xx: The IMS may provide a mechanism to enable the implementation of the Requirements 3GR-UC-5 (identification), 3GR-UC-1 (reporting) and 3GR-UC-7 (control) at the beginning, during or end of the communication.
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