Page 1



3GPP TSG-SA3 (Security)
S3-100743
SA3#60, 28 Jun - 02 Jul 2010, Montreal, Canada
revision of S3-10xyzw
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.310
	CR
	0035
	(

rev
	-
	(

Current version:
	9.2.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction of  Annex G

	
	

	Source to WG:
(

	China mobile

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	NDS_Backhaul
	
	Date: (

	01/06/2010

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	Change 1: The RA/CA shall be per-configured with the root certificate of the vendor and the operator, but operator root certificate is not mentioned in the Annex G.
Change 2: In the clause 9.5.1, it has already specified that the base station shall be pre-provisioned with a private/public key pair (vendor key pair), and it was emphasized again in the third sentence of paragraphy 2 in Annex G. So the second bullet in the message flow shall not exist and should be removed.

	
	

	Summary of change:
(

	Change 1: Complementing operator root certificate configuration when RA/CA is configured with the root certificate of the vendors.
Change 2: Deleting the second bullet of the message flow in Annex G.

	
	

	Consequences if 
(

not approved:
	Inconsistency of the documents.

	
	

	Clauses affected:
(

	Annex G

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


*********************** start of 1st change ************************
Annex G (informative):
Example CMPv2 Message Flow for Initial Enrolment
The purpose of this annex is to provide an overview how the initial enrolment of a base station may be executed.

The message flow for an initial enrolment of a base station to the RA/CA is shown in Figure 8 below. The text below the figure gives a description of this message flow. Precondition for this message flow is that the base station contains the vendor provided private/public key pair and is pre-provisioned with the related base station certificate signed by a vendor CA. If there is a certificate chain up to the vendor root CA, also the intermediate certificates must be pre-provisioned to the base station. The RA/CA is configured with the root certificate of the vendor and the operater and its own certificate(s).
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Figure 8: Example message flow for initial base station enrolment

1.
The base station discovers the RA/CA address.


2.
The base station generates the Initialization Request (ir). The CertReqMsg inside ir specifies the requested certificate. If the suggested identity is known to the base station, it includes this in the subject field. To provide proof of possession the base station generates the signature for the POPOSigningKey field of the CertReqMsg using the private key related to the public key to be certified by the RA/CA. The base station signs the ir using the vendor provided private key, and includes the digital signature in the PKIMessage. Its own vendor signed certificate and any intermediate certificates are included in the extraCerts field of the PKIMessage carrying the ir.

3.
The base station sends the signed ir message to the RA/CA.

4.
The RA/CA verifies the digital signature on the ir message against the vendor root certificate using the certificate(s) sent by the base station. The RA/CA also verifies the proof of the possession of the private key for the requested certificate.

5.
The RA/CA generates the certificate for base station. If the suggested identity of the base station is not included in the ir message, the RA/CA determines the suggested identity of the base station, e.g. based on the vendor provided identity of the base station contained in the base station certificate.

NOTE: The procedures for determination of the base station identity used by the operator are not in scope of the present document. According to [4], the RA/CA may replace a suggested identity sent by the base station with another identity based on local information.
6.
The RA/CA generates an Initialization Response (ip) which includes the issued certificate. The RA/CA signs the ip with the RA/CA private key (or the private key for signing CMP messages, if separate), and includes the signature, the RA/CA certificate(s) and the operator root certificate in the PKIMessage. The appropriate certificate chains for authenticating the RA/CA certificate(s) are included in the PKIMessage.
7.
The RA/CA sends the signed ip to the base station.

8.
If the operator root certificate is not pre-provisioned to the base station, the base station extracts the operator root certificate from the PKIMessage. The base station authenticates the PKIMessage using the RA/CA certificate and installs the base station certificate on success.

9.
The base station creates and signs the CertificateConfirm (certconf) message.
10. The base station sends the PKIMessage that includes the signed CertificateConfirm to the RA/CA.

11.
 The RA/CA authenticates the PKI Message that includes the CertificateConfirm.

12.
The RA/CA creates and signs a Confirmation message (pkiconf).
13.
The RA/CA sends the signed PKIMessage including the pkiconf message to the base station.

14.
The base station authenticates the pkiconf message.
*********************** end of change ************************
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