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1. Introduction

This contribution is a discussion paper to analyze whether or not AKA can be directly embedded into the RN. 
2. Discussion
When Relay Node wants to attach to the network, it will act as a legacy UE. Here is an attach procedure figure which is extracted from SA2 23.401 as following.
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As shown in the figure, we can see the AKA shall be performed when Relay Node is attached to the network firstly. If there is no UICC, there are some problems to perform AKA when relay nodes connects the network.
1. Relay Node can’t provide same protection environment than UICC to protect functions and very sensitive data such as permanent rook keys like AKA key K, permanent identities. The level of security to secure AKA credentials in Relay Node should be equal or higher than the level of security available in U. The UICC is a tamper resistant device providing secure execution environment and secure storage for credentials and functions.
2. AKA shall be performed in a legacy UE attach procedure as RAN3 requested. So we should not use other authentication methods. If Relay Node does not contain any AKA credential, it can’t be accepted by the network. So AKA credential shall be used when RN is attached to network as a legacy UE.
3. And also we can perform secure binding between the UICC and the Relay Node 
So from the analysis above, it is not secure enough and possible to perform AKA without UICC. 

So Conclusion: it shall use AKA to obey with the RAN3 requirement to use the legacy UE procedure. And then it is not possible to perform AKA without UICC. So Relay user authentication shall be based on AKA and also AKA shall be based on UICC.
3. Proposal

===============Begin of Change==============

6. Device Security

6.1 Security storage of sensitive data
There are some critical issues when AKA credentials are embedded directly on Relay Node device, so AKA credential can’t be stored without UICC.
There are problems to perform AKA when relay nodes connect the network without UICC as following:
1. Relay Node can’t provide same protection environment than UICC to protect functions and very sensitive data such as permanent rook keys like AKA key K, permanent identities. The level of security to secure AKA credentials in Relay Node should be equal or higher than the level of security available in U. The UICC is a tamper resistant device providing secure execution environment and secure storage for credentials and functions.
2. AKA shall be performed in a legacy UE attach procedure as RAN3 requested. So we should not use other authentication methods. If Relay Node does not contain any AKA credential, it can’t be accepted by the network. So AKA credential shall be used when RN is attached to network as a legacy UE.
3. And also we can perform secure binding between the UICC and the Relay Node
So from the analysis above, it is not secure enough and possible to perform AKA without UICC.

Editor’s Note: RN sensitive data, such as IPsec certificates and pre-shared keys, need to be stored in a secure way.
================Next of Change===============













================End of Change===============

















































