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Abstract of the contribution: This document analysis the security on the Un interface and analysis three potential solutions to the option 1.
1. Introduction
Among the three options for Un interface security, option 1: NDS/IP for part of the user plane traffic on Un (i.e. NDS/IP security only for S1-AP/X2-AP traffic) has its advantages as follow: 
A. IPsec can provide both integrity protection and confidentiality protection to  S1-AP/X2-AP traffic between the RN and DeNB exactly as for eNBs;
B. AS security can provide confidentiality ptotection to S1-U/X2-U traffic;
C. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.
In this document, we analysis three potential solutions to the option 1: NDS/IP for part of the user plane traffic on Un.

2. Disccusion
In option 1, when the upper layer traffic is transferred to the IP layer of RN, the IP layer should identify whether the traffic is S1 signalling traffic or user plane traffic according to the type of the upper layer protocol (i.e. dependending on whether the upper layer protocal is SCTP or GTP-U). There are some appropriate parameters (e.g. some parameters of IP header) to distinguish S1 signalling traffic in IP layer from user plane traffic so that either NDS/IP or AS security can be applied. In this case, IP layer can provide integrity protection and confidentiality protection for S1 signalling traffic only and transfer unprotected user plane traffic and IPsec protected S1singnalling traffic to the PDCP layer.
After the PDCP layer receives the traffic from IP layer, there exist three potential solutions to handle the IP traffic as below:
A)  AS security both for S1 signalling traffic and user plane traffic with confidentiality protection

[image: image1]
Note: RRC signalling is also integrity and confidentiality protected by AS security, but it is not included in the figure.
PDCP layer provide confidentiality protection for the upper layer IP traffic regardless the IP traffic is S1 signalling traffic or user plane traffic. In this solution, the PDCP layer doesn’t have to indentify the type of the IP traffic, even though the IP layer above already identified the data type and applied either NDS/IP security (i.e. S1 signaling traffic) or no security (i.e. user plane traffic). Thus it allows completely re-use the Uu security mechanism for Un. Though the S1 signalling traffic is confidentiality protected twice (i.e. by NDS/IP security and AS security), the overhead caused by it would be negligble as there is little S1 signalling compared to user plane traffic and stream cipher used by PDCP do not increase the length of transferred data.
B)  AS security only for user plane traffic with confidentiality protection
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Note: RRC signalling is also integrity and confidentiality protected by AS security, but it is not included in the figure.
In this solution, PDCP layer has to identify whether the upper layer IP traffic is S1 signalling traffic or user plane traffic. There are two potential options:

a. PDCP layer identifies whether the traffic is S1 signalling traffic or user plane traffic according to some parameters of IP header.

b. PDCP layer establishes specific DRB for S1 signalling. After IP layer distinguish the S1 signalling from the user plane traffic, it will send the S1 signalling to the PDCP entity which establish the specific DRB.

After that PDCP layer only provides the confidentiality protection to the traffic that is idenfied as user plane traffic with AS security.

In this solution, the RRC traffic between RN and DeNB and UP-UE traffic is protected by AS security, only the S1 signalling traffic is protected by the NDS/IP security. If a part of the traffic on the Un interface is to be protected by AS security, then the same algorithms must be chosen both for DRBs and SRBs based on the current AS security mode procedure. In particular, if there is non-NULL ciphering on RRC then the user plane cannot be switched off ciphering at the same time. Further more, only S1 signalling is witched off ciphering. This would imply that a PDCP entity could use NULL cipher algorithm while other PDCP entities could use non-NULL cipher algorithm. And a relay-specific AS Security Mode Command procedure for Un should be designed.
C)  AS security for S1 signalling traffic with integrity and confidentiality protection and for user plane traffic with confidentiality protection
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Note: RRC signalling is also integrity and confidentiality protected by AS security, but it is not included in the figure.
PDCP layer also has to identify whether the uplayer IP traffic is S1 signalling traffic or user plane traffic just like solution B. After that PDCP layer provides confidentiality protection to the UP-UE traffic and provide integrity and confidentiality protection to the S1 signalling traffic.
In this solution, the S1 signalling shall be handled just like the RRC signalling. It means the S1 signalling is integrity and confidentiality protected with RRC keys and transferred on special DRBs. It is not required to switch off ciphering in the user plane when the ciphering on RRC is on compared to solution B. But it will bring redundancy since the S1 signalling is integrity and confidentiality protected twice (i.e. with NDS/IP security and AS security) 
3. Conclusion

Based on the analysis above, the advantages and disadvantages of the three solutions are concluded in the form bellow.

	Solution 

Aspects 
	Solution A
	Solution B
	Solution C

	Re-use the Uu security mechanism for Un
	Completely
	Partly
need to define a relay-specific AS Security Mode Command procedure for Un
	Partly
need to define special DRBs to transfer S1 signalling protected with RRC keys 

	Indentify wether the IP traffic is S1 signalling or user plane data in PDCP layer
	Not needed
	Needed
S1 signalling specific DRB may be needed.
	Needed
S1 signalling specific DRB may be needed.

	Extent of redundancy
	A little 
S1 signalling is integrity and confidentiality protected with NDS/IP security and then confidentiality protected again with AS security. Stream cipher used by PDCP does not increase the length of transferred data.
	None
	Middle
S1 signalling is integrity and confidentiality protected with both NDS/IP security and AS security.


4. Proposal

Based on the analysis above, we hope to consider on the following proposal and add it to the living document. 
Proposal: 
IP layer should identify the S1 signalling traffic, and then transfer S1 signalling traffic with integrity and confidentiality protection based on IPsec tunnel between Relay and DeNB. There are some appropriate parameters (e.g. some parameters of IP header) to distinguish S1 signalling traffic in IP laye from user plane traffic.
When the PDCP layer receives the upper layer IP traffic, there exist three kinds of potential operations:

A. PDCP layer provides confidentiality protection for the uplayer IP traffic regardless the IP traffic is S1 signalling traffic or user plane traffic.

B. PDCP layer identifies user plane traffic according to some parameters of IP header or estalbilishing S1 signalling specific DRB, then only provides confidentiality protection to the user plane traffic with AS security.

C. PDCP layer identifies user plane traffic according to some parameters of IP header or estalbilishing S1 signalling specific DRB, then provides confidentiality protection to the user plane traffic and provides integrity and confidentiality protection to the S1 signalling traffic.

*********************************start change **********************************
5.1.2.1.2.2 NDS/IP for part of the user plane traffic on Un
Assumption: same as for 5.1.2.1.2.1 except that not all, but only S1-UE, traffic over DRBs is protected by IPsec. 
Analysis: IP layer should identify the S1 signalling traffic, and then transfer S1 signalling traffic with integrity and confidentiality protection based on IPsec tunnel between Relay and DeNB. There are some appropriate parameters (e.g. some parameters of IP header) to distinguish S1 signalling traffic in IP laye from user plane traffic.

When the PDCP layer receives the upper layer IP traffic, there exist three kinds of potential operations:

A. PDCP layer provides confidentiality protection for the uplayer IP traffic regardless the IP traffic is S1 signalling traffic or user plane traffic.

B. PDCP layer identifies user plane traffic according to some parameters of IP header or through estalbilishing S1 signalling specific DRB, then only provides confidentiality protection to the user plane traffic with AS security.

C. PDCP layer identifies user plane traffic according to some parameters of IP header or through estalbilishing S1 signalling specific DRB, then provides confidentiality protection to the user plane traffic and provides integrity and confidentiality protection to the S1 signalling traffic.
Residual Threat: neither RRC nor UP-UE traffic are protected by IPsec. (UP-UE  = user plane data sent by UE.) In addition to the remarks made on RRC in 5.1.2.1.2.1, the attacker could eavesdrop on UP-UE. An attacker could e.g. fraudulently establish an RN-DeNB radio connection via a MitM as described for threat 2 in section 1. 

Depending on the way in which the attacker obtains knowledge of the keys it may not be enough to ascertain that the IPsec SAs and AS security have the same endpoints, i.e. that all security tunnels from the RN terminate in the real network instead of in a MitM node may not be sufficient. It may neither be sufficient to bind the USIM to the RN, e.g. by using EAP-AKA inside IKEv2 in the way done for HeNBs. 

Editor’s Note: threats to AS security for RRC and UP-UE over Un need further study.
*********************************end change **********************************
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Option A) security both for S1 signalling traffic and user plane traffic with confidentiality protection 
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Option B) AS only for user plane traffic with confidentiality protection 
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