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************* START OF 1. CHANGE *************
1
Scope

The scope of this Technical Report is to study the remote subscription management for M2M Equipment (M2ME) when the Machine Communications Identity Module (MCIM) application resides in the UICC and when the MCIM application resides in the M2M equipment. The remote subscription management includes tasks such as remote subscription provisioning and/or remote change of subscription.
The scope of this study includes the definition of a trust model for remote subscription management for M2ME.Security threats and security requirements are identified, and an evaluation of the candidate solutions is presented.
The security implications of the following requirements are within the scope of the study (based on section 5.2.2 of TR 22.868)

1. The possibility to change subscription for M2MEs out in the field (e.g. after contract expiry) without direct human intervention.

2. The possibility to allocate the M2ME at initial power up to a network operator without direct human intervention.

Furthermore, this study includes the following items: 
-
an investigation of candidate security solutions architectures that allow remote subscription management to take place in a secure manner;

-
an identification of current USIM/ISIM functionality that may need to be incorporated in a MCIM application, with or without changes to allow remote subscription management for the M2ME;
-
an identification of functionality in the network, in the UICC or in the M2ME, that may need to be added due to the remote subscription management method;

-
the study may identify principle requirements for protected storage and the execution environment (e.g. by collaborating with relevant working groups such as the OMTP Hardware group) 

************* END OF 1. CHANGE *************

************* START OF 2. CHANGE *************
6.1.2.3
Threat analysis of Alternative 1: Non UICC based solution with remote subscription provisioning and change

The description of Alternative 1 assumes an implementation of the counter measures described in this section.

Some of the proposed counter-measures define the enforcement of security controls or metadata defining them. Security controls are security policies, or the embodiment thereof, that are small in terms of complexity and memory requirements. Specifically they are atomic in the sense that they do not depend on other policies (and thus do not require advanced policy evaluation). Furthermore, they are local in the sense that they can be enforced by information and means that are locally available in the M2ME.

NOTE 1:
 
An example, of a Security Control could be a set of mechanisms and/or (meta)data to ensure the enforcement of a standardised policy concerning controlled access (in-band and out-of-band) to files protected by the TRE. The Security Control could embody the implementation of cryptographic methods for such protection and it could also include data/metadata objects such as PINs, ACLs and key identifiers. Such a Security Control could also control access to assets depending on the state of the M2ME. 
The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them. The analysis of how these risk levels were calculated is provided after the summary.

Table 6.1.2.3-1 Threats
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	emulating the functions of a legitimate M2ME to obtain the illicit download of MCIMs
	critical

	2
	attacking the MCIM provisioning process to obtain MCIMs
	critical

	3
	Use of malicious software in the M2ME or host terminal to obtains MCIMs
	critical

	4
	Use of logical or physical attacks against a TRE, to obtains and use a MCIM or secret keys that enable him to clone a TRE or MCIMs.
	major

	5
	Replacing a TRE in a M2ME by another TRE or an emulation
	major

	6
	modifying the functions of a TRE
	major

	7
	attacking the permissions of an installed MCIM (to get unauthorised service or to steal data or for DoS)
	major

	8
	another MCIM or malicious software extracts sensitive information from a MCIM
	critical

	9
	obtaining sensitive information by monitoring interactions between a TRE and the M2ME
	major

	10
	access to TRE or MCIM functions by masquerading as the legitimate user
	critical

	11
	users lose access to networks, services or personalised data, due to malfunctions of MCIMs or of a TRE.
	critical

	12
	Attackers find they can register falsely in order to obtain MCIMs
	critical


NOTE 2:

In the following analysis, some counter-measures are not unique, i.e. they appear under more than one threat. This is intentional and although it causes some duplication, it is easier to present than, e.g,. a large table of threats and counter-measures.
Threat #1
Description of attack: An attacker emulates the functions of a legitimate M2ME, e.g., by extracting credentials and MCIMs from it, replicates them on another item of equipment and in subsequently uses those MCIMs to obtain service and uses the replicated credentials to obtain illicit downloads of MCIMs.

The effect on the M2ME subscriber is that the attacker can obtain service which is billed to the legitimate M2ME subscriber and can perform actions which are attributed to the legitimate M2ME subscriber. In the use cases (a), (b) and (c) in the present document, which involve M2ME functions in UEs, the attack could amount to identity theft.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1.
The M2ME should support at least one TRE. A TRE should be a root of trust for the secure storage and secure execution environment for multiple MCIMs and for security-related functions concerned with the provisioning and management of MCIMs.

2.
A TRE should be a logically separate area in the M2M equipment with hardware support for this separation. 

3.
Each TRE should have a unique, authenticable and revocable identity, e.g. as provided by a valid X.509 certificate and associated private key, for proving its authenticity as a true TRE. 

NOTE 3: This function is intended for use in bootstrapping the secure provisioning process 

4.
The DPF can remotely query the system state of the M2ME, either directly or via the PVA, to ensure that MCIMs will be provisioned only in a valid M2ME. This process may also require remote validation of a TRE and also possibly the M2ME platform, before the provisioning of MCIMs can proceed.

NOTE 4:
Full details and definitions of remote validation are not part of the present document.

5.
If the services accessible by using the MCIM are filtered in the network (e.g. only one APN with restricted IP connectivity allowed), then the incentive to obtain and use such MCIM and the possible impact are reduced.
Threat #2
Description: an attacker attacks the MCIM provisioning process to obtain and use MCIMs that are not intended for use by the attacker. This includes:

-
corrupting or eavesdropping on the on-line provisioning process externally to the M2ME or internally to the M2ME;

-
MITM attacks;

-
Spoofing one or more of the entities involved in the provisioning process

Likelihood: 4

Impact: 3

Risk Level: 12 (critical)

Counter-Measures:

1.
The M2ME should support a secure provisioning process and protocol for authorised service providers to register users for a MCIM-enabled service and to provision MCIMs remotely, in-band. 
2.
A secure provisioning protocol is required to transport all components of MCIMs, including network-access credentials, from a DPF in the network to the M2ME.
3.
In the M2ME, only a TRE should be responsible for assuring the security aspects of the provisioning process, and of the subsequent storage and usage of MCIMs, such that sensitive data cannot leak from the provisioning channel to an insecure or unauthorised function within the M2ME. 
4.
The provisioning protocol should:

-
allow mutual authentication of M2ME (TRE and possibly M2ME platform) and DPF 

-
provide for authenticity of origin, data integrity, confidentiality, uniqueness and assurance of freshness. 

-
be adequately and demonstrably resistant to known attacks including eavesdropping, replay, DDoS, data corruption, masquerading (as a TRE or as a DPF), MITM; 

-
have the capability to securely register a user for the service online;

-
support a way for the service provider to provision discrete security control objects (e.g. an ACL) related to the use and management of an installed MCIM
5.
an attacker should be prevented by cryptographic means from interrupting or hijacking a provisioning session

6.
A M2ME subscriber must go through the registration phase of provisioning in order to obtain a download of MCIMs. 

7.
If the services accessible by using the MCIM are filtered in the network (e.g. only authorised services of the legitimate M2ME subscriber allowed), then the incentive to obtain and use such MCIM and the possible impact are reduced.

Threat #3
Description: By use of malicious software in the M2ME or host terminal, an attacker obtains and uses a MCIM that is not intended for him, either on the same terminal or on a different one.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1.
A TRE should be sufficiently secure as to be suitable for the storage and execution of AKA functions which are currently implemented in UICCs.

2.
A TRE should support features that are similar to some aspects of 3GPP ME personalisation, e.g. a MCIM could be locked to a M2ME (and possibly to a TRE) and unable to be replaced by an unauthorised MCIM. It should not be possible for this feature to be nullified by an unauthorised entity.

NOTE 5:
The above function is analogous to, but not identical to, SIM-lock. Applicability of 3GPP ME personalisation specifications is FFS

3.
A TRE should assure the security of the lifecycle stages of multiple MCIMs whether owned by the same or multiple stakeholders. Such MCIMs may be in different lifecycle stages.

4.
In the M2ME, only a TRE should be responsible for assuring the security aspects of the provisioning process, and of the subsequent storage and usage of MCIMs, such that sensitive data cannot leak from the provisioning channel to an insecure or unauthorised function within the M2ME.

5.
The provisioning protocol should:

-
allow mutual authentication of M2ME (TRE and possibly M2ME platform) and DPF

-
provide for authenticity of origin, data integrity, confidentiality, uniqueness and time-stamping of messages. 

-
be adequately and demonstrably resistant to known attacks including eavesdropping, replay, DDoS, data corruption, masquerading (as a TRE or as a DPF), MITM; 

-
have the capability to securely register a user for the service online;

-
support a way for the service provider to provision security controls related to the use and management of an installed MCIM

6.
If the services accessible by using the MCIM are filtered in the network (e.g. only authorised services of the legitimate M2ME subscriber allowed), then the incentive to obtain and use such MCIM and the possible impact are reduced.

7.
The PVA should be able to validate the authenticity and integrity of the M2ME (and the TRE) on behalf of a requesting entity such as a SHO or a DPF. The security properties of this validation of the M2ME shall be guaranteed by the TRE 
Threat #4
Description: By use of logical or physical attacks against an instance of a TRE, an attacker obtains and uses a MCIM that is not intended for him or obtains secret keys that enable him to clone a TRE or MCIMs.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical) 

Counter-Measures:

1.
The design and implementation of a TRE should provide a proven degree of protection against physical and logical attacks against objects including cryptographic keys, datafiles and security-related executable code. This includes direct monitoring of components and their interfaces and side-channel attacks. SA3 discussed and investigated potential protection and evaluation approaches in section 6.2.

NOTE 6:
The precise method of specifying and assuring the “proven degree of protection” offered by a TRE is not part of the present document.

2.
Logical interfaces to a TRE should be usable only under the control of an entity which is authorised to communicate directly with a TRE. 

3.
Use of logical interfaces to a TRE should not compromise the confidentiality, integrity or availability of the MCIMs or of a TRE. 

4.
A TRE should support and enforce its own security policy

5.
If the services accessible by using the MCIM are filtered in the network (e.g. only authorised services of the legitimate M2ME subscriber allowed), then the incentive to obtain and use such MCIM or secret and the possible impact are reduced.

Threat #5

Description: an attacker replaces a TRE in a M2ME in order to commandeer use of that M2ME and/or its host terminal. The replacement TRE may be a real TRE or an emulation

Likelihood: 2

Impact: 2 (or possibly 3, if the detailed method of attack is widely publicised)

Risk Level: 4 or 6 (major) 

Counter-Measures:

1.
Security-critical elements of all TREs should be pre-provisioned in a secure, out-of-band facility.

2.
A TRE should have its own embedded, unique identity that is typically associated with the identity of the M2ME platform that, where used, is also embedded in a TRE. A TRE should be capable of securely authenticating those identities to the issuing authorities using standardised protocols. The issuing authorities can validate a TRE's identity as being that of a valid, issued, TRE and M2ME. Those identities are embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. 

3.
Provisioned MCIMs and the messages used to provision the MCIMs should be securely bound and mapped to the identity of the TRE for which they have been issued.

NOTE 7: 
This may be achieved by ensuring that cryptographic tokens used to remotely provision or manage MCIMs are cryptographically bound to that TRE's identity 

4.
The provisioning function should ensure that MCIMs are delivered only to the correct, valid and authentic TRE/M2ME. This implies that the DPF can authenticate a TRE and that the phases of the registration and provisioning sessions are bound together and to a TRE by cryptographic means.

5.
The DPF can remotely query the system state of the M2ME, either directly or via the PVA, to ensure that MCIMs will be stored only in a valid M2ME. This process may require handling platform validation information, before the provisioning of MCIMs can proceed. 

6.
The PVA can validate the authenticity and the integrity of the M2ME and the TRE. The security properties of this validation of the M2ME shall be guaranteed by the TRE.
NOTE 8: 
All M2ME-internal functions required to support the PVA to perform this task should be performed within the M2ME’s TRE.

NOTE 9:
Full details and definitions of remote validation are not part of the present document.

Threat #6

Description: an attacker modifies the functions of a TRE in order to perpetrate a DoS attack or to control the functions or behaviour of a TRE to his advantage.

Likelihood: 2

Impact: 2 (or possibly 3, if the detailed method of attack is widely publicised)

Risk Level: 4 or 6 (major)

Counter-Measures:

1.
Logical interfaces to a TRE should be usable only under the control of an entity which is authorised to communicate directly with that TRE. 

2.
Use of logical interfaces to a TRE should not compromise the confidentiality, integrity and availability of the MCIMs or of a TRE. 

3.
a TRE should support and enforce its own security controls 

4.
Changing or upgrading of the access control-related firmware of a TRE should be possible, using a secure channel and only by an authorized remote management system, which may be under the control of the entity that is responsible for ownership of that TRE. The identity of controlling entities for each of a TREs in a M2ME should be specified in a global security controls that are embedded in the M2ME and in protected storage in the M2ME E/S’s TRE (or if stored external to a TRE, then by cryptographically secured storage),. In order to remotely modify an identity, authorisation by appropriate entities, including the stakeholder owner of a TRE whose identity is to be modified, as well as appropriate M2ME subscriber, may be required.

4.
Any tampering with a TRE or its functions of the M2ME protected by a TRE should be detected by that TRE itself. Detection of anomalies should result in that TRE entering an un-trusted state and should result in shutdown of that TRE.

Threat #7

Description: an attacker modifies or defeats the permissions to access an installed MCIM e.g. in order to obtain unauthorised service or to gain access to private data stored with or in a MCIM or as a DoS attack (i.e. disabling it or de-selecting it)

Likelihood: 2

Impact: 3 if the attack becomes distributed and/or or publicised and/or if the private data gained is sensitive or of monetary value.

Risk Level: 6 (major) 

Counter-Measures:

1.
A TRE should assure the security of the transition of a MCIM through its lifecycle stages, according to instructions from the stakeholder (typically the SHO) that authorizes such lifecycle transition, and/or according to the MCIM's and/or TRE's security controls. 

2.
Where the M2ME subscriber has a subscription relationship with a particular SHO, a TRE should provide certain user access control functionality for managing MCIMs belonging to that SHO. How a TRE may control access to the user-related functions of MCIMs (e.g. providing file system for user data, for example) should be defined globally in that TRE according to security controls specified by the M2ME E/S. It may also be further defined by individual security controls specifiable by the M2ME subscriber and/or the SHO. 

3.
On behalf of the SHO, a TRE should store, monitor and enforce MCIM-specific security controls that may be a component of a MCIM. MCIM security controls should include MCIM functions that the M2ME subscriber cannot over-ride and may also include functions which the M2ME subscriber can over-ride. Over-riding of a security control by the M2ME subscriber should be performed by the M2ME subscriber issuing an authorized command. Such authorized command may also require the M2ME subscriber to authenticate itself to a TRE. 

NOTE 10: 
Examples of security controls which the user should not be able to over-ride are those which relate to the lifecycle management and operational use of an SHO’s MCIM. An example of a user-over-ride-able security control is the phonebook, where the M2ME subscriber may wish to over-ride the security controls that were set by the M2ME supplier, so as to prevent remote access by the M2ME supplier to phonebook entries.

4.
On behalf of a M2ME subscriber, a TRE should store, monitor and enforce such MCIM management security controls as may be specified by the M2ME subscriber 

5.
A TRE should provide suitable, secure mechanisms for the SHO to validate the integrity of MCIMs that the SHO owns. 

6.
Where permitted by security controls of e.g. the SHO, a TRE should support a secure discovery service by which another entity, such as a DRF, can ‘discover’ the identifiers and lifecycle status of MCIMs that are loaded on that TRE. 

7.
A TRE should support the remote upgrade/update of SHO’s MCIMs, but only after authorization from the SHO and, where applicable, only if permitted by the security controls of the MCIM, and/or the M2ME E/S, and/or the M2ME subscriber.

8.
In the M2ME, only a TRE should be responsible for assuring the security aspects of the provisioning process and of the subsequent storage and usage of MCIMs.

9.
The same provisioning function can also be used for de-provisioning and/or updating MCIMs, to support the complete MCIM lifecycle management process. 

10.
The provisioning protocol should enable the M2ME to verify that management instructions come from a valid source.

11.
The M2ME should support the use of standardised, trusted protocols for upgrade/update of MCIMs Examples could be OMA DM, OTA RFM and OTA RAM

Threat #8

Description: another MCIM or malicious software extracts sensitive information from or corrupts a MCIM either in error or in order as an attack.
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1.
A TRE should provide logical isolation for the environments in which the MCIMs of different stakeholders are stored and executed.

2.
If a TRE permits MCIMs it manages to interact or share a specified set of its functions with another MCIM managed by the same TRE, this should be allowed only where that is permitted by the security controls of the MCIM that is being requested to share its functions and only where both MCIMs are in the “activated” lifecycle state and where such MCIMs belong to the same stakeholder. That TRE should verify that commands and responses between such MCIMs are origin-authenticated.

3.
A TRE should be able to support and enforce the security controls of MCIMs. 

4.
On behalf of a M2ME subscriber, a TRE should store, monitor and enforce such MCIM management security controls as may be specifiable by the M2ME subscriber.

5.
Interfaces to a TRE should be usable without compromising the Confidentiality, Integrity and Availability of the MCIMs or of that TRE. 

6.
A TRE should assure the security of the transition of MCIMs through their various lifecycle stages.

7.
A TRE should maintain a registry of the MCIMs that it manages, including information about their current lifecycle and security status.

8.
The executable code of a MCIM should be integrity checked by a TRE at boot time and whenever a TRE is reset and optionally at the start of each session with that MCIM. The integrity of the file system may also be checked. Detection of anomalies should result in the MCIM entering an un-trusted state and the MCIM should be permanently blocked. In such situation the M2ME could go to pristine state and start re-provisioning of the MCIM.  

NOTE 11: 
In pristine state only ICO connectivity is possible, if such coverage is available.

9.
A TRE may provide a secure audit record of its transactions. Records would typically be protected against unauthorised access
Threat #9

Description: an attacker obtains sensitive information by monitoring interactions between a TRE and the M2ME.
Likelihood: 2

Impact: 2
Risk Level: 4 (major)

Counter-Measures:

1.
A TRE should not reveal its authorisation values to any other functions on the M2ME. 

2.
Interactions between a TRE and any other trusted components in the M2ME should take place over secure channels.

3.
Operations that require secure communications with a TRE should not take place in untrusted components of the M2ME or the host terminal.

4.
If the services accessible by using the MCIM are filtered in the network (e.g. only authorised services of the legitimate M2ME subscriber allowed), then the value of the information gathered this way by the attacker may be of much lower interest to the attacker.

5.
Interactions between a TRE and another component in the M2ME that is not trusted should be designed so that these interactions do not contain any sensitive information and should assume compromise of the non-trusted component.

Threat #10

Description: an attacker gains access to TRE or MCIM functions by masquerading as the legitimate user
Likelihood: 3

Impact: 3, if publicised

Risk Level: 9 (critical)

Counter-Measures:

1.
A TRE should be able to perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME.or should be designed so that no user authorisation is required for correct operation.

2.
A TRE should support user authentication services, where required by MCIMs and where user authentication is necessary.

3.
A TRE should allow a MCIM to invoke its own M2ME subscriber authentication process, using, for instance, an application-specific credentials such as password or certificate, specified by the MCIM’s security controls.

4.
Monitoring of interactions between a TRE and one of its users should be prohibited unless explicitly permitted by the user. Such permission should require user authentication.

5.
Transfer of credential values from e.g. credential entry devices or smart card reader to a TRE should be protected from eavesdropping, e.g. by a secure tunnel that provides at least confidentiality and anti-replay. 

NOTE 12: Counter-measures 4 and 5 above might not be applicable or have usability issues in some cases, and they might be costly to implement.

6.
A TRE should block itself or a MCIM after n consecutive incorrect entries of its own or the MCIM’s credential, respectively. This should disable all trusted applications and functions for which that credential is an access condition. 

7.
As a default policy, a TRE should not accept authentication attempts from a remote M2ME subscriber, except where such commands are allowed under that TRE’s security controls and are embedded in secure, standardised, protocols (e.g. OTA) that are compatible with the TRE, and which originate from a remote security server. This will ensure that a remote attacker is not able to lock the platform by intentionally providing invalid authentication credentials to it. 

8.
void.

NOTE 13: 
The above item is void as otherwise the numbering would be confused, since there is cross-referencing in the TRE functionality section. 

9.
If user authentication is supported, a TRE should be capable of supporting a monotonic timer that is protected from tampering which will set the user authentication status to non-verified after a specified period of inactivity. This may be required by security controls of specific MCIMs. 

10.
A TRE should be configured with M2ME subscriber authentication parameters (multi-factor preferred). On booting or rebooting the M2ME, a TRE should force authentication of the M2ME subscriber before the M2ME subscriber is allowed to use the device’s functionality to whose access is controlled by that TRE. Alternatively, the authentication could be invoked only when a functional part of a TRE is invoked, in which case, the authentication status should then persist for the duration of the user-TRE session and should apply to all applications under that TRE’s control.

NOTE 14: 
The M2ME subscriber may be a consumer or a remote administrator, depending on the nature of the use case.

11.
A TRE should not allow a M2ME subscriber to reduce the user-authentication protection of that TRE below an acceptable security level specified in the global security controls of that TRE. For example, the M2ME subscriber may not disable the credential verification process if the TRE’s security controls prohibit that

NOTE 15:
The above counter-measure is FFS, from the viewpoint of ease-of-use vs. security, since with a hardware UICC, the user can suspend the credential verification process that applies to MCIM functions. 

12.
Only a TRE should be responsible for the security aspects of managing M2ME subscriber’s access to MCIMs’ usage and management functions.

Threat #11

Description: a user loses access to networks and services and/or loses personalised data, due to a malfunction or erasure of a MCIM or a malfunction of a TRE’s firmware.
Likelihood: 3 

Impact: 3 (the M2ME E/S’s business would suffer if prominent people lose their service access or data)

Risk Level: 9 (critical)

Counter-Measures:

1. It should be possible for an authorised entity to reset a TRE’s MCIM management functions to factory settings and for users to re-establish their access to that TRE and to MCIMs

NOTE 16:
A secure backup service for sensitive credentials, e.g. Ki, is regarded as impractical to implement.
Threat #12

Description: attackers find that they can register using a stolen or as yet un-registered identity in order to obtain MCIMs.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1.
The registration procedure must be trust-worthy. 
2.
The provisioning process should be securely bound to the registration.
************* END OF 2. CHANGE *************










