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Abstract of the contribution:This contribution considers the possible security threats introduced by adding a Relay Node into the LTE architecture 
Discussion
RAN2/3 have chosen alternative 2 of architecture A as the architecture for relays in Rel-10. This contribution proposes some security threats that need to be considered in the relay architecture. As the relay architecture is based upon the already exsiting LTE architecture, this analysis makes some basic assumptions about the architecture, e.g. from the security perspective the lower layers of the Un interface are the same as the Uu interface, rather than assuming nothing about the architecture. The reason for taking this approach is that we believe it will simplify the analysis and design of suitable security mechanisms. On the other hand, making these assumptions is in no ways inteneded to constrain the solutions to follow these assumptions, e.g. making a change may simplify the overall design. 

 The following are the assumptions that are made about the relay architecture security:

· A UICC is inserted into the RN to provide authentication between itself and the network to establish the bearer(s).

· AS level encryption is switched on between the RN and DeNB. 

· Both the RN and DeNB will have some secure environment that is assumed that an attacker will not compromise 

· Everything from the DeNB upwards (towards the network) is secure and will use macro network security mechanisms (such as NDS/IP).

Despite the security assumptions made in the previous section, the introduction of a RN into the network introduces some new security threats to E-UTRAN, namely:

· Impersonation of a RN to attack the user(s) attached to the RN 

· Attacks on the Un interface between RN and DeNB 

· Inserting a MitM 

· Attacking the traffic

· Impersonation of a RN to attack the network

· Attacks on the interface between the RN and UICC

1. Impersonation of a RN to attack user attached to RN 

To perform the attack, the attacker removes the UICC from a real RN and inserts it into their own Rogue RN as shown in the below figure. As there is no authentication of the RN as a device (only the subscription that is inserted in the RN), the network can not detect the Rogue RN, and hence keys related to the user-UE will be passed to the Rogue RN. This enables a user to attach to the Rogue RN and hence the user’s security will be compromised. This shows that it is essential to perform some type of device authentication of the RN.
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2. MitM on the Un interface between RN and DeNB 

This can be considered to be a variant of the above attack, but it is essential to consider as it illustrates that some care must be taken on the method of authenticating the RN device. In this attack, an MitM Node is inserted in between the RN and DeNB. This MitM node is created by taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key. It also requires inserting the real UICC into the MitM node. This is illustrated in the below figure.

[image: image28.emf]
Man-in-the-Middle (MitM) Node
The real RN will connect to the MitM node and the MitM node can connect to the real DeNB. The MitM node can transparently transmit, receive, view, and modify the traffic between the real RN and the DeNB without either of those nodes being aware of it. Hence the security of any user connected to the real RN is compromised. The MitM can view, modify, and inject user traffic even if the user related keys are protected by IPsec between the MME serving the UE and the RN. The important security point illustrated by this attack is that not only is it essential to perform device authentication of the RN, it is important to ensure that all security tunnels from the RN terminate in the real network instead of in a MitM node.   

3. Attacking the traffic on the Un interface between RN and DeNB 

The interface between the RN and DeNB is based on the standard E-UTRAN air interface. This means that all the non-RRC signalling traffic between the RN and DeNB is not integrity protected. While this may be accepteable for user traffic from the UE, this may not be acceptable for signalling traffic (either S1-AP or X2-AP) from RN to network. This means that either the Un interface may to enhanced from a standard E-UTRAN UE-eNB interface or some other method of protecting the S1-AP and X2-AP signalling across the Un interface needs to be used. 

4. Impersonation of a RN to attack the network
A Rogue RN (as described in Threat 1) could insert essentially three types of traffic into the network:

a. NAS signalling towards the MME-RN – the same attacks could be done with a Rogue UE so are not important for the RN security analysis
b. S1-AP or X2-AP signalling
c. Insert data on behalf of a user 
d. User plane traffic to get IP connectivity
This attack shows that it is either essential to perform device authentication of the RN before it is allowed to complete connecting to a DeNB or be aware of these attacks and mitigate them in other ways.

5. Attacks on the interface between the RN and the UICC

The data that travels across the RN to UICC interface is not protected. This means that while an attacker may not be able to compromise the behaviour of a RN, it may be possible for the attacker to get hold of the keying material that is transferred across this interface. Access to these keys would provide the attacker with access any data protected by these keys and also allow the attacker to insert data that would be protected using these keys. In particular the attacker could set up a MitM node as described in threat 2. 
Proposal

It is proposed that SA3 agree with the above analysis of underlying security assumptions and threats given those assumptions. It is further proposed that SA3 agree that below pCR to capture this in the living document
pCR Text

***************  START OF FIRST CHANGE ****************

1. Threats 


1.1 Security assumptions
As the relay architecture is based on the already existing, the following assumptions are made when analysing the security threats to the relay architecture: 
· A UICC is inserted into the RN to provide authentication between itself and the network to establish the bearer(s).

· AS level encryption is switched on between the RN and DeNB. 

· Both the RN and DeNB will have some secure environment that is assumed that an attacker will not compromise 

· Everything from the DeNB upwards (towards the network) is secure and will use macro network security mechanisms (such as NDS/IP).

These assumption are made purely for the purposes of understanding the security threats and any solution is not restricted to follow these assumptions. 
1.2 Security threats

Despite the security assumptions made in the previous section, the introduction of a RN into the network introduces some new security threats to E-UTRAN, namely:

· Impersonation of a RN to attack the user(s) attached to the RN 

· Attacks on the Un interface between RN and DeNB 

· Inserting a MitM 

· Attacking the traffic

· Impersonation of a RN to attack the network

· Attacks on the interface between the RN and UICC

1. Impersonation of a RN to attack user attached to RN 
To perform the attack, the attacker removes the UICC from a real RN and inserts it into their own Rogue RN as shown in the below figure. As there is no authentication of the RN as a device (only the subscription that is inserted in the RN), the network can not detect the Rogue RN, and hence keys related to the user-UE will be passed to the Rogue RN. This enables a user to attach to the Rogue RN and hence the user’s security will be compromised. This shows that it is essential to perform some type of device authentication of the RN.

[image: image3.emf]
2. MitM on the Un interface between RN and DeNB 
This can be considered to be a variant of the above attack, but it is essential to consider as it illustrates that some care must be taken on the method of authenticating the RN device. In this attack, an MitM Node is inserted in between the RN and DeNB. This MitM node is created by taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key. It also requires inserting the real UICC into the MitM node. This is illustrated in the below figure.
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Man-in-the-Middle (MitM) Node
The real RN will connect to the MitM node and the MitM node can connect to the real DeNB. The MitM node can transparently transmit, receive, view, and modify the traffic between the real RN and the DeNB without either of those nodes being aware of it. Hence the security of any user connected to the real RN is compromised. The MitM can view, modify, and inject user traffic even if the user related keys are protected by IPsec between the MME serving the UE and the RN. The important security point illustrated by this attack is that not only is it essential to perform device authentication of the RN, it is important to ensure that all security tunnels from the RN terminate in the real network instead of in a MitM node.   

3. Attacking the traffic on the Un interface between RN and DeNB 
The interface between the RN and DeNB is based on the standard E-UTRAN air interface. This means that all the non-RRC signalling traffic between the RN and DeNB is not integrity protected. While this may be accepteable for user traffic from the UE, this may not be acceptable for signalling traffic (either S1-AP or X2-AP) from RN to network. This means that either the Un interface may to enhanced from a standard E-UTRAN UE-eNB interface or some other method of protecting the S1-AP and X2-AP signalling across the Un interface needs to be used.
4. Impersonation of a RN to attack the network
A Rogue RN (as described in Threat 1) could insert essentially three types of traffic into the network:

a. NAS signalling towards the MME-RN – the same attacks could be done with a Rogue UE so are not important for the RN security analysis
b. S1-AP or X2-AP signalling
c. Insert data on behalf of a user 
d. User plane traffic to get IP connectivity
This attack shows that it is either essential to perform device authentication of the RN before it is allowed to complete connecting to a DeNB or be aware of these attacks and mitigate them in other ways.

5. Attacks on the interface between the RN and the UICC
The data that travels across the RN to UICC interface is not protected. This means that while an attacker may not be able to compromise the behaviour of a RN, it may be possible for the attacker to get hold of the keying material that is transferred across this interface. Access to these keys would provide the attacker with access any data protected by these keys and also allow the attacker to insert data that would be protected using these keys. In particular the attacker could set up a MitM node as described in threat 2.
**************** END OF FIRST CHANGE ****************
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